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Bitwise-Xor of two 4 bit binary numbers

or 4-bit bit patterns entitled 4-bit differences carries information in Cryptography.
The Method to Analyze Cryptographic cipher algorithms or 4-bit substitution
boxes with 4-bit differences is known as Differential Cryptanalysis. In this

paper a brief review of Differential Cryptanalysis of 4-bit bijective Crypto

S-Boxes and a new algorithm to analyze them using 4-bit Boolean Functions (BFs)
have been introduced. A brief review of Strict Avalanche Criterion (SAC) of

4-bit bijective Crypto S-Boxes and 4-bit BFs and two new algorithms of both the
aforesaid criterions have been introduced in this paper. A New algorithm

entitled extended Strict Avalanche Criterion (An Extension to Higher Order SAC
or HO-SAC) has also been introduced. A new Analysis of Similarity of extended
HO-SAC and Differential Cryptanalysis has also been elaborated in this paper.
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Abstract. Bitwise-Xor of two 4 bit binary numbers or 4-bit bit patterns entitled 4-bit differences carries information in
Cryptography. The Method to Analyze Cryptographic cipher algorithms or 4-bit substitution boxes with 4-bit differences is
known as Differential Cryptanalysis. In this paper a brief review of Differential Cryptanalysis of 4-bit bijective Crypto S-Boxes
and a new algorithm to analyze them using 4-bit Boolean Functions (BFs) have been introduced. A brief review of Strict
Avalanche Criterion (SAC) of 4-bit bijective Crypto S-Boxes and 4-bit BFs and two new algorithms of both the aforesaid
criterions have been introduced in this paper. A New algorithm entitled extended Strict Avalanche Criterion (An Extension to
Higher Order SAC or HO-SAC) has also been introduced. A new Analysis of Similarity of extended HO-SAC and Differential
Cryptanalysis has also been elaborated in this paper.
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1. Introduction. Finite Difference or Exclusive-or between two adjacent or nonadjacent 4-bit nibbles of plaintext
ASCII bits and the corresponding 4-bit cipher-text ASCII bits, also carries information in cryptography. Each plaintext 4-bit, 8-
bit or 32-bit words of Plaintext ASCII bits and their corresponding 4, 8 and 32 bit words of cipher-text ASCII bits are xored in bit
level or presently in byte level in cryptography and it is referred to as 4-bit Differences [1]. The possible 4-bit nibbles of plaintext
ASCII bits or cipher-text ASCII bits for 4-bit Boolean or switching logic are [0000], [0001], [0010], [0011], [0100], [0101],
[0110], [0111], [1000], [1001], [1010], [1011], [1100], [1101], [1110] and [1111]. The aforesaid 4-bit nibbles are also the all
possible Input and output differences of 4-bit bijective S-Boxes. They are also the all possible 4-bit binary equivalents of all
possible elements of Input and output 4-bit bijective S-Boxes [2].

A 4-bit Bijective Crypto S-Box or S-Box Contains 16 unique and distinct data element varies from 0 to F in Hex. The
positions of each element within 16 elements are defined as Index is also unique and distinct and varies from 0 to F in Hex. The
Index constitutes an Identity S-Box called as Input S-Box in which the elements are monotonically increasing in a certain order.
In the S-Box or Output S-Box, the elements are sequential, or partly sequential or non-sequential and the elements are also
unique and distinct i.e. there is no repetition of any element within the S-Box [3].

In Differential Cryptanalysis of 4-bit S-Boxes the 16 distant Input S-Boxes have been obtained by xor operation of each
of 16 Input Differences varies from 0 to F in hex to 16 elements of Input S-Box. The 16 Distant Output S-Boxes have been
obtained by shuffling the elements Output S-boxes in certain order in which the elements of Input S-Boxes have been shuffled in
concerned Distant Input S-Boxes. The 16 elements of each Output S-Box and the elements in corresponding position of
corresponding Distant Output S-Box has been xored to obtain the Difference S-Box. The Difference S-Box may or may not be a
Crypto S-Box since It may not have all unique and distinct elements. The count of each element from 0 to F in Difference S-Box
have been noted and put in Differential Distribution Table (DDT) for analysis of Output S-Box [4][5][6]. The concept has been
reviewed in sec 2.

In this paper a new algorithm using 4-bit BFs for Differential Cryptanalysis of 4-bit S-Boxes have been introduced. An
Input S-Box can be decomposed into four 4-bit Input Vectors (IPVs) with Decimal Equivalents 255 for 4 IPV, 3855 for IPV,
13107 for 2™ IPV, and 21845 for 15t IPV respectively. Now we complement each IPV one, two, three and four at a time to obtain
16 4-bit Distant Input S-Boxes. Each of four Output BFs is shifted according to the Shift of four IPVs of Input S-Boxes to four
IPVs Distant Input S-Boxes to obtain Distant Output S-Boxes. The four 4-bit BFs of Output S-Boxes are xored bitwise with four
4-bit BFs of Distant Output S-Boxes to obtain four 4-bit Difference BFs. For 16 Distant Output S-Boxes there are 64 Difference
BFs. Difference BFs are checked for balancedness, means utmost uncertainty. The Table in which the balancedness of 64
Difference BFs is noted is called as Differential Analysis Table (DAT). The Theory has been elaborated in section 2.

In Strict Avalanche Criterion, 4 IPVs of a 4-bit Output BF has been complemented one at a time. If in complemented
four Output BFs 8 bit values has been changed and 8 bit values remains same for 4-bit BFs then the Output 4-bit BF is said to
satisfy Strict Avalanche Criterion of 4-bit BFs [7][8]. Complementing 4™ [PV means interchanging each 8 bit halves of a 4-bit
Output BF, whereas complementing 3" [PV means interchanging each 4 bit halves of each 8 bit halves, whereas complementing
2" [PV means interchanging each 2 bit halves of each 4 bit halves of each 8 bit halves and complementing 1%t I[PV means
interchanging each bit of all 2bit halves of a 16 bit long 4-bit BF. In this paper this shifting property is used to construct an
algorithm of SAC of 4-bit BFs. If all four output BF of a 4-bit S-Box satisfy SAC for 4-bit Output BFs then the concerned Output
S-Box is said to satisfy SAC of 4-bit S-Boxes [9][10]. Review of old algorithms and new algorithms are described in section 3.

In Higher Order Strict Avalanche Criterion (HO-SAC) of 4-bit Output BF like SAC four IPVs of a 4-bit Output BF
have been complemented two or three at a time [11].In this Paper a new algorithm of Extended HO-SAC has been introduced in
which four IPVs have been complemented at a time. An Analogy of Extended HO-SAC and Differential Cryptanalysis of 4-bit S-
Boxes have also been elaborated in this paper. The aforesaid review and new algorithm of Extended HO-SAC have been viewed
in section 4 and the analogy in between Extended HO-SAC and Differential Cryptanalysis of 4-bit S-Boxes has been described in

Peer] Preprints | https://doi.org/10.7287/peerj.preprints.3202v1 | CC BY 4.0 Open Access | rec: 28 Aug 2017, publ: 28 Aug 2017



mailto:sankhanil12009@gmail.com1,%20rghosh47@gmail.com2

section 5. In section 6 conclusion has been made respectively. Algorithms or Pseudo Code of Algorithms of the respective
sections have been given in Appendix.

2. A Review on Differential Cryptanalysis of 4-bit Bijective Crypto S-Boxes [2]. The given 4-bit Bijective
crypto S-Box has been described in sub-section 2.1. The relation Between 4-bit S-Boxes and 4 bit BFs, The Differential
Cryptanalysis of 4-bit S-Boxes are described in sub-section 2.2 and 2.3 respectively. DDT or Differential Distribution Table has
been illustrated in sec 2.4.

2.1. 4-bit Crypto S-Boxes: A 4-bit bijective Crypto S-Box can be written as Follows in Table.1, where the each element of the
first row of Table.1, entitled as index, are the position of each element of the S-Box within the given S-Box and the elements of
the 2" row, entitled as S-Box, are the elements of the given Substitution Box. It can be concluded that the 1% row is fixed for all
possible bijective crypto S-Boxes. The values of each element of the 1st row are distinct, unique and vary between 0 and F in
hex. The values of the each element of the 2" row of a bijective crypto S-Box are also distinct and unique and also vary between
0 and F in hex. The values of the elements of the fixed 1% row are sequential and monotonically increasing where for the 2" row
they can be sequential or partly sequential or non- sequential. Here the given Substitution Box is the 15t 4-bit S-Box of the 15t S-
Box out of 8 of Data Encryption Standard [3][12][13].

2.2. Relation between 4-bit S-Boxes and 4-bit Boolean Functions (4-bit BFs). Index of Each element of a 4-bit
bijective crypto S-Box and the element itself is a hexadecimal number and that can be converted into a 4-bit bit sequence. From
row 2 through 5 and row 7 through A of each column from 1 through G of Table.2. shows the 4-bit bit sequences of the
corresponding hexadecimal numbers of the index of each element of the given S-Box and each element of the S-Box itself. Each
row from 2 through 5 and 7 through A from column 1 through G constitutes a 16 bit, bit sequence that is a 4-bit BF. column 1
through G of Row 2 is termed as 4™ Input BF, Row 3 is termed as 3" Input BF, Row 4 is termed as 2" Input BF and Row 5 is
termed as 1% Input BF whereas column 1 through G of Row 7 is termed as 4% Output BF, Row 8 is termed as 34 Output BF, Row
9 is termed as 2" Output BF and Row A is termed as 1%t Output BF [3]. The decimal equivalent of each input BF and output BF
are noted at column H of respective rows.

2.3. Review of Differential Cryptanalysis of 4-bit Crypto S-Boxes [9]. The column.1. in Table.3. from row 1 through G shows
The 16 elements in a monotonically increasing sequence of Input 4-bit S-Box (ISB). The Input can also be concluded as an
Identity 4-bit S-Box. The 1%t 4-bit S-Box, out of 4 of 15t S-Box of Data Encryption Standard (DES) out of 8, has been
considered as Output S-Box (OSB) in column 7 from row 1 through G. The review has been done in two different views;
The S-box view has been described in sec 2.3.1. and the 4-bit binary pattern view has been described in sec. 2.3.2
respectively.

2.3.1. S-Box View of Differential Cryptanalysis of 4-bit Crypto S-Boxes. The S-Box of Input Difference element (ID) in
which all elements have the same value ‘B’ in hex, is not a Crypto Box and is shown in row 1 through G of column. 3. of
Table.3. The Distant Input S-Box (DISB) is shown in row 1 through G of column.5. In DISB each element row 1 through G is
obtained by the xor operation of the elements in corresponding positions in row 1 through G of column.1. (ISB) and Column.3.
(ID) respectively. In ISB for each element in in row 1 through G of column.l.in corresponding position in row 1 through G of
column.7. there is an element of OSB. Now in DISB the elements of ISB have been shuffled in a particular order. In DOSB the
corresponding elements of OSB has also been shuffled in that particular order in which ISB has been shuffled. Each element of
the Difference S-Box or DSB in row 1 through G of column.12.has been obtained by xor operation of each element in
corresponding positions of row 1 through G of column.7. and row 1 through G of column.9. respectively. The repetition of each
existing elements in DSB have been counted and put into Differential Distribution Table or DDT. It is shown in Table.4. as
follows,

The count of each existing elements have been put into the Differential Distribution Table. As follows, in row 2 of
Table.5. for Input Difference (ID) ‘B’ and Output Difference from 0 through F of row 1.

2.3.2 4-bit binary Pattern View of Differential Cryptanalysis of 4-bit Crypto S-Boxes. The Particular Input Difference
‘1101” is shown in row 1 through G of column. 4. of Table.3. The Distant 4-bit bit Patterns are shown in row 1 through G of
column.5. The Distant 4-bit bit patterns are shown in row 1 through G of column.6. (Bin DISB) are obtained by the xor operation
of the elements in corresponding positions in row 1 through G of column.2. (Bin ISB) and Column.4. (Bin ID) respectively. In
Bin ISB for each element in in row 1 through G of column.2. in corresponding position in row 1 through G of column.8. there is
an element of Bin OSB. Now in Bin DISB the elements of ISB have been shuffled in a particular order. In Bin DOSB the
corresponding elements of OSB has also been shuffled in that particular order in which Bin ISB has been shuffled. Each element
of row 1 through G of column.11.has been obtained by xor operation of each element in corresponding positions of row 1
through G of column.8. and row 1 through G of column.10. respectively. The repetition of each existing elements in Bin DSB
have been counted and put into Differential Distribution Table or DDT. It is shown in Table.6. as follows,

The count of each existing elements have been put into the Differential Distribution Table. As follows, in row 2 of
Table.7. for Binary Input Difference (Bin ID) ‘1101 and Output Difference from 0 through F of row 1.

Peer] Preprints | https://doi.org/10.7287/peerj.preprints.3202v1 | CC BY 4.0 Open Access | rec: 28 Aug 2017, publ: 28 Aug 2017




123
124
125
126
127
128
129
130
131
132
133

135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181

2.4 Differential Cryptanalysis of 4-bit Bijective Crypto S-Boxes using 4-bit BFs. The Procedure to obtain Four Input BFs
(IBFs) and Four Output BFs (OBFs) from a particular 4-bit Bijective Crypto S-Box has been described in sec.2.1. The procedure
to obtain distant Input BFs (DIBFs) and Distant Output BFs (DOBFs) for a particular Input Difference (ID) has been described
with example in sec.2.4.1.

2.4.1. Distant Input BFs (DIBFs) and Distant Output BFs (DOBFs) Generation from IBFs and OBFs for a
specific ID. Meaning of 1 in ID is referred to as C or complement and 0 has also been referred to as N or No
Complement as shown in Table.8. In 4-bit bit Patterns of Input Difference (Bin ID), 1 in a certain position 4 as in position 4
of row 1 through G of column 4 of table.3. means complement 4-bit BF, IBF4 (CIBF4) and 0 in a certain position 3 as in position
3 of row 1 through G of column 4 of table.3. means no operation on 4-bit BF IBF3 (CIBF3) or CIBF3 = IBF3. Similarly 1 in
respective positions 2 and 1 as in positions 2 and 1 of row 1 through G of column 4 of table.3. means complement 4-bit BF IBF2
(CIBF2) and complement 4-bit BF IBF1 (CIBF1) respectively. CIBF4, CIBF3, CIBF2 and CIBF1 for Input S-Box (ISB) and
Input Difference (ID) have been shown in row 1 through G of column.1. and column.3. of Table.3. respectively have been shown
in column 1 through G of row 1, 2, 3 and 4 of table. 9. respectively.

Since complement of 4™ IBF means interchanging each 8 bit halves of 16 bit long 4% IBF so The 2, 8 bit halves of
OBF4 have been interchanged due to complement of 4™ IBF or CIBF4. The resultant OBF has been shown in column 1 through
G of row 6 in Table.9. Again No Operation on 3" IBF means CIBF3 = IBF3 so resultant OBF is as same as STEP4 and has been
shown in column 1 through G of row 7 in Table.9. Next to it since complement of 2" IBF means interchanging each 2 bit halves
of each 4 bit halves of each 8 bit halves of resultant OBF has been shown in column 1 through G of row 7 in Table.9. and has
been shown column 1 through G of row 8 in Table.9. Again since complement of 15t IBF means interchanging each bit of each 2
bit halves of each 4 bit halves of each 8 bit halves of resultant OBF has been shown in column 1 through G of row 8 in Table.9
and has been shown in column 1 through G of row 9 in Table.9. The Complemented OBF4 has been the resultant OBF of STEP1
and has been shown in column 1 through G of row A in Table.9.

2.4.2 Generation of Difference Boolean Functions or DBFs for a certain ID.

The DBFs of each OBF have been generated by bitwise Xor of OBFs and the corresponding DOBFs. The
corresponding DBFs of OBF,, OBF;, OBF,, OBF, are denoted as DIFF,, DIFF;, DIFF,, DIFF, respectively.4t DBF
of ID ‘1101 has been shown in column 1 through G of row 3 of Table.10.

2.4.3 Analysis:

If the DBFs are balanced then the number of bits changed and remains unchanged among corresponding
bits of OBFs and COBFs is maximum. So uncertainty of determining a particular change in bits is maximum. As the
number of balanced DBFs are increased among 64 (=24x4) possible DBFs then the security will increase. The no of
1s or balancedness of a particular DBF has been shown in column. 2. of row 2 of table.11.

2.44  DBFs Generation and Derivation of a Particular Row of Differential Analysis Table (DAT) for a
Certain ID. Four IBFs in a order IBF4, IBF3, IBF2 and IBF1 for the S-Box given in Table.1. and four CIBFs
CIBF4, CIBF3, CIBF2 and CIBF1 for a certain ID ‘1101” have been shown in column 1 through G of row 1, 2, 3, 4,
5, 6, 7 and 8 respectively in Table.12. Four OBFs in an order OBF4, OBF3, OBF2 and OBF1 for the S-Box given in
Table.1. and four COBFs COBF4, COBF3, COBF2 and COBF1 for a certain ID ‘1101’ have been shown in column
1 through G of row 9, A, B, C, D, E, F and G respectively in Table.12. The resultant DBFs, DIFF4, DIFF3, DIFF2,
DIFF1, have been shown in column 1 through G of row H, 1, J, K of Table.12. The number of 1s or Balancedness of
four DBFs have been shown in row in column.2 through 5 of row 1 of Table.13.

2.4.6. Results. The results of Differential Boolean Function Analysis using DAT of 32 DES 4-bit Crypto S-Boxes
and Their Comparison with No of zeros in DDT has been shown in Table.15.below.

3. Review of Strict Avalanche Criterion (SAC) of 4-bit BFs and SAC of 4-bit S-Boxes [7][8]. The Strict Avalanche Criterion
or SAC of 4-bit BFs have been reviewed in sec. 3.1.1.and the new technique to find SAC of 4-bit BFs has been described in
sec.3.1.2.SAC of 4-bit S-Boxes has also been reviewed in sec.3.2.1 and the new technique to find SAC of 4-bit S-Boxes using
4-bit BFs has been described in sec.3.2.2.

3.1.1. Review of Strict Avalanche Criterion (SAC) of 4-bit BFs. In Strict Avalanche Criterion of 4-bit BFs, IBF4, IBF3, IBF2
and IBF1 have been shown in column 1 through G of row 2, 3, 4 and 5 in Table.2, have been complemented one at a time. If due
to aforesaid operation on OBF the number of bits has been changed for each IBF in COBF is 8 or half of the number of bits in a
4-bit BF then the OBF is said to satisfy SAC of 4-bit BFs.

IBF4, CIBF4, IBF3, CIBF3, IBF2, CIBF2, IBF1, CIBF1 have been shown in column 2 thorough H of row 1, 3, 7,9, D,
F, J, L respectively of table.16. The OBF and COBF due to change in CIBF4, CIBF3, CIBF2 and CIBF1 have been shown in
column 2 thorough H of row 2, 4, 8, A, E, G and K, M respectively. The Difference BF or DBFs more specifically, DBF4, DBF3,
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DBF2, DBF1 have been shown in column 2 thorough H of row 5, B, H, N respectively. Now change in Number of bits in COBF
from OBF due to CIBF4, CIBF3, CIBF2 and CIBF1 have been 12, 8, 4, 12. So OBF does not Satisfy SAC of 4-bit BFs. To
Satisfy SAC change in Number of bits in COBF from OBF due to CIBF4, CIBF3, CIBF2 and CIBF1 must be 8, 8, 8, 8.

3.1.2. New Method for Strict Avalanche Criterion (SAC) of 4-bit BFs. Since complement of 4™ IBF means interchanging
each 8 bit halves of 16 bit long 4% IBF so The 2, 8 bit halves of OBF has been interchanged due to complement of 4™ IBF or
CIBF in COBF. Next to it since complement of 3" IBF means interchanging each 4 bit halves of each 8 bit halves of IBF3 in
CIBF or so each 4 bit halves of each 8 bit halves of OBF in COBF have been interchanged due to complement of IBF3.Now
complement of 27 IBF means interchanging each 2 bit halves of each 4 bit halves of each 8 bit halves of OBF in COBF and
complement of 1%t IBF means interchanging each bit of each 2 bit halves of each 4 bit halves of each 8 bit halves of OBF in
COBF.

IBF4, CIBF4, IBF3, CIBF3, IBF2, CIBF2, IBF1, CIBF1 have been shown in column 2 thorough H of row 1, 3,7,9 , D,
F, J, L respectively of table.16. The OBF and COBF due to change in CIBF4, CIBF3, CIBF2 and CIBF1 have been shown in
column 2 thorough H of row 2, 4, 8, A, E, G and K, M respectively. The Difference BF or DBFs more specifically, DBF4, DBF3,
DBF2, DBF1 have been shown in column 2 thorough H of row 5, B, H, N respectively. Now change in Number of bits in COBF
from OBF due to CIBF4, CIBF3, CIBF2 and CIBF1 have been 12, 8, 4, 12. So OBF does not Satisfy SAC of 4-bit BFs. To
Satisfy SAC change in Number of bits in COBF from OBF due to CIBF4, CIBF3, CIBF2 and CIBF1 must be 8, 8, &, 8.

3.2.1. Review of Strict Avalanche Criterion (SAC) of 4-bit S-Boxes [14].

All the elements of the given S-Box, Index of each element of the given S-Box in hex (INH) and 4 bit binary form
(INB) have been given in column 2 through H of row 3, 1, 2 of Table.18 respectively. Each Output BF, OBF1, OBF2, OBF3,
OBF4 has been shown in column 2 through H of row 4, 5, 6, 7 Table.18 respectively.

Now 16 INBs before flip and 16 INBs after flip in one bits particularly in 16 INBs bit position 1, 2, 3, 4 have been
shown in row 2 through I of column 1, 2, 6, 7, B, C, G, H respectively of Table.19. The each corresponding bits of OBF1, OBF2,
OBF3, OBF4 before and after flip have been shown in row 2 through I of column 3, 4, 8, 9, D, E, I, J respectively in Table.19.

1 in any position in row 2 through I of column 5, A, F, K illustrate dissimilarity in bits in corresponding positions of OBF1,
OBF2, OBF3 and OBF4 duly before and after flip in one bits in bit positions 1, 2, 3, 4 respectively.

If out of 16 positions in each row from 2 through I column of column 5, A, F, K there are 8 1s and 8 Os then The given
BF is said to Satisfy SAC of 4-bit BFs. If all four BFs of a given 4-bit Crypto S-Box satisfy SAC of 4-bit BFs then the S-Box is
said to satisfy SAC of 4-bit S-Boxes. Here in Table. 19. row I shows the number of Bits changed in OBF1, OBF2, OBF3, OBF4
before and after flip in pos. 1, pos. 2, pos. 3 and pos. 4 respectively. Since the value is 12 in all or at least one for the given OBF
so The BF and the given 4-bit S-Box does Satisty SAC of 4-bit BFs and SAC of 4-bit S-Boxes.

3.2.2. New Method for Strict Avalanche Criterion (SAC) of 4-bit Crypto S-Boxes. If all four BFs of a given 4-bit Crypto S-
Box satisfy SAC of 4-bit BFs then the S-Box is said to satisfy SAC of 4-bit S-Boxes.

4. Review and New Methods of Higher Order SAC (HO-SAC) [11] and Extended SAC Criterion of 4-bit Crypto S-
Boxes.
The Method of HO-SAC of 4-bit BFs has been reviewed in sec 4.1. The two new methods of HO-SAC of 4-bit BFs and
HO-SAC of 4-bit Crypto S-Boxes have been described in sec 4.2. The new SAC criterion entitled Extended SAC criterion
of 4-bit BFs and 4-bit S-Boxes has been illustrated in sec. 4.3. All Algorithms of respective sections are given in Appendix.

4.1 Review of Higher Order SAC of 4-bit BFs. The Given S-Box and INB with position of each bits of it and a review of HO-
SAC of 4-bit BFs have been illustrated in Table. 20. and Table.21. respectively. All the elements of the given S-Box, Index of
each element of the given S-Box in hex (INH) and 4 bit binary form (INB) with position of each bit from 1 to 4 of it have been
given in column 2 through H of row 3, 1, 2 of Table.20 respectively. Each Output BF, OBF1, OBF2, OBF3, OBF4 has been
shown in column 2 through H of row 4, 5, 6, 7 Table.20 respectively.

If 2 IBFs have been complemented at a time then The Higher Order SAC or HO-SAC of 4-bit BFs can be termed as 2"
Order HO-SAC of 4-bit BFs illustrated in sub table 21-A to 21-F. If the Number of IBFs complemented at a time is 3 then The
Higher Order SAC or HO-SAC of 4-bit BFs can be termed as 3" Order HO-SAC of 4-bit BFs illustrated in sub table 21-H to 21-
J.

In 27 Order HO-SAC, any 2 IBFs shown in column 2 through H of row 1, 2 of sub table 21-A to 21-F of Table.21 have
been complemented at time. The complemented IBFs or CIBFs have been shown in column 2 through H of row 4, 5 of sub table
21-A to 21-F of Table.21.The OBF has been shown in column 2 through H of row 3 of sub table 21-A to 21-F of Table.21. Now
due to complement of 1t IBF the resultant OBF have been shown in row 6 and due complement of 2" IBF at time the resultant
OBF of the resultant OBF have been shown in column 2 through H of row 7 of sub table 21-A to 21-F of Table.21 respectively.
The obtained complemented OBF or COBF and bitwise Xor or Hamming distance (Distant BF or DBF) between OBF and COBF
have been shown in column 2 through H of row 8, 9 of sub table 21-A to 21-F of Table.21 respectively. The count of 1 out of 16
bits in DBF or dissimilar bits in COBF due to complement of 2 IBFs at time have been shown in A of sub table 21-A to 21-F of
Table.21. If for the given OBF and for all 6 possible 2" order HO-SAC test the counts have been shown in A of sub table 21-A to
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21-F of Table.21 have been 8§ then the given OBF is said to satisfy 2" order HO-SAC of 4-bit BFs. But in table 21 all counts are
not equal to 8 so the given OBF does not satisfy 2" order HO-SAC of 4-bit BFs.

In 3" Order HO-SAC, any 3 IBFs shown in column 2 through H of row 1, 2, 3 of sub table 21-G to 21-J of Table.21
have been complemented at time. The complemented IBFs or CIBFs have been shown in column 2 through H of row 5, 6, 7 of
sub table 21-G to 21-J of Table.21. The OBF has been shown in column 2 through H of row 4 of sub table 21-G to 21-J of
Table.21. Now due to complement of 15 IBF the resultant OBF have been shown in row 8 and due to complement of 2" IBF at a
time the resultant OBF of the resultant OBF in row 8 have been shown in column 2 through H of row 9 and due to complement of
3" [BF at a time the resultant OBF of the resultant OBF in row 9 have been shown in column 2 through H of row A of sub table
21-G to 21-J of Table.21 respectively. The obtained complemented OBF or COBF and bitwise Xor or Hamming distance (Distant
BF or DBF) between OBF and COBF have been shown in column 2 through H of row B, C of sub table 21-G to 21-J of Table.21.
respectively. If for the given OBF and for all 4 possible 3™ order HO-SAC test the counts have been shown in D of sub table 21-
G to 21-J of Table.21 have been 8 then the given OBEF is said to satisfy 3™ order HO-SAC of 4-bit BFs. But in table 21 all counts
are not equal to 8 so the given OBF does not satisfy 3' order HO-SAC of 4-bit BFs.

If the given OBF satisfy both 2" order HO-SAC and 3" Order HO-SAC for 4-bit BFs together then The Given OBF is
said to satisfy Total HO-SAC for 4-bit BFs. If Four BFs of a Crypto 4-bit S-Box satisfy HO-SAC of 4bit BFs individually then
the S-Box has been said to satisfy HO-SAC of 4-bit Crypto S-Boxes.

4.2. Two new Methods of Higher Order SAC or HO-SAC of 4-bit BFs and 4-bit Crypto S-Boxes. The Shift Method to do
HO-SAC test of 4 bit BFs has been described in section 4.2.1. The Flip Method to do the same test of 4-bit BFs and of 4-bit S-
Boxes has been described in sec. 4.2.2.

4.2.1 Shift Method of HO-SAC of 4-bit BFs and 4-bit Crypto S-Boxes. Complement of IBF4 is equivalent of interchanging
two 8 bit halves of OBF. Complement of IBF3 is equivalent of interchanging each 4 bit halves of each 8 bit halves of given OBF.
Now Complement of IBF2 means interchanging each 2 bit halves of each 4 bit halves of each 8 bit halves of given OBF and
finally Complement of IBF1 means interchanging each two bits of all two bit halves of given OBF.

If 2 IBFs have been complemented at a time then The Higher Order SAC or HO-SAC of 4-bit BFs can be termed as 2"
Order HO-SAC of 4-bit BFs illustrated in sub table 21-A to 21-F. If the Number of IBFs complemented at a time is 3 then The
Higher Order SAC or HO-SAC of 4-bit BFs can be termed as 3" Order HO-SAC of 4-bit BFs illustrated in sub table 21-H to 21-
J.

In 2" Order HO-SAC, any 2 IBFs shown in column 2 through H of row 1, 2 of sub table 21-A to 21-F of Table.21 have
been complemented at time. The complemented or shifted IBFs or CIBFs have been shown in column 2 through H of row 4, 5 of
sub table 21-A to 21-F of Table.21.The OBF has been shown in column 2 through H of row 3 of sub table 21-A to 21-F of
Table.21. Now due to complement of 15t IBF the resultant OBF have been shown in row 6 due to shift operation and due to
complement of 2" IBF at a time the resultant OBF of the resultant OBF have been shown in column 2 through H of row 7 of sub
table 21-A to 21-F of Table.21 respectively. The obtained complemented OBF or COBF and bitwise Xor or Hamming distance
(Distant BF or DBF) between OBF and COBF have been shown in column 2 through H of row 8, 9 of sub table 21-A to 21-F of
Table.21 respectively. The count of 1s out of 16 bits in DBF or dissimilar bits in COBF due to complement of 2 IBFs at a time
have been shown in A of sub table 21-A to 21-F of Table.21. If for the given OBF and for all 6 possible 2" order HO-SAC test
the counts have been shown in A of sub table 21-A to 21-F of Table.21 have been 8 then the given OBF is said to satisfy 2nd
order HO-SAC of 4-bit BFs. But in table 21 all counts are not equal to 8 so the given OBF does not satisfy 2" order HO-SAC of
4-bit BFs.

In 3 Order HO-SAC, any 3 IBFs shown in column 2 through H of row 1, 2, 3 of sub table 21-G to 21-J of Table.21
have been complemented at time. The complemented IBFs or CIBFs have been shown in column 2 through H of row 5, 6, 7 of
sub table 21-G to 21-J of Table.21. The OBF has been shown in column 2 through H of row 4 of sub table 21-G to 21-J of
Table.21. Now due to complement or shift of 1% IBF the resultant OBF have been shown in row 8 after shift operation and due to
complement of 2" IBF at a time the resultant OBF of the resultant OBF in row 8 have been shown in column 2 through H of row
9 and due to complement of 3" IBF at a time the resultant OBF of the resultant OBF in row 9 have been shown in column 2
through H of row A of sub table 21-G to 21-J of Table.21 respectively. The obtained complemented or shifted OBF or COBF and
bitwise Xor or Hamming distance (Distant BF or DBF) between OBF and COBF have been shown in column 2 through H of row
B, C of sub table 21-G to 21-J of Table.21. respectively. If for the given OBF and for all 4 possible 3" order HO-SAC test the
counts have been shown in D of sub table 21-G to 21-J of Table.21 have been 8 then the given OBF is said to satisfy 3 order
HO-SAC of 4-bit BFs. But in Table.21. all counts are not equal to 8 so the given OBF does not satisfy 3 order HO-SAC of 4-bit
BFs.

If the given OBF satisfy both 2" order HO-SAC and 3™ Order HO-SAC for 4-bit BFs together then The Given OBF is
said to satisfy Total HO-SAC for 4-bit BFs. If Four BFs of a Crypto 4-bit S-Box satisfy HO-SAC of 4bit BFs individually then
the S-Box has been said to satisfy HO-SAC of 4-bit Crypto S-Boxes.

4.2.2 Flip Method of HO-SAC of 4-bit BFs and 4-Bit Crypto S-Boxes. All the elements of the given S-Box, Index of
each element of the given S-Box in hex (INH) and 4 bit binary form (INB) with position of each bit from 1 to 4 of it have been
given in column 2 through H of row 3, 1, 2 of Table.20 respectively. Each Output BF, OBF1, OBF2, OBF3, OBF4 has been
shown in column 2 through H of row 4, 5, 6, 7 Table.20 respectively.
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Now 16 INBs before flip and 16 INBs after flip in two and three bits at a time particularly in 16 INBs bit position 1, 2,
3, 4 have been shown in row 2 through I of column 1, 2, 6, 7, B, C, G, H respectively of Table.22-A, Table.22-B and Table.22-C
respectively . The each corresponding bits of OBF1, OBF2, OBF3, OBF4 before and after flip have been shown in row 2 through
I of column 3, 4, 8, 9, D, E, 1, J respectively in Table.22-A, Table.22-B and Table.22-C respectively. If flip occurs in 2 bit
positions of INB at a time then the test has been termed as 2" Order HO-SAC of 4-bit BFs and if flip occurs in 3 bit positions of
INB at a time then the test has been termed as 3™ Order HO-SAC of 4-bit BFs.

1 in any position in row 2 through I of column 5, A, F, K illustrate dissimilarity in bits in corresponding positions of
OBF1, OBF2, OBF3 and OBF4 duly before and after flip in one bits in bit positions 1, 2, 3, 4 respectively.

If out of 16 positions in each row from 2 through I column of column 5, A, F, K there are 8 1s and 8 Os then The given
BF is said to Satisfy HO-SAC of 4-bit BFs. If all four BFs of a given 4-bit Crypto S-Box satisfy SAC of 4-bit BFs then the S-Box
is said to satisfy SAC of 4-bit S-Boxes. Here in Table. 22. row I shows the Number of Bits changed in OBF1, OBF2, OBF3,
OBF4 before and after flip in pos. 1, pos. 2, pos. 3 and pos. 4 respectively. Since the value is 12 in all or at least one for the given
OBF so The BF and the given 4-bit S-Box does Satisfy SAC of 4-bit BFs and SAC of 4-bit S-Boxes.

4.3. Extended HO-SAC Criterion of 4-bit BFs and 4-bit Crypto S-Boxes. If one IBF out of four at a time, Two IBFs out
of four at a time, Three IBFs out of four at a time and all of four IBFs have been complemented at a time or flip of one bit of INB
at a time, flip of two INBs at a time or flip of three INBs at a time, and flip of all of four INBs at a time and all DBFs are
balanced then the 4-bit BF has been said to satisfy Extended SAC of 4-bit BFs. If all four 4-bit BFs of a 4-bit Crypto S-Box
satisfy Extended SAC of 4-bit BFs then The S-Box has been said to satisfy Extended SAC of 4-bit S-Boxes.

Complement of one, two, or three bits at a time or flip of one, two or three INBs at a time is similar to table 16, 21, 18 and 22
respectively for the given 4-bit BF. The rest Criterion of 4 IBFs have been complemented at a time have been shown in Sub table
23-A of table. 23. The rest flip of all INBs at a time have been shown in Sub table 23-B of table. 23.

5. Analogy Between Extended HO-SAC of 4-bit S-Boxes and Differential Cryptanalysis of 4-bit S-Boxes and
Improvement in Differential Cryptanalysis of 4-bit S-Boxes using 4-bit BFs.

Since Flip in one, two, three and four INBs or similarly complement of one, two, three and four IBFs is similar to xor operation

of all 4-bit Input Difference with 4-bit bit patterns of each element of a 4-bit Crypto S-Box 0001-1111 the operations in Extended

HO-SAC test shown in tables 16, 18, 21, 22, 23 is similar to Operations in Differential Cryptanalysis of 4-bit S-Boxes by Heys in

table .3. In Differential Cryptanalysis of 4-bit S-Boxes using 4-bit BFs, Each BF has been tested through Extended HO-SAC

Criterion to ensure security. So ot is claimed to be a better analytic tool of 4-bit Crypto-S-Boxes.

6. Conclusion. In this paper a better look to SAC of 4-bit BFs and S-Boxes, HO-SAC 4-bit BFs and S-Boxes and Differential
Cryptanalysis of 4-bit S-Boxes with proper extensions to theories have been presented. An Extension to HO-SAC entitled
Extended HO-SAC criterion have also been defined to prove the enrichment of The Differential Cryptanalysis of 4-bit S-
Crypto S-Boxes using 4-bit BFs. The total paper have been claimed with clarity of review sections and extension to theories.
At last all these Algorithms have been tested and proved to be a better one to improvement of crypto-community.
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429

430 Appendix

431

432

433 1. Algorithm of Differential Cryptanalysis Binary Pattern View.
434

435 Start.

436 Step 0A: int ISB[4][16]; int IDIFF[4][16]; int ODIFF[4][16][16];

437 Step 0B: int ISB'[4][16][16]; int OSB[4][16]; int OSB’[4][16][16]; int DDT[16][16]; int Count[16];
438 Step 01: For I =1:16

439 ForJ =1:16

440 ForK =1:4

441 ISB’[K][1][J] = ISB[K][J] IDIFF[K][L];
442 OSB’[K][I][J] = OSB[ISB’ [K][ ][ ]],
443 ODIFF[K][1][J] = OSB[K][J]* OSB’[
444 End For.

445 End For.

446 End For.

447 Step 02: For 1=1:16

448 ForJ=1:16

449 ForK =1:4

450 DDT[I][J]= Count[ISB[K][J]];

451 End For.

452 End For.

453 End For.

454 Stop.

455

456 2. Algorithm of Differential Cryptanalysis S-Box View.

457

458 Start.

459 Step 0A: int ISB[16]; int IDIFF[16]; int ODIFF[16][16];

460 Step 0B: int ISB'[16][16]; int OSB[16]; int OSB’[16][16]; int DDT[16][16]; int Count[16].
461 Step 01: For I =1:16

462 ForJ=1:16

463 ISB’[1][J] = ISB[J]"IDIFE[L];

464 OSB’[1][J] = OSB[ISB’ [ ][ i

465 ODIFF[I][J] = OSB[J]* OSB’[1][J];

466 End For.

467 End For.

468 Step 02: For I =1:16

469 For ] =1:16

470 DDT[I][J]= Count[ISB[J]];

471 End For.

472 End For.

473 Stop.

474

475 3. Algorithm of Differential Cryptanalysis Using 4-bit BFs.

476 Start.

477 Step 0A: int IBF[4][16]; int IDIFF[4][16][16]; int ODIFF[4][16][16];

478 Step 0B: int IBF'[4][16][16]; int OBF[4][16]; int OBF'[4][16][16]; int DAT[4][16]; int Count[16][16];
479 Step 01: For I = 1:16 For J = 1:4 For K = 1:16 OBF’[J][K][1] = OBF[IBF[J][K] IDIFF[J][K][1]][K];
480 Step 02: For I = 1:16 For J = 1:4 For K = 1:16 ODIFF[J][K][I] = OBF’[J][K][I]* OBF[J][K];
481 Step 03: For I = 1:16 For J = 1:4 For K = 1:16 Count[J][K] = IF(ODIFF[J][K][I]==1);
482 Step 04: For I = 1:4 For J = 1:16 DAT[I][J] = Count[1][J];

483 Stop.

484

485

486

487

KJDI;
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4. Algorithm of SAC of 4-bit BFs.

Let BF[16].bit0 is a bit level array of 16 bits of a 4-bit BF out of 65536 4-bit BFs. And BF[16] is an array of 16 bits of
a 4-bit BF. CV[16].bit0 is a bit level array of 16 bits to store either 00FF, OFOF, 3333, 5555 in hex. CVC[16].bit0 is a bit level
array of 16 bits to store either FF00, FOFO, CCCC, AAAA in hex. Here " represents Bitwise Xor operation. NL represents
Number of bits changed in Lower Halves and NU represents Number of bits changed in Upper Halves.
Start.
Step 0A: For 1:16 BF[16].bit0 = BF[16].
Step 0B: For 1:16 CV[16].bit0 = 00FF, OFOF, 3333, 5555.
Step 0C: For 1:16 CVC[16].bit0 = FF00, FOF0, CCCC, AAAA.
Step 01: wt{(BF[16].bit0 & 00FF)"(BF[16].bit0>>8&00FF)}+WT {(BF[16].bit0&FF00)"(BF[16].bit0>>8&FF00)}= N=NL3 + NU3 .
Step 02: wt{(BF[16].bit0 & OFOF)"(BF[16].bit0>>4&0F0F)}+WT {(BF[16].bit0&FOF0)(BF[16].bit0>>4&F0F0)}= N = NL2 +NU2 .
Step 03: wt{(BF[16].bit0 & 3333)"(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)\(BF[16].bit0>>2&CCCC)}=N= NL1 +NU1 .
Step 04: wt{(BF[16].bit0 & 5555)"(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)NBF[16].bit0>>1&AAAA)}=N=NLO + NUO .
Step 05: If N=8 for Step 01, Step 02, Step 03, Step 04.
Then BF[16].bit0 Satisfies SAC.
ELSE BF[16].bit0 Does not Satisfies SAC.
Stop.

5. Algorithm of SAC of 4-bit BFs Using Shift Method.
Start.

Step 00: For 1:16 BF[16].bit0 = BF[16].

Step 1A: CBF[16].bit0 = (BF[16].bit0>>8);

Step 1B: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

Step 1C: Count = IF(DBF[16].bit0==1);

Step 2A: CBF[16].bit0 = (BF[8A].bit0>>4)&& (BF[8B].bit0>>4);

Step 2B: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

Step 2C: Count = IF(DBF[16].bit0==1);

Step 3A: CBF[16].bit0 = (BF[4A].bit0>>2)&& (BF[4B].bit0>>2)&& (BF[4C].bit0>>2)& & (BF[4D].bit0>>2);

Step 3B: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

Step 3C: Count = IF(DBF[16].bit0==1);

Step 4A: CBF[16].bit0 = (BF[2A].bit0>>1)&&(BF[2B].bit0>>1)& & (BF[2C].bit0>>1)& & (BF[2D].bit0>>1)& &
(BF[2E].bit0>>1)&&(BF[2F].bit0>>1)&&(BF[2G].bit0>>1)&&(BF[2H].bit0>>1);

Step 4B: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

Step 4C: Count = [F(DBF[16].bit0==1);

Step 05 : IF Count = 8 for Step 1C, Step 2C, Step 3C, Step 4C. BF[16] Satisfies SAC of 4-bit BFs.
ELSE BF[16] does not Satisfy SAC of 4-bit BFs.

Stop.

6. Algorithm of SAC of 4-bit BFs Using Flip Method.

The flipping of bits on particular positions are made by proposing 1-bit four evvectors as, eo {0001}, e1 {0010}, e2
{0100} and e3 {1000}. The Algorithm can be written as,
Start.

Step 0A: For [=0:16 For J=0:16 D[I][J] = 0;

Step 0B: ev[4] ={{0,0,0,1},{0,0,1,0},{0,1,0,0},{1,0,0,0} };

Step 01: For S=0:4 For I=0:16 For J=0:16 t[S][I][J] = 16bt4x[S][1][J] * ev[S]

Step 02: For S=0:4 For [=0:16 For J=0:16 r=16bt4bf[S][I][J] ~ 16bt4bf[t[SI[1][J]1];

Step 04: if (r==1) D[f][v]++;

Step 05: IF D[f][v]==8, for All cases 4-bit BF Satisfies SAC of 4bit BFs.
ELSE 4-bit BF does not Satisfy SAC.

Step 06: IF all four BFs Satisfy SAC of 4-bit BFs then the given S-Box Satisfies SAC of 4-bit S-Box.
ELSE the given S-Box does not Satisfy SAC of 4-bit S-Box.
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550  Stop.

551

552

553

554 7. Algorithm of HO-SAC of 4-bit BFs.

555

556  Step 0A: For 1:16 BF[16].bit0 = BF[16].

557  Step 0B: For 1:16 CV[16].bit0 = 00FF, OFOF, 3333, 5555.

558  Step 0C: For 1:16 CVC[16].bit0 = FF00, FOF0, CCCC, AAAA.

559  Step 01: wt[{(BF[16].bit0 & 00FF)*(BF[16].bit0>>8&00FF)!+WT{(BF[16].bit0&FF00)"(BF[16].bit0>>8&FF00)}

560 A{(BF[16].bit0 & OFOF)A(BF[16].bit0>>4&0F0F)}-+WT {(BF[16].bit0&FOF0)\(BF[16].bit0>>4&FOF0)}]  =N.
561  Step 02: wi[{(BF[16].bit0 & 00FF)(BE[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00) (BF[16].bit0>>8&FF00)}

562 ~{(BF[16].bit0 & 3333) (BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCCYNBF[16].bit0>>2&CCCC)}] =N .
563  Step 03: wi[{(BF[16].bit0 & 00FF) (BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)(BF[16].bit0>>8&FF00)}

564 A {(BF[16].bit0 & 5555)\(BF[16].bit0>>1&3555)}+WT {(BF[16].bit0&AAAAYNBF[16].bit0>>1&AAAA)}] = N.
565  Step 04: wi[{(BF[16].bit0 & OFOF) (BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&FOF0)\(BF[16].bit0>>4&F0F0)}

566 ~{(BF[16].bit0 & 3333)(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0& CCCC)*(BF[16].bit0>>2&CCCC)}] = N
567  Step 05: wt[{(BF[16].bit0 & OFOF)"(BE[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&FOF0)(BF[16].bit0>>4&F0F0)}

568 A{(BF[16].bit0 & 5555) (BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)NBF[16].bit0>>1&AAAA)! = N.
569  Step 06: wi[{(BF[16].bit0 & 3333)(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC) (BF[16].bit0>>2&CCCC)}

570 A{(BF[16].bit0 & 5555) (BF[16].bit0>>18&5555)}+WT{(BF[16].bit0&AAAA)(BF[16].bit0>>1&AAAA)}] = N.
571  Step 07: wi[{(BF[16].bit0 & 00FF) (BE[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00) (BF[16].bit0>>8&FF00)}

572 A{(BF[16].bit0 & OFOF)(BF[16].bit0>>4&0FOF)}+WT {(BF[16].bit0&FOF0) (BF[16].bit0>>4&FOF0)}

573 A{(BF[16].bit0 & 3333)°(BF[16].bit0>>28&3333)}+WT{(BF[16].bit0& CCCC) (BF[16].bit0>>2&CCCC)}] = N.
574  Step 08: wt[{(BF[16].bit0 & 00FF)*(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)"(BF[16].bit0>>8&FF00)}

575 A{(BF[16].bit0 & OFOF)"(BF[16].bit0>>4&0FOF) !+ WT{(BF[16].bit0&F0F0)"(BF[16].bit0>>4&F0F0)}

576 A {(BF[16].bit0 & 5555)(BF[16].bit0>>1&5555)}+WT {(BF[16].bit0&AAAA) (BF[16].bit0>>1&AAAA)}] = N
577  Step 09: wi[{(BF[16].bit0 & 00FF)(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)(BF[16].bit0>>8&FF00)}

578 A{(BF[16].bit0 & 3333)A(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)NBF[16].bit0>>2&CCCC)}

579 A {(BF[16].bit0 & 5555)\(BF[16].bit0>>1&5555)}+WT {(BF[16].bit0&AAAA ) BF[16].bit0>>1&AAAA)}] = N.
580  Step 10: wi[{(BF[16].bit0 & OFOF)*(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&FOF0)(BF[16].bit0>>4&F0F0)}

581 A{(BF[16].bit0 & 3333) (BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)(BF[16].bit0>>2&CCCC)}

582 A{(BF[16].bit0 & 5555 (BF[16].bit0>>18&5555)}+WT{(BF[16].bit0& AAAA)(BF[16].bit0>>1&AAAA)}] = N.
583  Step 11: If N=8 for Step 01, to Step 15. Then BF[16].bit0 Satisfies HO-SAC of 4-bit BFs.

584 ELSE BF[16].bit0 Does not Satisfies Extended HO-SAC of 4-bit BFs..

585

586

587 8. Algorithm of HO-SAC of 4-bit BFs Using Shift Method.

588

589 Start.

590

591  Step 00: For 1:16 BF[16].bit0 = BF[16].

592  Step 1A: CBF[16].bit0 = (BF[16].bit0>>8);

593  Step 1B: CBF[16].bit0 = (CBF[SA].bit0>>4)&& (CBF[8B].bit0>>4);

594  Step 1C: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

595  Step 1D: Count = IF(DBF[16].bit0==1);

596  Step 2A: CBF[16].bit0 = (BF[16].bit0>>8);

597  Step 2B: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);
598  Step 2C: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

599  Step 2D: Count = IF(DBF[16].bit0==1);

600  Step 3A: CBF[16].bit0 = (BF[16].bit0>>8);

601  Step 3B: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&
602 (CBF[2E].bit0>>1)&&(CBF[2F] bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H] bit0>>1);
603  Step 3C: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

604  Step 3D: Count = IF(DBF[16].bit0==1);

605  Step 4A: CBF[16].bit0 = (BF[8A].bit0>>4)&& (BF[8B].bit0>>4);

606  Step 4B: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);
607  Step 4C: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

608  Step 4D: Count = IF(DBF[16].bit0==1);

609  Step 5A: CBF[16].bit0 = (BF[SA].bit0>>4)&& (BF[8B].bit0>>4);

610  Step 5B: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&
611 (CBF[2E].bit0>>1)&&(CBF[2F] bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H] bit0>>1);
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612  Step 5C: DBF[16].bit0 = CBF[16].bit0” BF[16].bit0;

613  Step 5D: Count = IF(DBF[16].bit0=—1);

614  Step 6A: CBF[16].bit0 = (BF[4A].bit0>>2)&& (BF[4B].bit0>>2)&& (BF[4C].bit0>>2)&& (BF[4D].bit0>>2);

615

616  Step 6B: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&
617 (CBF[2E].bit0>>1)&&(CBF[2F].bit0>> 1 )&&(CBF[2G].bit0>>1)&&(CBF[2H] bit0>>1);
618  Step 6C: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

619  Step 6D: Count = IF(DBF[16].bit0==1);

620  Step 7A: CBF[16].bit0 = (BF[16].bit0>>8);

621  Step 7B: CBF[16].bit0 = (CBF[SA].bit0>>4)&& (CBF[8B].bit0>>4);

622  Step 7C: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);
623  Step 7D: DBF[16].bit0 = CBF[16].bit0” BF[16].bit0;

624  Step 7E: Count = IF(DBF[16].bit0==1);

625  Step 8A: CBF[16].bit0 = (BF[16].bit0>>8);

626  Step 8B: CBF[16].bit0 = (CBF[SA].bit0>>4)&& (CBF[8B].bit0>>4);

627  Step 8C: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C] bit0>>1)&&(CBF[2D] bit0>>1)&&
628 (CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);
629  Step 8D: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

630  Step 8E: Count = IF(DBF[16].bit0==1);

631  Step 9A: CBF[16].bit0 = (BF[16].bit0>>8);

632  Step 9B: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);
633  Step 9C: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C] bit0>>1)&&(CBF[2D] bit0>>1)&&
634 (CBF[2E].bit0>>1)&&(CBF[2F].bit0>> 1 )&&(CBF[2G].bit0>>1)&&(CBF[2H] bit0>>1);
635  Step 9D: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

636  Step 9E: Count = IF(DBF[16].bit0==1);

637  Step 10A: CBF[16].bit0 = (CBF[8A].bit0>>4)&& (CBF[8B].bit0>>4);

638  Step 10B: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);
639  Step 10C: CBE[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C] bit0>>1)&&(CBF[2D].bit0>>1)&&
640 (CBF[2E].bit0>>1)&&(CBF[2F] bit0>>1)&&(CBF[2G].bit0>>1)& &(CBF[2H].bit0>>1);
641  Step 10D: DBF[16].bit0 = CBF[16].bit0* BF[16].bit0;

642  Step 10E: Count = IF(DBF[16].bit0==1);

643  Step 11 : IF Count = 8 for Step 1D, TO 6D and 7E to 10E. BF[16] Satisfies HO-SAC of 4-bit BFs.

644 ELSE BF[16] does not Satisfy HO-SAC of 4-bit BFs.

645  Stop.

646

647

648

649  Step A: CBF[16].bit0 = (BF[16].bit0>>8);

650  Step B: CBF[16].bit0 = (BF[8A].bit0>>4)&& (BF[8B].bit0>>4);

651  Step C: CBF[16].bit0 = (BE[4A].bit0>>2)&& (BF[4B].bit0>>2)&& (BF[4C].bit0>>2)&& (BF[4D].bit0>>2);
652  Step D: CBF[16].bit0 = (BE[2A].bit0>>1)&&(BF[2B].bit0>>1)&&(BF[2C] .bit0>>1)&&(BE[2D].bit0>>1)&&
653 (BF[2E].bit0>>1)&&(BF[2F].bit0>>1)&&(BF[2G].bit0>>1)&&(BF[2H].bit0>>1);
654

655 9. Algorithm of HO-SAC of 4-bit BFs Using Flip Method.

656  Start.

657  Step 0A: For I=0:16 For J=0:16 D[I][J] = 0;

658  Step OB: ev[4] ={{0,0,1,1},10,1,0,1},{1,0,0,1},{1,1,0,0},{1,0,1,0},{0,1,1,0},{0,1,1,1},{1,1,0,1},{1,1,1,0},{1,0,1,1} };
659  Step 01: For S=0:4 For 1=0:16 For J=0:16 t[S][T][J] = 16bt4x[S][][J] * ev[S]

660  Step 02: For S=0:4 For 1=0:16 For J=0:16 r=16bt4bf[S][T][J] * 16bt4bt[SITI[I]];

661  Step 04: if (r==1) D[f][v]++;

662  Step 05: IF D[f][v]==8, for All cases 4-bit BF Satisfies SAC of 4bit BFs.

663 ELSE 4-bit BF does not Satisfy SAC.

664  Step 06: IF all four BFs Satisfy SAC of 4-bit BFs then the given S-Box Satisfies SAC of 4-bit S-Box.
665 ELSE the given S-Box does not Satisfy SAC of 4-bit S-Box.

666  Stop.

667

668 10. Algorithm of Extended SAC of 4-bit BFs.

669

670  Step 0A: For 1:16 BF[16].bit0 = BF[16].

671  Step 0B: For 1:16 CV[16].bit0 = 00FF, OFOF, 3333, 5555.

672  Step 0C: For 1:16 CVC[16].bit0 = FF00, FOF0, CCCC, AAAA.

673  Step 01: wt{(BF[16].bit0 & 00FF)"(BF[16].bit0>>8&00FF)}+WT {(BF[16].bit0&FF00) (BF[16].bit0>>8&FF00)} =N
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674  Step 02: wt{(BF[16].bit0 & OFOF)"(BF[16].bit0>>4&0FO0F)}+WT {(BF[16].bit0& FOF0) (BF[16].bit0>>4&F0F0)} =N
675  Step 03: wt{(BF[16].bit0 & 3333)(BF[16].bit0>>2&3333)}+WT {(BF[16].bit0&CCCC) (BF[16].bit0>>2&CCCC)} =N
676  Step 04: wt{(BF[16].bit0 & 5555) (BF[16].bit0>>1&5555)}+WT {(BF[16].bit0&AAAA)NBF[16].bit0>>1&AAAA)} =N
677  Step 05: wi[ {(BF[16].bit0 & 00FF)(BF[16].bit0>>8&00FF)}+WT {(BF[16].bit0&FF00)(BF[16].bit0>>8&FF00)}

678 A{(BF[16].bit0 & OFOF)(BF[16].bit0>>4&0F0F) -+ WT {(BF[16].bit0&FOF0)(BF[16] .bit0>>4&FOF0)}] = N.
679  Step 06: wi[{(BF[16].bit0 & 00FF)"(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)(BF[16].bit0>>8&FF00)}

680 A{(BF[16].bit0 & 3333)N(BF[16].bit0>>2&3333)}+WT {(BF[16].bit0&CCCC)NBF[16].bit0>>2&CCCC)}] =N .
681  Step 07: wi[{(BF[16].bit0 & 00FF)A(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)(BF[16].bit0>>8&FF00)}

682 A{(BF[16].bit0 & 5555)(BF[16].bit0>>1&5555)}+WT {(BF[16].bit0&AAAA) (BF[16].bit0>>1&AAAA)}] = N.
683  Step 08: wi[{(BF[16].bit0 & OFOF)(BF[16].bit0>>4&0FO0F)}+WT {(BF[16].bit0&FOF0)\(BF[ 16].bit0>>4&F0F0)}

684 A{(BF[16].bit0 & 3333 (BF[16].bit0>>28&3333)}+WT{(BF[16].bit0&CCCC) BF[16].bit0>>2&CCCC)}] = N
685  Step 09: wi[{(BF[16].bit0 & OFOF)A(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&FOF0)\(BF[16].bit0>>4&FOF0)}

686 A{(BF[16].bit0 & 5555)\(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)NBF[16].bit0>>1&AAAA)! =N.
687  Step 10: wi[{(BF[16].bit0 & 3333)"(BF[16].bit0>>2&3333)}-+WT{(BF[16].bit0& CCCC)(BF[16].bit0>>2&CCCC)}

688 A{(BF[16].bit0 & 5555) (BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA) (BF[16].bit0>>1&AAAA)}] = N.
689  Step 11: wi[{(BF[16].bit0 & 00FF)A(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)(BF[16].bit0>>8&FF00)}

690 A~ {(BF[16].bit0 & OFOF)A(BF[16].bit0>>4&0FOF)}+WT {(BF[16].bit0&FOF0)(BF[16].bit0>>4&FOF0)}

691 A{(BF[16].bit0 & 3333)°(BF[16].bit0>>28&3333)}+WT{(BF[16].bit0& CCCC) (BF[16].bit0>>2&CCCC)}] = N.
692  Step 12: wi[{(BF[16].bit0 & 00FF)(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00) (BF[16].bit0>>8&FF00)}

693 A{(BF[16].bit0 & OFOF)(BF[16].bit0>>4&0FOF)}-+WT{(BF[16].bit0&FOF0) (BF[16].bit0>>4&F0F0)}

694 A {(BF[16].bit0 & 5555) (BF[16].bit0>>18&5555)}+WT {(BF[16].bit0&AAAA) (BF[16].bit0>>1&AAAA)] = N
695  Step 13: wi[{(BF[16].bit0 & 00FF)"(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)(BF[16].bit0>>8&FF00)}

696 A{(BF[16].bit0 & 3333) (BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)(BF[16].bit0>>2&CCCC)}

697 A {(BF[16].bit0 & 5555)\(BF[16].bit0>>1&35555)}+WT {(BF[16].bit0&AAAA)NBF[16].bit0>>1&AAAA)}] = N.
698  Step 14: wi[{(BE[16].bit0 & OFOF)"(BE[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&FOF0)(BF[16].bit0>>4&F0F0)}

699 A{(BF[16].bit0 & 3333 (BF[16].bit0>>28&3333)}+WT{(BF[16].bit0&CCCC) BF[16].bit0>>2&CCCC)}

700 A{(BF[16].bit0 & 5555) (BF[16].bit0>>18&5555)}*WT {(BF[16].bit0&AAAA)(BF[16].bit0>>1&AAAA)}] = N.
701  Step 15: wt{(BF[16].bit0 & 00FF)\(BE[16].bit0>>8&00FF)}+WT {(BF[16].bit0&FF00) (BF[16].bit0>>8&FF00)}

702 Awt{(BF[16].bit0&0FOF ) (BF[16].bit0>>4&OFOF)}+WT { (BF[16].bit0&FOF0) (BF[16].bit0>>4&FOF0)}

703 Awt{(BF[16].bit0&3333) (BF[16].bit0>>2&3333) 1+ WT {(BF[16].bit0&CCCC) (BF[16].bit0>>2&CCCC)}

704 Awt{(BF[16].bit0 & 5555 (BF[16].bit0>>18&5555)}+WT{(BF[16].bit0&AAAA)\BF[16].bit0>>1&AAAA)} =N
705

706  Step 16: If N=8 for Step 01, to Step 15. Then BF[16].bit0 Satisfies Extended SAC of 4-bit BFs.

707 ELSE BF[16].bit0 Does not Satisfies Extended SAC of 4-bit BFs..

708

709  Algorithm of Extended SAC of 4-bit BFs Using Shift Method.

710

711  Step 00: For 1:16 BF[16].bit0 = BF[16].

712 Step 1A: CBF[16].bit0 = (BF[16].bit0>>8);

713 Step 1B: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

714 Step 1C: Count = IF(DBF[16].bit0==1);

715  Step 2A: CBF[16].bit0 = (BF[8A].bit0>>4)&& (BF[8B].bit0>>4);

716  Step 2B: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

717  Step 2C: Count = IF(DBF[16].bit0==1);

718  Step 3A: CBF[16].bit0 = (BF[4A].bit0>>2)&& (BF[4B].bit0>>2)&& (BF[4C].bit0>>2)&& (BE[4D].bit0>>2):
719  Step 3B: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

720  Step 3C: Count = IF(DBF[16].bit0==1);

721  Step 4A: CBF[16].bit0 = (BF[2A].bit0>>1)&&(BF[2B].bit0>>1)&&(BF[2C].bit0>>1)&&(BF[2D].bit0>>1)&&
722 (BF[2E].bit0>>1)&&(BF[2F].bit0>>1)&&(BF[2G].bit0>>1)&&(BF[2H].bit0>>1);

723 Step 4B: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

724  Step 4C: Count = IF(DBF[16].bit0=—1);

725  Step 5A: CBF[16].bit0 = (BF[16].bit0>>8);

726  Step 5B: CBF[16].bit0 = (CBF[SA].bit0>>4)&& (CBF[8B].bit0>>4);

727  Step 5C: DBF[16].bit0 = CBF[16].bit0” BF[16].bit0;

728  Step 5D: Count = IF(DBF[16].bit0==1);

729  Step 6A: CBF[16].bit0 = (BF[16].bit0>>8);

730  Step 6B: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBE[4C].bit0>>2)&& (CBF[4D].bit0>>2);
731  Step 6C: DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

732 Step 6D: Count = IF(DBF[16].bit0=—1);

733 Step 7A: CBF[16].bit0 = (BF[16].bit0>>8);

734 Step 7B: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&
735 (CBF[2E].bit0>>1)&&(CBF[2F] bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H] bit0>>1);
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Step 7C:
Step 7D:
Step 8A:
Step 8B:
Step 8C:
Step 8D:
Step 9A:
Step 9B:

Step 9C:
Step 9D:
Step 10A

Step 10B:

Step 10C:
Step 10D:
Step 11A:
Step 11B:
Step 11C:
Step 11D:
Step 11E:
Step 12A:
Step 12B:
Step 12C:

Step 12D:
Step 12E:
Step 13A:
Step 13B:
Step 13C:

Step 13D:
Step 13E:
Step 14A:
Step 14B:
Step 14C:

Step 14D:
Step 14E:
Step 15A:
Step 15B:
Step 15C:
Step 15D:

Step 15E:

DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

Count = IF(DBF[16].bit0==1);

CBF[16].bit0 = (BF[SA].bit0>>4)&& (BF[8B].bit0>>4);

CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

DBF[16].bit0 = CBF[16].bit0* BF[16].bit0;

Count = IF(DBF[16].bit0==1);

CBF[16].bit0 = (BF[8A].bit0>>4)&& (BF[8B].bit0>>4);

CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&
(CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

Count = IF(DBF[16].bit0==1);

: CBF[16].bit0 = (BF[4A].bit0>>2)&& (BF[4B].bit0>>2)&& (BF[4C].bit0>>2)&& (BF[4D].bit0>>2);

CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)& &
(CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

Count = [F(DBF[16].bit0==1);

CBEF[16].bit0 = (BF[16].bit0>>8);

CBF[16].bit0 = (CBF[8A].bit0>>4)&& (CBF[8B].bit0>>4);

CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

Count = I[F(DBF[16].bit0==1);

CBF[16].bit0 = (BF[16].bit0>>8);

CBF[16].bit0 = (CBF[8A].bit0>>4)&& (CBF[8B].bit0>>4);

CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)& &
(CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

Count = [F(DBF[16].bit0==1);

CBF[16].bit0 = (BF[16].bit0>>8);

CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)& &
(CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)& &(CBF[2H].bit0>>1);

DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

Count = I[F(DBF[16].bit0==1);

CBF[16].bit0 = (CBF[8A].bit0>>4)&& (CBF[8B].bit0>>4);

CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)& &

(CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

Count = IF(DBF[16].bit0==1);

CBF[16].bit0 = (BF[16].bit0>>8);

CBF[16].bit0 = (CBF[8A].bit0>>4)& & (CBF[8B].bit0>>4);

CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

CBEF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)& &

(CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);
DBF[16].bit0 = CBF[16].bit0" BF[16].bit0;

[l il i

Step 15F: Count = IF(DBF[16].bit0==1);

Step 16 :

Stop.

11.
Start.

Step 0A:
Step 0B:

IF Count = 8 for Step 1C, TO 4C, 5D to 10D and 11E to 14E and 15F BF[16] Satisfies Extended-SAC of 4-bit BFs.
ELSE BF[16] does not Satisfy Extended SAC of 4-bit BFs.

Algorithm of Extended SAC of 4-bit BFs Using Flip Method.

For 1=0:16 For J=0:16 D[I][J] = 0;

ev[4] ={{0,0,0,1},{0,0,1,0},{0,1,0,0},{1,0,0,0},
{0,0,1,1},{0,1,0,1},{1,0,0,1},{1,1,0,0},
{1,0,1,0},{0,1,1,0},{0,1,1,1},{1,1,0,1},
{1,1,1,0},{1,0,1,1},{1,1,1,1}};
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798
799
800
801

803
804
805
806
807
808
809

811
812
813
814
815
816

Step 01: For S=0:4 For I=0:16 For J=0:16 t[S][I][J] = 16bt4x[S][1][J] * ev[S]

Step 02: For S=0:4 For [=0:16 For J=0:16 r=16bt4bf[S][I][J] * 16bt4bf[t[SI[T][J]];

Step 04: if (r==1) D[f][v]++;

Step 05: IF D[f][v]==8, for All cases 4-bit BF Satisfies SAC of 4bit BFs.
ELSE 4-bit BF does not Satisfy SAC.

Step 06: IF all four BFs Satisfy Extended SAC of 4-bit BFs then the given S-Box Satisfies Extended SAC of 4-bit S-Box.
ELSE the given S-Box does not Satisfy Extended SAC of 4-bit S-Box.

Stop.
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Table.1.
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Title. Table.1.

Row | Column 314/5|6|/7|/8/9|A|B|C|D
Index [0|1(2|3(4(5|/6|7|89|A|B|C
S-Box [E[{4|/D|1|2|/F|B|&8[|3|A|6|C|5

Table.1. 4-bit bijective Crypto S-Box.

p—
(\9)

o ||
2| Q

N | —

N=llwlles!
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Title. Table.2.

Ro| Colu [1|2|3|4|5/6|7|8[9|A|B|C|D|E|F|G| H.Decimal
w mn Equivalent
] |Index |0|1|2|/3|4|5|6|7|8|9|A|B|C|D|E|F
2 | IBF4 [0]0][O0[O0[O]O|O|O|T |11 |[T1][1]1]1]l1 00255
3 | IBF3 |[0(0[O0|O(1[1|1T]1]OfO[OJO[T1 1 ]|1]1 03855
4 IBF2 (0|0 |1 |1]0]O |1 |1]0(O0|1]|1]0|0|1]|1 13107
5 | IBF1 [0|1]O0[1|0[1|O0]1][O|1]|O]1[O0]|1]0O]1 21845
6 |SBox |[E|4/D|1|2|F |B|8|3|A[6[C[5]9]|0]|7
7 |OBF4 |1[(0[1/0]O0[ 1 |[1[1]0]1[0]J1]0O]1]0]O 42836
8 |OBF3 [1|1][1[0|0]1|0]0[OJO]1]1|1]0]0O]1 58425
9 |OBF2 |1|0|/0|O|1 |1 |1]O[1[1][1]0]0|0O|O]1 36577
A [OBF1 |[0[{O0|1][1]O0][1[1]0]1]O0fJO]O]J1]1]0O]1 13965

Table.2. Decomposition of 4-bit Input and Output (1% 4-bit S-Box of 15t S-Box out of 8 of
DES) S-Boxes to 4-bit BFs.
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Title. Table.3.

Cl|1 2 3 4 5 6 7 8 9 A B [C
R |1 | Bin I Bin [D| Bin |O] Bin | D Bin Bin | D
O|S | ISB D ID |[IS|DISB|S|OSB|OS|DOSB|DSB | S
W | B | 4321 4321 | B | 4321 |B (4321 | B | 4321 |4321 | B
110(0000B|1011|{B | 1011 |[E|1110| C | 1100 | 0010 | 2
2 (110001 |B|1011| A | 10104 (0100 6 | 0110 {0010 2
312(0010B|1011|9 | 1001 |[D|1101| A | 1010 {0001 |7
41310011 |B|1011| 8 | 1000 | 1 {0001 | 3 | 0011 |0010 |2
514/0100/B|1011| F | 1111 {20010 7 | Ol11 |O101 |5
6 |5(0101B|1011| E | 1110 |F |1111| O | 0000 |1111|F
7160110 B{1011|D | 1101 |B|1011| 9 | 1001 | 0010 | 2
870111 |B|1011|C | 1100 | 8 |{1000| 5 | 0101 1101 |D
9| 8|1000(B|1011| 3 | 0011 |3 {0011 | 1 | 0001 |0010 |2
A|9|1001 | B|1011| 2 | 0010 |A|1010| D | 1101 {0001 | 7
B|A|1010|B|1011| 1 | 0001 |6 (0110 4 | 0100 | 0010 2
C|B|1011{B|1011] 0 | 0000 |C|1100| E | 1110 |0010| 2
D|C|1100 B|1011| 7 | O111 |5(0101| 8 | 1000 1101 |D
E|D|1101 |B|1011| 6 | 0110 | 9 1001 | B | 1011 [0010 | 2
F|E|1110 B|1011| 5| 0101 [O|0OOOO| F | 1111 |[1111|F
G|F|1111|B|1011|4 | 0100 |7 (O111| 2 | 0010 |[0O101]| 5

Table.3. Table of Differential Cryptanalysis of 1%t 4-bit S-Box of 1t S-Box out
of 8 of DES.
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Table.4.
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Title. Table.4.

R|C | 2 415/6|/7/8/9/A|B|C|D|E|F|G|H
1 | DSBel 0/112|13[(4]|5|/6|/7[8|9]/A|B|C|D|E|F
2 | Count 0/0[8]0[/0]2|/0]2[0 |00 ]0O[0]2]0]2

Table.4. Count of repetition of each existing element in DSB.
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Title. Table.5.

Row 1 QOutput Difference

p | dmeut a3l s|6|7]8]9]ABlC|DIE|F
Difference

2 B 0(2[8/0(0(2(0]0]|0(0]|0O|0]0]2]0]2

Table.5. The Part of DDT with Input Difference ‘B’.
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Table.6.
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Title. Table.6.

R|C 1 2 3 4 5 6 7 8 9 A B C D E F G H
1 DSB el 0000 | 0001 | 0010 | 0011 | 0100 | 0101 | 0110 | OII1 1000 | 1001 1010 | 1011 | 1100 | 1101 1110 | 1111
2 Count 0 2 8 0 0 2 0 0 0 0 0 0 0 2 0 2

Table.6. Count of repetition of each existing element in Bin DSB.
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Title. Table.7.

Row 1 Output Difference (In Hex)
Input

1 . 0(1/2|3/4|5/6/7|8/9|A/B|C|D|E|F
Difference

2 1101 0/2/8/0/0]2]0/0[{0]0]0]0]0]2]0]2

Table.7. The Part of DDT with Input Difference ‘1101°.
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Title. Table.8.

ID 11
Complement | C|C | N | C

S
[S—

Table.8. Complement of IBFs Due to a Particular ID
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Title. Table.9.

Row |Col |1|2|3[4|5]6|7|8|9|A|B|C|D|E|F|G
1| CIBF4 |11 |1[1|1]1]1|1{0]/0|0|/0[0]0|0]O
2| CIBF3 |[1|1]1]1/0[0/0]O]|1(1]1]1]0]|0]0O]O
3/ CIBF2 (0[O |1]1]0jO[1|1]O]O[1]1]OJO|I]1

4 CIBF1 |[1|/0[1]0|1][0O|1]0[1/O|1]0O]|1]0O0]1]0O
S| OBF4 [1|/0]|1|0[O]1|T]1jO0]1]0O]1]0O0]1|0O]O
6 | STEP4 |0|1|0]1][0j1]0|O0]|1[O]|1]OJO|T1]I]]1

7 STEP3 |[0[1/0]0|O|1[OjT]|O]T[1|]1[1]0O0|1]O
8| STEP2 |0|0[O|T1|O|JT|O[1|1|1]O[1]1]0[1]O
9| STEP1 ([0|O|1|O|1]|O[1|O[1]T[1]0[0|1]|0]1
A|COBF4 | 0[0|1]0]1jOoJL]OJI[T]T1]OJO|1]0O]1

Table. 9. Construction of DIBFs and DOBFs.

Peer] Preprints | https://doi.org/10.7287/peerj.preprints.3202v1 | CC BY 4.0 Open Access | rec: 28 Aug 2017, publ: 28 Aug 2017



Table 10(on next page)

Table.10.
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Title. Table.10.

R|C 112(3/4|5|/6|/7|8]/9/A|B|C|D|E|F|G
1/ OBF4 [1/0[{1/0]0]1|1]0|0JO|0O]1][O]|1]0O]O
2|COBF4 0|01 |O0[1|j0j1]|O|1[1|T]O]O]|Ll]O][1
3| DIFF4 [1]0/0]0|1]1]0JO]1]J1]1]1]0]0]O]]1

Table.10. DBF Generation.
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12
13

Title. Table.11.

R|C 1 2
1 Difference BF Total Number of 1s
2 DIFF4 8
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Table. 11. DBF and Balancedness.
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Table.12.
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Title. Table.12.
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Table. 12. Generation of a Particular Row of Differential Analysis Table
(DAT).
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Table.13.
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Title. Table.13.

R|C 1 2 3 4 5
Difference BFs | DIFF4 | DIFF3 | DIFF2 | DIFF1
1 | No. of ones. 4 8 C 8

Table.13. Balancedness of four DBFs.

Peer] Preprints | https://doi.org/10.7287/peerj.preprints.3202v1 | CC BY 4.0 Open Access | rec: 28 Aug 2017, publ: 28 Aug 2017




Table 14 (on next page)

Table.14.
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27

Title. Table.14.

R|C 1 2 | 3 | 4 5
1 |IDin Hex | DIFF1 | DIFF2 | DIFF3 | DIFF4
2 0 0 0 0 0
3 1 8 8 8 C
4 2 C 8 C 4
5 3 8 8 8 C
6 4 8 C 8 8
7 5 8 8 8 8
8 6 C 8 C 8
9 7 8 C 8 8
A 8 C C C C
B 9 8 8 8 8
C 10 4 8 4 C
D 11 8 C 8 4
E 12 C 4 C 8
F 13 8 8 8 8
G 14 4 8 4 8
H 15 8 4 8 8

Table.14. DAT for 1t 4-bit S-Box of 15t S-Box of DES
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Title . Table.15.

4-Bit S-Box Total no of 8s in DAT | Total no of 0s in DD
E4D12FB83A6C5907 36 168
OF74E2D1A6CB9538 36 168
41E8D62BFC973A50 36 168
FC8249175B3EA06D 42 166
FISE6B34972DCO05A 30 162
3D47F28EC01A69BS 30 166
OE7BA4D158C6932F 21 166
D8A13F42B67C0S5SE9 36 168
AO9E63F51DC7B428 30 162
D709346A285ECBEF1 30 168
D6498F30B12CS5AE7 21 166
1AD069874FE3B52C 30 174
T7DE3069A1285BCA4F 36 168
D8B56F03472C1AE9 36 168
A690CB7DF13E5284 36 168
3FO6A1D8945BC72E 36 168
2C417AB6853FDOE9 30 162
EB2C47D150FA3986 36 166
421BAD78F9C5630E 27 160
BS8C71E2D6F09A453 18 166
C1AF92680D34E75B 36 159
AF427C9561 DE0OB38 36 164
9EF528C3704A1DB6 18 168
432C95FABE17608D 30 162
4B2EF08D3C975A61 30 168
DOB7491AE35C2F86 30 166
14BDC37EAF680592 36 168
6BD814A7950FE23C 0 173
D2846FB1A93ES50C7 30 161
1FD8A374C56B0E92 27 174
7B419CE206ADF358 18 166
21E74A8DFC90356B 39 168

Table.15. Differential BF Analysis using DAT and Comparison to no of zeros
in DDT for 32 DES 4-bit S-Boxes.
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Title . Table.16.
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14

Table.16. SAC Criterion for 4-bit BFs.
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Title . Table.18.

R|C 1 2 3 4 5 6 7 8 9 A B C D E F G H
1 Hex 0 1 2 3 4 5 6 7 8 9 A B C D E F
Index | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321
Pos
INB
2 INB | 0000 | 0001 | 0010 | 0011 | 0100 | 0101 | 0110 | O111 | 1000 | 1001 | 1010 | 1011 | 1100 | 1101 | 1110 | 1111
3 S-box E 4 D 1 2 F B 8 3 A 6 C 5 9 0 7
4 | OBF1 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0
5 | OBF2 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 1
6 | OBF3 1 0 0 0 1 1 1 0 1 1 1 0 0 0 0 1
7 | OBF4 0 0 1 1 0 1 1 0 1 0 0 0 1 1 0 1

Table.18. S-Box and OBFs for SAC Test of 4-bit BFs as well as 4-bit Crypto S-Boxes.
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N o b

Title . Table.19.
Col | Flip of 1 bit of Index at Flip of 1 bit of Index at Flip of 1 bit of Index at Pos. | Flip of 1 bit of Index at Pos.
Row Pos. 1 Pos. 2 3 4

1 2 31415 6 7 81 9 |A B C DI E|F G H 11 J K

1 B-Flip | A-Flip |1 |1’ |C| B-Flip | A-Flip | 2 | 2° |C| B-Flip | A-Flip |3 |3 | C | B-Flip | A-Flip | 4 |4 | C
2 0000 0001 [ 1] 0 [1] 0000 0010 [ 1 [ 1 [0 0000 0100 [1] 0 [ 1 [ 0000 1000 |1 [0 |1
3 0001 0000 | O | 1 [ 1] 0001 0011 | O] O |O] 0001 0101 [0 1 | 1 | 0001 1001 | O |11
4 0010 0011 |10 1] 0010 0000 | 1 [ I |O] 0010 0110 [1 ] 1 [ 0 | 0010 1010 [ 1 [0 |1
5 0011 0010 |0 | 1 [ 1] 0011 0001 [ O O |0 0011 0111 (0| 1 | 1 | 0011 1011 O |11
6 0100 0101 JO| 1 [1] 0100 0110 | O [ I |1] 0100 0000 [0 1 [ 1| 0100 1100 |0 | 0] O
7 0101 0100 |1 ] 0 [1] 0101 0111 1 [ 1 0] 0101 0001 (10 ] 1] o101 1101 |1 (1] 0
8 0110 0111 |11 ][0 0110 0100 | 1 [ O | 1] 0110 0010 [1 |1 ][0 | 0110 1110 | 1 |0 [ 1
9 0111 0110 |1 [ 1 ]0] 0111 0101 1| 1 [0 0111 0011 (10| 1] 0111 1111 |1 (0|1
A 1000 1001 [O| 1 | 1] 1000 1010 | 0] O [0O] 1000 1100 [0 0| 0] 1000 | 0000 [ O |11
B 1001 1000 | 1] 0 [1] 1001 1011 1 | 1 [0] 1001 1101 [1 ] 1 ] 0 | 1001 0001 | 1 ]0]1
C 1010 1011 (O 1 [1] 1010 1000 | O] 0 [O] 1010 1110 [0 0 | 0| 1010 | 0010 [ O |1 |1
D 1011 1010 | 1] 0 [1] 1011 1001 1| 1 [0 1011 1111 [1]0 | 1| 1011 0011 | 1 01
E 1100 1101 (0| 1 [ 1] 1100 1110 | 0| 0 [0 ] 1100 1000 (0 0] O] 1100 | O10O | O O[O
F 1101 1100 | 1] 0 [1] 1101 1111 1] 0 [1] 1101 1001 [1]1]0]| 1101 0101 |1 ]1]0
G 1110 1111 [0 0 | 0] 1110 1100 | 0] 0 O] 1110 1010 [0 O[O | 1110 | 0110 | O |11
H 1111 1110 [0 0 [0 ] 1111 1101 | O | 1 |1 1111 1011 O 1 |1 ] 1111 0111 | O |1 |1
I No of Bits Changed due to | No of Bits Changed due to No of Bits Changed due to No of Bits Changed due to

Flip 12 Flip 4 Flip 8 Flip 12

Table.19. SAC Test of 4-bit BFs and 4-Bit Crypto S-Boxes.
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(6]

Title . Table.20.

R|C 1 2 3 4 5 6 7 8 9 A B C D E F G H
1 Hex 0 1 2 3 4 5 6 7 8 9 A B C D E F
Index | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321 | 4321
Pos
INB
2 INB | 0000 | 0001 | 0010 | 0011 | 0100 | 0101 | 0110 | O111 | 1000 | 1001 | 1010 | 1011 | 1100 | 1101 | 1110 | 1111
3 S-box E 4 D 1 2 F B 8 3 A 6 C 5 9 0 7
4 | OBF1 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0
5 | OBF2 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 1
6 | OBF3 1 0 0 0 1 1 1 0 1 1 1 0 0 0 0 1
7 | OBF4 0 0 1 1 0 1 1 0 1 0 0 0 1 1 0 1

Table.20. S-Box and OBFs for HO-SAC Test of 4-bit BF's as well as 4-bit Crypto S-Boxes.
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Table.22.
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Title . Table.22.

Table.22-A

Col | Flip of 2 bit of INB at Pos. 21 Flip of 2 bits of INB at Pos. 31 Flip of 2 bits of INB at Pos. 41 Flip of 2 bits of INB at Pos. 32

Row 1 2 3 4 5 6 7 8 9 | A B C D|E|F G H I1[{J | K
1 B-Flip A-Flip 1 1 C B-Flip A-Flip 2 2> | C | B-Flip A-Flip 3 |3 | C| B-Flip A-Flip 44 | C
2 0000 0011 1 0 1 0000 0101 1 1 0 0000 1001 1 1 0 0000 0110 1|1 0
3 0001 0010 0 1 1 0001 0100 0 0 0 0001 1000 010 0 0001 0111 01 1
4 0010 0001 1 0 1 0010 0111 1 1 0 0010 1011 1 1 0 0010 0100 110 1
5 0011 0000 0 1 1 0011 0100 0 1 1 0011 1010 0 ]0 0 0011 0101 01 1
6 0100 0111 0 1 1 0100 0001 0 0 0 0100 1101 0 1 1 0100 0010 01 1
7 0101 0110 1 1 0 0101 0000 1 1 0 0101 1100 1 0 1 0101 0011 1[0 1
8 0110 0100 1 1 0 0110 0011 1 0 1 0110 1111 1 0 1 0110 0000 1[1 0
9 0111 0101 1 0 1 0111 0010 1 1 0 0111 1110 1 0 1 0111 0001 110 1
A 1000 1011 0 1 1 1000 1101 0 1 1 1000 0001 010 0 1000 1110 00 0
B 1001 1010 1 0 1 1001 1100 1 0 1 1001 0000 1 1 0 1001 1111 110 1
C 1010 1001 0 1 1 1010 1111 0 0 0 1010 0011 0 ]0 0 1010 1100 00 0
D 1011 1000 1 0 1 1011 1100 1 0 1 1011 0010 1 1 0 1011 1101 1|1 0
E 1100 1111 0 0 0 1100 1001 0 1 1 1100 0101 0 1 1 1100 1010 00 0
F 1101 1110 1 0 1 1101 1000 1 0 1 1101 0100 1 0 1 1101 1011 1[1 0
G 1110 1100 0 1 1 1110 1011 0 1 1 1110 0111 0 1 1 1110 1000 00 0
H 1111 1101 0 0 0 1111 1010 0 0 0 1111 0110 0 1 1 1111 1001 01 1
1 No of Bits Changed due to Flip 12 No of Bits Changed due to Flip 8 No of Bits Changed due to Flip 8 No of Bits Changed due to Flip 8

Table.22-B

Col | Flip of 2 bit of INB at Pos. 42 Flip of 2 bits of INB at Pos. 43 Flip of 2 bits of INB at Pos. 321 Flip of 2 bits of INB at Pos. 421

Row 1 2 3 4 5 6 7 8 9 | A B C D|E|F G H I1[{J | K
1 B-Flip A-Flip 5 5 C B-Flip A-Flip 6 6> | C | B-Flip A-Flip 1 | 1’| C| B-Flip A-Flip 202 | C
2 0000 1010 1 0 1 0000 1100 1 0 1 0000 0111 1 1 0 0000 1011 1|1 0
3 0001 1011 0 1 1 0001 1101 0 1 1 0001 0110 0 1 1 0001 1010 00 0
4 0010 1000 1 0 1 0010 1110 1 0 1 0010 0101 1 1 0 0010 1001 1|1 0
5 0011 1001 0 1 1 0011 1111 0 0 0 0011 0100 0 1]0 0 0011 1000 0]0 0
6 0100 1110 0 0 0 0100 1000 0 0 0 0100 0011 010 0 0100 1111 00 0
7 0101 1111 1 0 1 0101 1001 1 1 0 0101 0010 1 1 0 0101 1110 1[0 1
8 0110 1100 1 0 1 0110 1010 1 0 1 0110 0001 1 0 1 0110 1101 1[1 0
9 0111 1101 1 1 0 0111 1011 1 1 0 0111 0000 1 1 0 0111 1100 110 1
A 1000 0010 0 1 1 1000 1100 0 0 0 1000 1111 010 0 1000 0011 00 0
B 1001 0011 1 0 1 1001 1101 1 1 0 1001 1110 1 0 1 1001 0010 1|1 0
C 1010 0000 0 1 1 1010 1110 0 1 1 1010 1101 0 1 1 1010 0001 0]0 0
D 1011 0001 1 0 1 1011 1111 1 1 0 1011 1100 1 0 1 1011 0000 1[1 0
E 1100 0110 0 1 1 1100 1000 0 1 1 1100 1011 0 1 1 1100 0111 01 1
F 1101 0111 1 1 0 1101 1001 1 0 1 1101 1010 1 0 1 1101 0110 1[1 0
G 1110 0100 0 0 0 1110 1010 0 1 1 1110 1001 0 1 1 1110 0101 01 1
H 1111 0101 0 1 1 1111 1011 0 0 0 1111 1000 0 ]0 0 1111 0100 010 0
1

No of Bits Changed due to Flip 12

No of Bits Changed due to Flip 8

No of Bits Changed due to Flip 8

No of Bits Changed due to Flip 4

Table.22. Description of Flip Method of HO-SAC Test of 4-bit BFs.
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Table.22-C

Col | Flip of 2 bit of INB at Pos. 431 Flip of 2 bits of INB at Pos. 432

Row 1 2 3 4 5 6 7 8 9 | A
1 B-Flip A-Flip 3 3 C B-Flip A-Flip 4 ¢ | C
2 0000 1101 1 1 0 0000 1110 1 0 1
3 0001 1100 0 0 0 0001 1111 0 0 0
4 0010 1111 1 0 1 0010 1100 1 0 1
5 0011 1110 0 0 0 0011 1101 0 1 1
6 0100 1001 0 1 1 0100 1010 0 0 0
7 0101 1000 1 0 1 0101 1011 1 1 0
8 0110 1011 1 1 0 0110 1000 1 0 1
9 0111 1010 1 0 1 0111 1001 1 1 0
A 1000 0101 0 1 1 1000 0110 0 1 1
B 1001 0100 1 0 1 1001 0111 1 1 0
C 1010 0111 0 1 1 1010 0100 0 0 0
D 1011 0110 1 1 0 1011 0101 1 1 0
E 1100 0001 0 0 0 1100 0010 0 1 1
F 1101 0000 1 1 0 1101 0011 1 0 1
G 1110 0011 0 0 0 1110 0000 0 1 1
H 1111 0010 0 1 1 1111 0001 0 0 0
1 No of Bits Changed due to Flip 8 No of Bits Changed due to Flip 8

Table.22. Description of Flip Method of HO-SAC Test of 4-bit BFs (Continued..).
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Table.23.
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1 Title . Table.23.

2
3
RC| 23-A [2(3|4[|5|6|7|8|9|A|B|[C|D|E|F|G|H
1 IBF4 (0|0 JO[OJOJOJOJO| 1T [T (1|1 |11 ]1]1
2 IBF3 |0 |O0jOjJO |1 |l |JT|1]OfJOjJO]O |1 |1 ]|]1]1
3 IBF2 |0 |0 |1 ]J1]JOoJoOo |l |1]OofjoO|[1]1l|O]JO][|T1]1
4 IBF1 [0 [1]O0[1|(O0O|1[O0]J1][O |1 ][O |1 (01|01
5 OBF |1 |0]|1[O0JOJ1|1T|1T|JO[l|JO|J1 O |1 |O]|O
6 CIBF4 |1 (1|1 |11 |1|1|1]O|OJO|O]O]O]O]O
7 CIBF3 |1 [1|1]|1]0|JOjOJOf1 |1 |1 |1 ][O ]O|O]|O
8 CIBF2 |1 [1|jO0|O|l|1]jOJOfl 1T OO ([l |1 OO
9 CIBF1 ([0 [1]JOf1]JOo(1]JOojJ1l1]oOo|Ll]JO]J1l]Oo]1l]O]1
A | Stepl |O |1 (O[T |JO]l]O]JO[l O[Tl (O]JO |1 |11
B Step2 (O |1 [O0O|JO|O|1|Of1]JO |11 |1 ]1]0]1]0
C Step3 ([0 {00101 |Of1]1T|1T]O 1 ]1]0O0]1]@0
D Step4 [0 |01 |O|T][OJ1|O]L 1|1 |O]O |1 |O]1
E |[COBF |0 |01 [O]J1]O]Tl]|O]1T |11 ]O0]J0O]1]0]1
F DBF |1 |]0JOjO[I|1]OJ1|1T O]l |1 ]OJO ] O/|1
G Number of bits changed in COBF 8
4
5
6
7
23-B
Col | Flip of 2 bit of INB at Pos. 4321
Row 1 2 3 4 5
1 B-Flip | A-Flip 3 |3 [ cC
2 0000 1111 1 0 1
3 0001 1100 0 0 0
4 0010 1101 1 1 0
5 0011 1100 0 0 0
6 0100 1011 0 1 1
7 0101 1010 1 0 1
8 0110 1001 1 1 0
9 0111 1000 1 0 1
A 1000 0111 0 1 1
B 1001 0100 1 1 0
C 1010 0101 0 1 1
D 1011 0100 1 0 1
E 1100 0011 0 0 0
F 1101 0010 1 1 0
G 1110 0001 0 0 0
H 1111 0000 0 1 1
1 No of Bits Changed due to Flip 8
8
9 Table.23. Table of Extension to SAC and HO-SAC of 4-bit BFs and 4-bit Crypto
10 S-Boxes in both Complement and Flip Method.
11
12
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