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Bitwise-Xor of two 4 bit binary numbers

or 4-bit bit patterns entitled 4-bit differences carries information in Cryptography.

The Method to Analyze Cryptographic cipher algorithms or 4-bit substitution

boxes with 4-bit differences is known as Differential Cryptanalysis. In this

paper a brief review of Differential Cryptanalysis of 4-bit bijective Crypto

S-Boxes and a new algorithm to analyze them using 4-bit Boolean Functions (BFs)

have been introduced. A brief review of Strict Avalanche Criterion (SAC) of

4-bit bijective Crypto S-Boxes and 4-bit BFs and two new algorithms of both the

aforesaid criterions have been introduced in this paper. A New algorithm

entitled extended Strict Avalanche Criterion (An Extension to Higher Order SAC

or HO-SAC) has also been introduced. A new Analysis of Similarity of extended

HO-SAC and Differential Cryptanalysis has also been elaborated in this paper.
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10 Abstract. Bitwise-Xor of two 4 bit binary numbers or 4-bit bit patterns entitled 4-bit differences carries information in 

11 Cryptography. The Method to Analyze Cryptographic cipher algorithms or 4-bit substitution boxes with 4-bit differences is 

12 known as Differential Cryptanalysis. In this paper a brief review of Differential Cryptanalysis of 4-bit bijective Crypto S-Boxes 

13 and a new algorithm to analyze them using 4-bit Boolean Functions (BFs) have been introduced. A brief review of Strict 

14 Avalanche Criterion (SAC) of 4-bit bijective Crypto S-Boxes and 4-bit BFs and two new algorithms of both the aforesaid 

15 criterions have been introduced in this paper. A New algorithm entitled extended Strict Avalanche Criterion (An Extension to 

16 Higher Order SAC or HO-SAC) has also been introduced. A new Analysis of Similarity of extended HO-SAC and Differential 

17 Cryptanalysis has also been elaborated in this paper.

18
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20 1. Introduction. Finite Difference or Exclusive-or between two adjacent or nonadjacent 4-bit nibbles of plaintext 

21 ASCII bits and the corresponding 4-bit cipher-text ASCII bits, also carries information in cryptography. Each plaintext 4-bit, 8-

22 bit or 32-bit words of Plaintext ASCII bits and their corresponding 4, 8 and 32 bit words of cipher-text ASCII bits are xored in bit 

23 level or presently in byte level in cryptography and it is referred to as 4-bit Differences [1]. The possible 4-bit nibbles of plaintext 

24 ASCII bits or cipher-text ASCII bits for 4-bit Boolean or switching logic are [0000], [0001], [0010], [0011], [0100], [0101], 

25 [0110], [0111], [1000], [1001], [1010], [1011], [1100], [1101], [1110] and [1111]. The aforesaid 4-bit nibbles are also the all 

26 possible Input and output differences of 4-bit bijective S-Boxes. They are also the all possible 4-bit binary equivalents of all 

27 possible elements of Input and output 4-bit bijective S-Boxes [2].

28 A 4-bit Bijective Crypto S-Box or S-Box Contains 16 unique and distinct data element varies from 0 to F in Hex. The 

29 positions of each element within 16 elements are defined as Index is also unique and distinct and varies from 0 to F in Hex. The 

30 Index constitutes an Identity S-Box called as Input S-Box in which the elements are monotonically increasing in a certain order. 

31 In the S-Box or Output S-Box, the elements are sequential, or partly sequential or non-sequential and the elements are also 

32 unique and distinct i.e. there is no repetition of any element within the S-Box [3]. 

33 In Differential Cryptanalysis of 4-bit S-Boxes the 16 distant Input S-Boxes have been obtained by xor operation of each 

34 of 16 Input Differences varies from 0 to F in hex to 16 elements of Input S-Box. The 16 Distant Output S-Boxes have been 

35 obtained by shuffling the elements Output S-boxes in certain order in which the elements of Input S-Boxes have been shuffled in 

36 concerned Distant Input S-Boxes. The 16 elements of each Output S-Box and the elements in corresponding position of 

37 corresponding Distant Output S-Box has been xored to obtain the Difference S-Box. The Difference S-Box may or may not be a 

38 Crypto S-Box since It may not have all unique and distinct elements. The count of each element from 0 to F in Difference S-Box 

39 have been noted and put in Differential Distribution Table (DDT) for analysis of Output S-Box [4][5][6]. The concept has been 

40 reviewed in sec 2.

41 In this paper a new algorithm using 4-bit BFs for Differential Cryptanalysis of 4-bit S-Boxes have been introduced. An 

42 Input S-Box can be decomposed into four 4-bit Input Vectors (IPVs) with Decimal Equivalents 255 for 4th IPV, 3855 for IPV, 

43 13107 for 2nd IPV, and 21845 for 1st IPV respectively. Now we complement each IPV one, two, three and four at a time to obtain 

44 16 4-bit Distant Input S-Boxes. Each of four Output BFs is shifted according to the Shift of four IPVs of Input S-Boxes to four 

45 IPVs Distant Input S-Boxes to obtain Distant Output S-Boxes. The four 4-bit BFs of Output S-Boxes are xored bitwise with four 

46 4-bit BFs of Distant Output S-Boxes to obtain four 4-bit Difference BFs. For 16 Distant Output S-Boxes there are 64 Difference 

47 BFs. Difference BFs are checked for balancedness, means utmost uncertainty. The Table in which the balancedness of 64 

48 Difference BFs is noted is called as Differential Analysis Table (DAT). The Theory has been elaborated in section 2.    

49   In Strict Avalanche Criterion, 4 IPVs of a 4-bit Output BF has been complemented one at a time. If in complemented 

50 four Output BFs 8 bit values has been changed and 8 bit values remains same for 4-bit BFs then the Output 4-bit BF is said to 

51 satisfy Strict Avalanche Criterion of 4-bit BFs [7][8]. Complementing 4th IPV means interchanging each 8 bit halves of a 4-bit 

52 Output BF, whereas complementing 3rd IPV means interchanging each 4 bit halves of each 8 bit halves, whereas complementing 

53 2nd  IPV means interchanging each 2 bit halves of each 4 bit halves of each 8 bit halves  and  complementing 1st IPV means 

54 interchanging each bit of all 2bit halves of a 16 bit long 4-bit BF. In this paper this shifting property is used to construct an 

55 algorithm of SAC of 4-bit BFs. If all four output BF of a 4-bit S-Box satisfy SAC for 4-bit Output BFs then the concerned Output 

56 S-Box is said to satisfy SAC of 4-bit S-Boxes [9][10]. Review of old algorithms and new algorithms are described in section 3. 

57 . In Higher Order Strict Avalanche Criterion (HO-SAC) of 4-bit Output BF like SAC four IPVs of a 4-bit Output BF 

58 have been complemented two or three at a time [11].In this Paper a new algorithm of Extended HO-SAC has been introduced in 

59 which four IPVs have been complemented at a time. An Analogy of Extended HO-SAC and Differential Cryptanalysis of 4-bit S-

60 Boxes have also been elaborated in this paper. The aforesaid review and new algorithm of Extended HO-SAC have been viewed 

61 in section 4 and the analogy in between Extended HO-SAC and Differential Cryptanalysis of 4-bit S-Boxes has been described in 
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62 section 5. In section 6 conclusion has been made respectively. Algorithms or Pseudo Code of Algorithms of the respective 

63 sections have been given in Appendix. 

64
65 2. A Review on Differential Cryptanalysis of 4-bit Bijective Crypto S-Boxes [2]. The given 4-bit Bijective 

66 crypto S-Box has been described in sub-section 2.1. The relation Between 4-bit S-Boxes and 4 bit BFs, The Differential 

67 Cryptanalysis of 4-bit S-Boxes are described in sub-section 2.2 and 2.3 respectively. DDT or Differential Distribution Table has 

68 been illustrated in sec 2.4.

69  

70 2.1. 4-bit Crypto S-Boxes: A 4-bit bijective Crypto S-Box can be written as Follows in Table.1, where the each element of the 

71 first row of Table.1, entitled as index, are the position of each element of the S-Box within the given S-Box and the elements of 

72 the 2nd row, entitled as S-Box, are the elements of the given Substitution Box. It can be concluded that the 1st row is fixed for all 

73 possible bijective crypto S-Boxes. The values of each element of the 1st row are distinct, unique and vary between 0 and F in 

74 hex. The values of the each element of the 2nd row of a bijective crypto S-Box are also distinct and unique and also vary between 

75 0 and F in hex. The values of the elements of the fixed 1st row are sequential and monotonically increasing where for the 2nd row 

76 they can be sequential or partly sequential or non- sequential. Here the given Substitution Box is the 1st 4-bit S-Box of the 1st S-

77 Box out of 8 of Data Encryption Standard [3][12][13]. 

78
79 2.2. Relation between 4-bit S-Boxes and 4-bit Boolean Functions (4-bit BFs). Index of Each element of a 4-bit 

80 bijective crypto S-Box and the element itself is a hexadecimal number and that can be converted into a 4-bit bit sequence. From 

81 row 2 through 5 and row 7 through A of each column from 1 through G of Table.2. shows the 4-bit bit sequences of the 

82 corresponding hexadecimal numbers of the index of each element of the given S-Box and each element of the S-Box itself. Each 

83 row from 2 through 5 and 7 through A from column 1 through G constitutes a 16 bit, bit sequence that is a 4-bit BF. column 1 

84 through G of Row 2 is termed as 4th Input BF, Row 3 is termed as 3rd Input BF, Row 4 is termed as 2nd Input BF and Row 5 is 

85 termed as 1st Input BF whereas column 1 through G of Row 7 is termed as 4th Output BF, Row 8 is termed as 3rd Output BF, Row 

86 9 is termed as 2nd Output BF and Row A is termed as 1st Output BF [3]. The decimal equivalent of each input BF and output BF 

87 are noted at column H of respective rows.

88

89 2.3. Review of Differential Cryptanalysis of 4-bit Crypto S-Boxes [9]. The column.1. in Table.3. from row 1 through G shows 

90 The 16 elements in a monotonically increasing sequence of Input 4-bit S-Box (ISB). The Input can also be concluded as an 

91 Identity 4-bit S-Box. The 1st 4-bit S-Box, out of 4 of 1st S-Box of Data Encryption Standard (DES) out of 8, has been 

92 considered as Output S-Box (OSB) in column 7 from row 1 through G. The review has been done in two different views; 

93 The S-box view has been described in sec 2.3.1. and the 4-bit binary pattern view has been described in sec. 2.3.2 

94 respectively.

95
96 2.3.1.  S-Box View of Differential Cryptanalysis of 4-bit Crypto S-Boxes. The S-Box of Input Difference element (ID) in 

97 which all elements have the same value ‘B’ in hex, is not a Crypto Box and is shown in row 1 through G of column. 3. of 

98 Table.3. The Distant Input S-Box (DISB) is shown in row 1 through G of column.5. In DISB each element row 1 through G is 

99 obtained by the xor operation of the elements in corresponding positions in row 1 through G of column.1. (ISB) and Column.3. 

100 (ID) respectively. In ISB for each element in in row 1 through G of column.1.in corresponding position in row 1 through G of 

101 column.7. there is an element of OSB. Now in DISB the elements of ISB have been shuffled in a particular order. In DOSB the 

102 corresponding elements of OSB has also been shuffled in that particular order in which ISB has been shuffled. Each element of 

103 the Difference S-Box or DSB in row 1 through G of column.12.has been obtained by xor operation of each element in 

104 corresponding positions of row 1 through G of column.7. and row 1 through G of column.9. respectively. The repetition of each 

105 existing elements in DSB have been counted and put into Differential Distribution Table or DDT. It is shown in Table.4. as 

106 follows,

107 The count of each existing elements have been put into the Differential Distribution Table. As follows, in row 2 of 

108 Table.5. for Input Difference (ID) ‘B’ and Output Difference from 0 through F of row 1. 

109
110 2.3.2  4-bit binary Pattern View of Differential Cryptanalysis of 4-bit Crypto S-Boxes. The Particular Input Difference 

111 ‘1101’ is shown in row 1 through G of column. 4. of Table.3. The Distant 4-bit bit Patterns are shown in row 1 through G of 

112 column.5. The Distant 4-bit bit patterns are shown in row 1 through G of column.6. (Bin DISB) are obtained by the xor operation 

113 of the elements in corresponding positions in row 1 through G of column.2. (Bin ISB) and Column.4. (Bin ID) respectively. In 

114 Bin ISB for each element in in row 1 through G of column.2. in corresponding position in row 1 through G of column.8. there is 

115 an element of Bin OSB. Now in Bin DISB the elements of ISB have been shuffled in a particular order. In Bin DOSB the 

116 corresponding elements of OSB has also been shuffled in that particular order in which Bin ISB has been shuffled. Each element 

117 of row 1 through G of column.11.has been obtained by xor operation of each element in corresponding positions of row 1 

118 through G of column.8. and row 1 through G of column.10. respectively. The repetition of each existing elements in Bin DSB 

119 have been counted and put into Differential Distribution Table or DDT. It is shown in Table.6. as follows,

120
121 The count of each existing elements have been put into the Differential Distribution Table. As follows, in row 2 of 

122 Table.7. for Binary Input Difference (Bin ID) ‘1101’ and Output Difference from 0 through F of row 1. 
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123 2.4 Differential Cryptanalysis of 4-bit Bijective Crypto S-Boxes using 4-bit BFs. The Procedure to obtain Four Input BFs 

124 (IBFs) and Four Output BFs (OBFs) from a particular 4-bit Bijective Crypto S-Box has been described in sec.2.1. The procedure 

125 to obtain distant Input BFs (DIBFs) and Distant Output BFs (DOBFs) for a particular Input Difference (ID) has been described 

126 with example in sec.2.4.1. 

127  

128 2.4.1. Distant Input BFs (DIBFs) and Distant Output BFs (DOBFs) Generation from IBFs and OBFs for a 

129 specific ID. Meaning of 1 in ID is referred to as C or complement and 0 has also been referred to as N or No 

130 Complement as shown in Table.8. In 4-bit bit Patterns of Input Difference (Bin ID), 1 in a certain position 4 as in position 4 

131 of row 1 through G of column 4 of table.3. means complement 4-bit BF, IBF4 (CIBF4) and 0 in a certain position 3 as in position 

132 3 of row 1 through G of column 4 of table.3. means no operation on 4-bit BF IBF3 (CIBF3) or CIBF3 = IBF3. Similarly 1 in 

133 respective positions 2 and 1 as in positions 2 and 1 of row 1 through G of column 4 of table.3. means complement 4-bit BF IBF2 

134 (CIBF2) and complement 4-bit BF IBF1 (CIBF1) respectively. CIBF4, CIBF3, CIBF2 and CIBF1 for Input S-Box (ISB) and 

135 Input Difference (ID) have been shown in row 1 through G of column.1. and column.3. of Table.3. respectively have been shown 

136 in column 1 through G of row 1, 2, 3 and 4 of table. 9. respectively.

137 Since complement of 4th IBF means interchanging each 8 bit halves of 16 bit long 4th IBF so The 2, 8 bit halves of 

138 OBF4 have been interchanged due to complement of 4th IBF or CIBF4. The resultant OBF has been shown in column 1 through 

139 G of row 6 in Table.9. Again No Operation on 3rd IBF means CIBF3 = IBF3 so resultant OBF is as same as STEP4 and has been 

140 shown in column 1 through G of row 7 in Table.9. Next to it since complement of 2nd IBF means interchanging each 2 bit halves 

141 of each 4 bit halves of each 8 bit halves of resultant OBF has been shown in column 1 through G of row 7 in Table.9. and has 

142 been shown column 1 through G of row 8 in Table.9. Again since complement of 1st IBF means interchanging each bit of each 2 

143 bit halves of each 4 bit halves of each 8 bit halves of resultant OBF has been shown in column 1 through G of row 8 in Table.9 

144 and has been shown in column 1 through G of row 9 in Table.9. The Complemented OBF4 has been the resultant OBF of STEP1 

145 and has been shown in column 1 through G of row A in Table.9.

146
147 2.4.2 Generation of Difference Boolean Functions or DBFs for a certain ID.

148 The DBFs of each OBF have been generated by bitwise Xor of OBFs and the corresponding DOBFs. The 

149 corresponding DBFs of OBF4, OBF3, OBF2, OBF1 are denoted as DIFF4, DIFF3, DIFF2, DIFF1 respectively.4th DBF 

150 of ID ‘1101’ has been shown in column 1 through G of row 3 of Table.10.

151
152 2.4.3 Analysis:

153 If the DBFs are balanced then the number of bits changed and remains unchanged among corresponding 

154 bits of OBFs and COBFs is maximum. So uncertainty of determining a particular change in bits is maximum. As the 

155 number of balanced DBFs are increased among 64 (=24×4) possible DBFs then the security will increase. The no of 

156 1s or balancedness of a particular DBF has been shown in column. 2. of row 2 of table.11. 

157
158 2.4.4 DBFs Generation and Derivation of a Particular Row of Differential Analysis Table (DAT) for a 

159 Certain ID. Four IBFs in a order IBF4, IBF3, IBF2 and IBF1 for the S-Box given in Table.1. and four CIBFs 

160 CIBF4, CIBF3, CIBF2 and CIBF1 for a certain ID ‘1101’ have been shown in column 1 through G of row 1, 2, 3, 4, 

161 5, 6, 7 and 8 respectively in Table.12. Four OBFs in an order OBF4, OBF3, OBF2 and OBF1 for the S-Box given in 

162 Table.1. and four COBFs COBF4, COBF3, COBF2 and COBF1 for a certain ID ‘1101’ have been shown in column 

163 1 through G of row 9, A, B, C, D, E, F and G respectively in Table.12. The resultant DBFs, DIFF4, DIFF3, DIFF2, 

164 DIFF1, have been shown in column 1 through G of row H, I, J, K of Table.12. The number of 1s or Balancedness of 

165 four DBFs have been shown in row in column.2 through 5 of row 1 of Table.13. 

166
167 2.4.6. Results. The results of Differential Boolean Function Analysis using DAT of 32 DES 4-bit Crypto S-Boxes 

168 and Their Comparison with No of zeros in DDT has been shown in Table.15.below.
169
170 3.  Review of Strict Avalanche Criterion (SAC) of 4-bit BFs and SAC of 4-bit S-Boxes [7][8]. The Strict Avalanche Criterion 

171 or SAC of 4-bit BFs have been reviewed in sec. 3.1.1.and the new technique to find SAC of 4-bit BFs has been described in 

172 sec.3.1.2.SAC of 4-bit S-Boxes has also been reviewed in sec.3.2.1 and the new technique to find SAC of 4-bit S-Boxes using 

173 4-bit BFs has been described in sec.3.2.2.

174
175 3.1.1. Review of Strict Avalanche Criterion (SAC) of 4-bit BFs.  In Strict Avalanche Criterion of 4-bit BFs, IBF4, IBF3, IBF2 

176 and IBF1 have been shown in column 1 through G of row 2, 3, 4 and 5 in Table.2, have been complemented one at a time. If due 

177 to aforesaid operation on OBF the number of bits has been changed for each IBF in COBF is 8 or half of the number of bits in a 

178 4-bit BF then the OBF is said to satisfy SAC of 4-bit BFs.

179 IBF4, CIBF4, IBF3, CIBF3, IBF2, CIBF2, IBF1, CIBF1 have been shown in column 2 thorough H of row 1, 3, 7, 9 , D, 

180 F, J, L respectively of table.16. The OBF and COBF due to change in CIBF4, CIBF3, CIBF2 and CIBF1 have been shown in 

181 column 2 thorough H of row 2, 4, 8, A, E, G and K, M respectively. The Difference BF or DBFs more specifically, DBF4, DBF3, 
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182 DBF2, DBF1 have been shown in column 2 thorough H of row 5, B, H, N respectively. Now change in Number of bits in COBF 

183 from OBF due to CIBF4, CIBF3, CIBF2 and CIBF1 have been 12, 8, 4, 12. So OBF does not Satisfy SAC of 4-bit BFs. To 

184 Satisfy SAC change in Number of bits in COBF from OBF due to CIBF4, CIBF3, CIBF2 and CIBF1 must be 8, 8, 8, 8.

185
186
187 3.1.2. New Method for Strict Avalanche Criterion (SAC) of 4-bit BFs. Since complement of 4th IBF means interchanging 

188 each 8 bit halves of 16 bit long 4th IBF so The 2, 8 bit halves of OBF has been interchanged due to complement of 4th IBF or 

189 CIBF in COBF. Next to it since complement of 3rd IBF means interchanging each 4 bit halves of each 8 bit halves of IBF3 in 

190 CIBF or so each 4 bit halves of each 8 bit halves of OBF in COBF have been interchanged due to complement of IBF3.Now 

191 complement of 2nd IBF means interchanging each 2 bit halves of each 4 bit halves of each 8 bit halves of OBF in COBF and 

192 complement of 1st IBF means interchanging each bit of each 2 bit halves of each 4 bit halves of each 8 bit halves of OBF in 

193 COBF.

194 IBF4, CIBF4, IBF3, CIBF3, IBF2, CIBF2, IBF1, CIBF1 have been shown in column 2 thorough H of row 1, 3, 7, 9 , D, 

195 F, J, L respectively of table.16. The OBF and COBF due to change in CIBF4, CIBF3, CIBF2 and CIBF1 have been shown in 

196 column 2 thorough H of row 2, 4, 8, A, E, G and K, M respectively. The Difference BF or DBFs more specifically, DBF4, DBF3, 

197 DBF2, DBF1 have been shown in column 2 thorough H of row 5, B, H, N respectively. Now change in Number of bits in COBF 

198 from OBF due to CIBF4, CIBF3, CIBF2 and CIBF1 have been 12, 8, 4, 12. So OBF does not Satisfy SAC of 4-bit BFs. To 

199 Satisfy SAC change in Number of bits in COBF from OBF due to CIBF4, CIBF3, CIBF2 and CIBF1 must be 8, 8, 8, 8.

200  

201 3.2.1. Review of Strict Avalanche Criterion (SAC) of 4-bit S-Boxes [14].

202 All the elements of the given S-Box, Index of each element of the given S-Box in hex (INH) and 4 bit binary form 

203 (INB) have been given in column 2 through H of row 3, 1, 2 of Table.18 respectively. Each Output BF, OBF1, OBF2, OBF3, 

204 OBF4 has been shown in column 2 through H of row 4, 5, 6, 7 Table.18 respectively. 

205 Now 16 INBs before flip and 16 INBs after flip in one bits particularly in 16 INBs bit position 1, 2, 3, 4 have been 

206 shown in row 2 through I of column 1, 2, 6, 7, B, C, G, H  respectively of Table.19. The each corresponding bits of OBF1, OBF2, 

207 OBF3, OBF4 before and after flip have been shown in row 2 through I of column 3, 4, 8, 9, D, E, I, J respectively in Table.19.

208 1 in any position in row 2 through I of column 5, A, F, K illustrate dissimilarity in bits in corresponding positions of OBF1, 

209 OBF2, OBF3 and OBF4 duly before and after flip in one bits in bit positions 1, 2, 3, 4 respectively.

210 If out of 16 positions in each row from 2 through I column of column 5, A, F, K there are 8 1s and 8 0s then The given 

211 BF is said to Satisfy SAC of 4-bit BFs. If all four BFs of a given 4-bit Crypto S-Box satisfy SAC of 4-bit BFs then the S-Box is 

212 said to satisfy SAC of 4-bit S-Boxes. Here in Table. 19.  row I shows the number of Bits changed in OBF1, OBF2, OBF3, OBF4 

213 before and after flip in pos. 1, pos. 2, pos. 3 and pos. 4 respectively. Since the value is 12 in all or at least one for the given OBF 

214 so The BF and the given 4-bit S-Box does Satisfy SAC of 4-bit BFs and SAC of 4-bit S-Boxes.

215
216 3.2.2. New Method for Strict Avalanche Criterion (SAC) of 4-bit Crypto S-Boxes. If all four BFs of a given 4-bit Crypto S-

217 Box satisfy SAC of 4-bit BFs then the S-Box is said to satisfy SAC of 4-bit S-Boxes.

218
219 4. Review and New Methods of Higher Order SAC (HO-SAC) [11] and Extended SAC Criterion of 4-bit Crypto S-

220 Boxes.

221 The Method of HO-SAC of 4-bit BFs has been reviewed in sec 4.1. The two new methods of HO-SAC of 4-bit BFs and 

222 HO-SAC of 4-bit Crypto S-Boxes have been described in sec 4.2. The new SAC criterion entitled Extended SAC criterion 

223 of 4-bit BFs and 4-bit S-Boxes has been illustrated in sec. 4.3. All Algorithms of respective sections are given in Appendix. 

224
225 4.1 Review of Higher Order SAC of 4-bit BFs. The Given S-Box and INB with position of each bits of it and a review of HO-

226 SAC of 4-bit BFs have been illustrated in Table. 20. and Table.21. respectively. All the elements of the given S-Box, Index of 

227 each element of the given S-Box in hex (INH) and 4 bit binary form (INB) with position of each bit from 1 to 4 of it have been 

228 given in column 2 through H of row 3, 1, 2 of Table.20 respectively. Each Output BF, OBF1, OBF2, OBF3, OBF4 has been 

229 shown in column 2 through H of row 4, 5, 6, 7 Table.20 respectively. 

230  If 2 IBFs have been complemented at a time then The Higher Order SAC or HO-SAC of 4-bit BFs can be termed as 2nd 

231 Order HO-SAC of 4-bit BFs illustrated in sub table 21-A to 21-F. If the Number of IBFs complemented at a time is 3 then The 

232 Higher Order SAC or HO-SAC of 4-bit BFs can be termed as 3rd Order HO-SAC of 4-bit BFs illustrated in sub table 21-H to 21-

233 J.

234 In 2nd Order HO-SAC, any 2 IBFs shown in column 2 through H of row 1, 2 of sub table 21-A to 21-F of Table.21 have 

235 been complemented at time. The complemented IBFs or CIBFs have been shown in column 2 through H of row 4, 5 of sub table 

236 21-A to 21-F of Table.21.The OBF has been shown in column 2 through H of row 3 of sub table 21-A to 21-F of Table.21. Now 

237 due to complement of 1st IBF the resultant OBF have been shown in row 6 and due complement of 2nd IBF at time the resultant 

238 OBF of the resultant OBF have been shown in column 2 through H of row 7 of sub table 21-A to 21-F of Table.21 respectively. 

239 The obtained complemented OBF or COBF and bitwise Xor or Hamming distance (Distant BF or DBF) between OBF and COBF 

240 have been shown in column 2 through H of row 8, 9 of sub table 21-A to 21-F of Table.21 respectively. The count of 1 out of 16 

241 bits in DBF or dissimilar bits in COBF due to complement of 2 IBFs at time have been shown in A of sub table 21-A to 21-F of 

242 Table.21. If for the given OBF and for all 6 possible 2nd order HO-SAC test the counts have been shown in A of sub table 21-A to 
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243 21-F of Table.21 have been 8 then the given OBF is said to satisfy 2nd order HO-SAC of 4-bit BFs. But in table 21 all counts are 

244 not equal to 8 so the given OBF does not satisfy 2nd order HO-SAC of 4-bit BFs.

245 In 3rd Order HO-SAC, any 3 IBFs shown in column 2 through H of row 1, 2, 3 of sub table 21-G to 21-J of Table.21 

246 have been complemented at time. The complemented IBFs or CIBFs have been shown in column 2 through H of row 5, 6, 7 of 

247 sub table 21-G to 21-J of Table.21. The OBF has been shown in column 2 through H of row 4 of sub table 21-G to 21-J of 

248 Table.21. Now due to complement of 1st IBF the resultant OBF have been shown in row 8 and due to complement of 2nd IBF at a 

249 time the resultant OBF of the resultant OBF in row 8 have been shown in column 2 through H of row 9 and due to complement of 

250 3rd IBF at a time the resultant OBF of the resultant OBF in row 9 have been shown in column 2 through H of row A of sub table 

251 21-G to 21-J of Table.21 respectively. The obtained complemented OBF or COBF and bitwise Xor or Hamming distance (Distant 

252 BF or DBF) between OBF and COBF have been shown in column 2 through H of row B, C of sub table 21-G to 21-J of Table.21. 

253 respectively. If for the given OBF and for all 4 possible 3rd order HO-SAC test the counts have been shown in D of sub table 21-

254 G to 21-J of Table.21 have been 8 then the given OBF is said to satisfy 3rd order HO-SAC of 4-bit BFs. But in table 21 all counts 

255 are not equal to 8 so the given OBF does not satisfy 3rd order HO-SAC of 4-bit BFs.

256 If the given OBF satisfy both 2nd order HO-SAC and 3rd Order HO-SAC for 4-bit BFs together then The Given OBF is 

257 said to satisfy Total HO-SAC for 4-bit BFs. If Four BFs of a Crypto 4-bit S-Box satisfy HO-SAC of 4bit BFs individually then 

258 the S-Box has been said to satisfy HO-SAC of 4-bit Crypto S-Boxes.

259
260 4.2. Two new Methods of Higher Order SAC or HO-SAC of 4-bit BFs and 4-bit Crypto S-Boxes.   The Shift Method to do 

261 HO-SAC test of 4 bit BFs has been described in section 4.2.1. The Flip Method to do the same test of 4-bit BFs and of 4-bit S-

262 Boxes has been described in sec. 4.2.2. 

263
264 4.2.1 Shift Method of HO-SAC of 4-bit BFs and 4-bit Crypto S-Boxes. Complement of IBF4 is equivalent of interchanging 

265 two 8 bit halves of OBF. Complement of IBF3 is equivalent of interchanging each 4 bit halves of each 8 bit halves of given OBF. 

266 Now Complement of IBF2 means interchanging each 2 bit halves of each 4 bit halves of each 8 bit halves of given OBF and 

267 finally Complement of IBF1 means interchanging each two bits of all two bit halves of given OBF. 

268 If 2 IBFs have been complemented at a time then The Higher Order SAC or HO-SAC of 4-bit BFs can be termed as 2nd 

269 Order HO-SAC of 4-bit BFs illustrated in sub table 21-A to 21-F. If the Number of IBFs complemented at a time is 3 then The 

270 Higher Order SAC or HO-SAC of 4-bit BFs can be termed as 3rd Order HO-SAC of 4-bit BFs illustrated in sub table 21-H to 21-

271 J.

272 In 2nd Order HO-SAC, any 2 IBFs shown in column 2 through H of row 1, 2 of sub table 21-A to 21-F of Table.21 have 

273 been complemented at time. The complemented or shifted IBFs or CIBFs have been shown in column 2 through H of row 4, 5 of 

274 sub table 21-A to 21-F of Table.21.The OBF has been shown in column 2 through H of row 3 of sub table 21-A to 21-F of 

275 Table.21. Now due to complement of 1st IBF the resultant OBF have been shown in row 6 due to shift operation and due to 

276 complement of 2nd IBF at a time the resultant OBF of the resultant OBF have been shown in column 2 through H of row 7 of sub 

277 table 21-A to 21-F of Table.21 respectively. The obtained complemented OBF or COBF and bitwise Xor or Hamming distance 

278 (Distant BF or DBF) between OBF and COBF have been shown in column 2 through H of row 8, 9 of sub table 21-A to 21-F of 

279 Table.21 respectively. The count of 1s out of 16 bits in DBF or dissimilar bits in COBF due to complement of 2 IBFs at a time 

280 have been shown in A of sub table 21-A to 21-F of Table.21. If for the given OBF and for all 6 possible 2nd order HO-SAC test 

281 the counts have been shown in A of sub table 21-A to 21-F of Table.21 have been 8 then the given OBF is said to satisfy 2nd 

282 order HO-SAC of 4-bit BFs. But in table 21 all counts are not equal to 8 so the given OBF does not satisfy 2nd order HO-SAC of 

283 4-bit BFs.

284 In 3rd Order HO-SAC, any 3 IBFs shown in column 2 through H of row 1, 2, 3 of sub table 21-G to 21-J of Table.21 

285 have been complemented at time. The complemented IBFs or CIBFs have been shown in column 2 through H of row 5, 6, 7 of 

286 sub table 21-G to 21-J of Table.21. The OBF has been shown in column 2 through H of row 4 of sub table 21-G to 21-J of 

287 Table.21. Now due to complement or shift of 1st IBF the resultant OBF have been shown in row 8 after shift operation and due to 

288 complement of 2nd IBF at a time the resultant OBF of the resultant OBF in row 8 have been shown in column 2 through H of row 

289 9 and due to complement of 3rd IBF at a time the resultant OBF of the resultant OBF in row 9 have been shown in column 2 

290 through H of row A of sub table 21-G to 21-J of Table.21 respectively. The obtained complemented or shifted OBF or COBF and 

291 bitwise Xor or Hamming distance (Distant BF or DBF) between OBF and COBF have been shown in column 2 through H of row 

292 B, C of sub table 21-G to 21-J of Table.21. respectively. If for the given OBF and for all 4 possible 3rd order HO-SAC test the 

293 counts have been shown in D of sub table 21-G to 21-J of Table.21 have been 8 then the given OBF is said to satisfy 3rd order 

294 HO-SAC of 4-bit BFs. But in Table.21. all counts are not equal to 8 so the given OBF does not satisfy 3rd order HO-SAC of 4-bit 

295 BFs.

296 If the given OBF satisfy both 2nd order HO-SAC and 3rd Order HO-SAC for 4-bit BFs together then The Given OBF is 

297 said to satisfy Total HO-SAC for 4-bit BFs. If Four BFs of a Crypto 4-bit S-Box satisfy HO-SAC of 4bit BFs individually then 

298 the S-Box has been said to satisfy HO-SAC of 4-bit Crypto S-Boxes.

299
300 4.2.2 Flip Method of HO-SAC of 4-bit BFs and 4-Bit Crypto S-Boxes. All the elements of the given S-Box, Index of 

301 each element of the given S-Box in hex (INH) and 4 bit binary form (INB) with position of each bit from 1 to 4 of it have been 

302 given in column 2 through H of row 3, 1, 2 of Table.20 respectively. Each Output BF, OBF1, OBF2, OBF3, OBF4 has been 

303 shown in column 2 through H of row 4, 5, 6, 7 Table.20 respectively.
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304 Now 16 INBs before flip and 16 INBs after flip in two and three bits at a time particularly in 16 INBs bit position 1, 2, 

305 3, 4 have been shown in row 2 through I of column 1, 2, 6, 7, B, C, G, H  respectively of Table.22-A, Table.22-B and Table.22-C 

306 respectively . The each corresponding bits of OBF1, OBF2, OBF3, OBF4 before and after flip have been shown in row 2 through 

307 I of column 3, 4, 8, 9, D, E, I, J respectively in Table.22-A, Table.22-B and Table.22-C respectively. If flip occurs in 2 bit 

308 positions of INB at a time then the test has been termed as 2nd Order HO-SAC of 4-bit BFs and if flip occurs in 3 bit positions of 

309 INB at a time then the test has been termed as 3rd Order HO-SAC of 4-bit BFs.

310 1 in any position in row 2 through I of column 5, A, F, K illustrate dissimilarity in bits in corresponding positions of 

311 OBF1, OBF2, OBF3 and OBF4 duly before and after flip in one bits in bit positions 1, 2, 3, 4 respectively.

312 If out of 16 positions in each row from 2 through I column of column 5, A, F, K there are 8 1s and 8 0s then The given 

313 BF is said to Satisfy HO-SAC of 4-bit BFs. If all four BFs of a given 4-bit Crypto S-Box satisfy SAC of 4-bit BFs then the S-Box 

314 is said to satisfy SAC of 4-bit S-Boxes. Here in Table. 22.  row I shows the Number of Bits changed in OBF1, OBF2, OBF3, 

315 OBF4 before and after flip in pos. 1, pos. 2, pos. 3 and pos. 4 respectively. Since the value is 12 in all or at least one for the given 

316 OBF so The BF and the given 4-bit S-Box does Satisfy SAC of 4-bit BFs and SAC of 4-bit S-Boxes.

317
318
319 4.3. Extended HO-SAC Criterion of 4-bit BFs and 4-bit Crypto S-Boxes. If one IBF out of four at a time, Two IBFs out 

320 of four at a time, Three IBFs out of four at a time and all of four IBFs have been complemented at a time or flip of one bit of INB 

321 at a time, flip of two INBs at a time or flip of three INBs at a time, and flip of all of four INBs at a time and all DBFs are 

322 balanced then the 4-bit BF has been said to satisfy Extended SAC of 4-bit BFs. If all four 4-bit BFs of a 4-bit Crypto S-Box 

323 satisfy Extended SAC of 4-bit BFs then The S-Box has been said to satisfy Extended SAC of 4-bit S-Boxes.

324 Complement of one, two, or three bits at a time or flip of one, two or three INBs at a time is similar to table 16, 21, 18 and 22 

325 respectively for the given 4-bit BF. The rest Criterion of 4 IBFs have been complemented at a time have been shown in Sub table 

326 23-A of table. 23. The rest flip of all INBs at a time have been shown in Sub table 23-B of table. 23.

327     

328 5. Analogy Between Extended HO-SAC of 4-bit S-Boxes and Differential Cryptanalysis of 4-bit S-Boxes and 

329 Improvement in Differential Cryptanalysis of 4-bit S-Boxes using 4-bit BFs.

330 Since Flip in one, two, three and four INBs or similarly complement of one, two, three and four IBFs is similar to xor operation 

331 of all 4-bit Input Difference with 4-bit bit patterns of each element of a 4-bit Crypto S-Box 0001-1111 the operations in Extended 

332 HO-SAC test shown in tables 16, 18, 21, 22, 23 is similar to Operations in Differential Cryptanalysis of 4-bit S-Boxes by Heys in 

333 table .3. In Differential Cryptanalysis of 4-bit S-Boxes using 4-bit BFs, Each BF has been tested through Extended HO-SAC 

334 Criterion to ensure security. So ot is claimed to be a better analytic tool of 4-bit Crypto-S-Boxes.

335
336 6. Conclusion. In this paper a better look to SAC of 4-bit BFs and S-Boxes, HO-SAC 4-bit BFs and S-Boxes and Differential 

337 Cryptanalysis of 4-bit S-Boxes with proper extensions to theories have been presented. An Extension to HO-SAC entitled 

338 Extended HO-SAC criterion have also been defined to prove the enrichment of The Differential Cryptanalysis of 4-bit S-

339 Crypto S-Boxes using 4-bit BFs. The total paper have been claimed with clarity of review sections and extension to theories. 

340 At last all these Algorithms have been tested and proved to be a better one to improvement of crypto-community.
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426
427
428
429
430 Appendix

431
432
433 1. Algorithm of Differential Cryptanalysis Binary Pattern View.

434
435 Start.

436 Step 0A: int ISB[4][16]; int IDIFF[4][16]; int ODIFF[4][16][16]; 

437 Step 0B: int ISB’[4][16][16]; int OSB[4][16]; int OSB’[4][16][16]; int DDT[16][16]; int Count[16];

438 Step 01: For I =1:16 

439 For J =1:16

440 For K =1:4 

441 ISB’[K][I][J] = ISB[K][J]^IDIFF[K][I];

442 OSB’[K][I][J] = OSB[ISB’[K][I][J]];

443 ODIFF[K][I][J] = OSB[K][J]^ OSB’[K][I][J];

444 End For.

445 End For.

446 End For.

447 Step 02: For I =1:16 

448 For J =1:16

449 For K =1:4

450 DDT[I][J]= Count[ISB[K][J]];

451 End For.

452 End For.

453 End For.

454 Stop.

455
456 2. Algorithm of Differential Cryptanalysis S-Box View.

457
458 Start.

459 Step 0A: int ISB[16]; int IDIFF[16]; int ODIFF[16][16]; 

460 Step 0B: int ISB’[16][16]; int OSB[16]; int OSB’[16][16]; int DDT[16][16]; int Count[16].

461 Step 01: For I =1:16 

462 For J =1:16 

463 ISB’[I][J] = ISB[J]^IDIFF[I];

464 OSB’[I][J] = OSB[ISB’[I][J]];

465 ODIFF[I][J] = OSB[J]^ OSB’[I][J];

466 End For.

467      End For.

468 Step 02: For I =1:16 

469 For J =1:16

470 DDT[I][J]= Count[ISB[J]];

471 End For.

472       End For.

473 Stop.

474
475 3. Algorithm of Differential Cryptanalysis Using 4-bit BFs.

476 Start.

477 Step 0A: int IBF[4][16]; int IDIFF[4][16][16]; int ODIFF[4][16][16]; 

478 Step 0B: int IBF’[4][16][16]; int OBF[4][16]; int OBF’[4][16][16]; int DAT[4][16]; int Count[16][16];

479 Step 01: For I = 1:16 For J = 1:4 For K = 1:16 OBF’[J][K][I] = OBF[IBF[J][K]^IDIFF[J][K][I]][K]; 

480 Step 02: For I = 1:16 For J = 1:4 For K = 1:16 ODIFF[J][K][I] = OBF’[J][K][I]^ OBF[J][K];

481 Step 03: For I = 1:16 For J = 1:4 For K = 1:16 Count[J][K] = IF(ODIFF[J][K][I]==1);

482 Step 04: For I = 1:4 For J = 1:16 DAT[I][J] = Count[I][J];

483 Stop.

484
485
486
487
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488
489
490
491
492
493
494 4. Algorithm of SAC of 4-bit BFs.

495
496 Let BF[16].bit0 is a bit level array of 16 bits of a 4-bit BF out of 65536 4-bit BFs. And BF[16] is an array of 16 bits of 

497 a 4-bit BF. CV[16].bit0 is a bit level array of 16 bits to store either 00FF, 0F0F, 3333, 5555 in hex. CVC[16].bit0 is a bit level 

498 array of 16 bits to store either FF00, F0F0, CCCC, AAAA in hex. Here ^ represents Bitwise Xor operation. NL represents 

499 Number of bits changed in Lower Halves and NU represents Number of bits changed in Upper Halves.

500 Start.

501 Step 0A: For 1:16 BF[16].bit0 = BF[16].  

502 Step 0B: For 1:16 CV[16].bit0 = 00FF, 0F0F, 3333, 5555.

503 Step 0C: For 1:16 CVC[16].bit0 = FF00, F0F0, CCCC, AAAA.

504 Step 01: wt{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)}= N= NL3 + NU3 . 

505 Step 02: wt{(BF[16].bit0 & 0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)}= N = NL2 +NU2 . 

506 Step 03: wt{(BF[16].bit0 & 3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)}=N= NL1 +NU1 . 

507 Step 04: wt{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}=N= NL0 + NU0 . 

508 Step 05: If N=8 for Step 01, Step 02, Step 03, Step 04. 

509 Then BF[16].bit0 Satisfies SAC.

510 ELSE BF[16].bit0 Does not Satisfies SAC.

511 Stop.

512
513 5. Algorithm of SAC of 4-bit BFs Using Shift Method.

514
515 Start.

516
517 Step 00:  For 1:16 BF[16].bit0 = BF[16].

518 Step 1A: CBF[16].bit0 = (BF[16].bit0>>8);

519 Step 1B: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

520 Step 1C: Count = IF(DBF[16].bit0==1);

521 Step 2A: CBF[16].bit0 = (BF[8A].bit0>>4)&& (BF[8B].bit0>>4);

522 Step 2B: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

523 Step 2C: Count = IF(DBF[16].bit0==1);

524 Step 3A: CBF[16].bit0 = (BF[4A].bit0>>2)&& (BF[4B].bit0>>2)&& (BF[4C].bit0>>2)&& (BF[4D].bit0>>2);

525 Step 3B: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

526 Step 3C: Count = IF(DBF[16].bit0==1);

527 Step 4A: CBF[16].bit0 = (BF[2A].bit0>>1)&&(BF[2B].bit0>>1)&&(BF[2C].bit0>>1)&&(BF[2D].bit0>>1)&&

528                 (BF[2E].bit0>>1)&&(BF[2F].bit0>>1)&&(BF[2G].bit0>>1)&&(BF[2H].bit0>>1);

529 Step 4B: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

530 Step 4C: Count = IF(DBF[16].bit0==1);

531 Step 05 : IF Count = 8 for Step 1C, Step 2C, Step 3C, Step 4C. BF[16] Satisfies SAC of 4-bit BFs.

532        ELSE BF[16] does not Satisfy SAC of 4-bit BFs.

533 Stop.

534
535 6. Algorithm of SAC of 4-bit BFs Using Flip Method.

536
537 The flipping of bits on particular positions are made by proposing 1-bit four ev vectors as, e0 {0001}, e1 {0010}, e2 

538 {0100} and e3 {1000}. The Algorithm can be written as, 
539 Start.

540
541 Step 0A: For I=0:16 For J=0:16 D[I][J] = 0; 

542 Step 0B: ev[4] ={{0,0,0,1},{0,0,1,0},{0,1,0,0},{1,0,0,0}};

543 Step 01: For S=0:4 For I=0:16 For J=0:16 t[S][I][J] = 16bt4x[S][I][J] ^ ev[S] 

544 Step 02: For S=0:4 For I=0:16 For J=0:16 r=16bt4bf[S][I][J] ^ 16bt4bf[t[S][I][J]]; 

545 Step 04: if (r==1) D[f][v]++; 

546 Step 05:  IF D[f][v]==8, for All cases 4-bit BF Satisfies SAC of 4bit BFs.

547 ELSE 4-bit BF does not Satisfy SAC.

548 Step 06:  IF all four BFs Satisfy SAC of 4-bit BFs then the given S-Box Satisfies SAC of 4-bit S-Box.

549 ELSE the given S-Box does not Satisfy SAC of 4-bit S-Box.

PeerJ Preprints | https://doi.org/10.7287/peerj.preprints.3202v1 | CC BY 4.0 Open Access | rec: 28 Aug 2017, publ: 28 Aug 2017



550 Stop. 

551
552
553
554 7. Algorithm of HO-SAC of 4-bit BFs.

555
556 Step 0A: For 1:16 BF[16].bit0 = BF[16].  

557 Step 0B: For 1:16 CV[16].bit0 = 00FF, 0F0F, 3333, 5555.

558 Step 0C: For 1:16 CVC[16].bit0 = FF00, F0F0, CCCC, AAAA.

559 Step 01: wt[{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)}

560  ^{(BF[16].bit0 & 0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)}]     = N. 

561 Step 02: wt[{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)}

562  ^{(BF[16].bit0 & 3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)}]   = N . 

563 Step 03: wt[{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)}

564  ^{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}] = N. 

565 Step 04: wt[{(BF[16].bit0 & 0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)} 

566  ^{(BF[16].bit0 & 3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)}]  = N 

567 Step 05: wt[{(BF[16].bit0 & 0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)}

568  ^{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}  = N. 

569 Step 06: wt[{(BF[16].bit0 & 3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)}

570  ^{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}] = N. 

571 Step 07: wt[{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)} 

572  ^{(BF[16].bit0 & 0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)} 

573  ^{(BF[16].bit0 & 3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)}]   = N. 

574 Step 08: wt[{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)}

575  ^{(BF[16].bit0 & 0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)}

576  ^{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}] = N

577 Step 09: wt[{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)}

578   ^{(BF[16].bit0 & 3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)} 

579 ^{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}] = N. 

580 Step 10: wt[{(BF[16].bit0 & 0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)} 

581  ^{(BF[16].bit0 & 3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)} 

582  ^{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}] = N. 

583 Step 11:  If N=8 for Step 01, to Step 15. Then BF[16].bit0 Satisfies HO-SAC of 4-bit BFs.

584 ELSE BF[16].bit0 Does not Satisfies Extended HO-SAC of 4-bit BFs..

585
586
587 8. Algorithm of HO-SAC of 4-bit BFs Using Shift Method.

588
589 Start.

590
591 Step 00:  For 1:16 BF[16].bit0 = BF[16].

592 Step 1A: CBF[16].bit0 = (BF[16].bit0>>8);

593 Step 1B: CBF[16].bit0 = (CBF[8A].bit0>>4)&& (CBF[8B].bit0>>4);

594 Step 1C: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

595 Step 1D: Count = IF(DBF[16].bit0==1);

596 Step 2A: CBF[16].bit0 = (BF[16].bit0>>8);

597 Step 2B: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

598 Step 2C: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

599 Step 2D: Count = IF(DBF[16].bit0==1);

600 Step 3A: CBF[16].bit0 = (BF[16].bit0>>8);

601 Step 3B: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&

602                 (CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

603 Step 3C: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

604 Step 3D: Count = IF(DBF[16].bit0==1);

605 Step 4A: CBF[16].bit0 = (BF[8A].bit0>>4)&& (BF[8B].bit0>>4);

606 Step 4B: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

607 Step 4C: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

608 Step 4D: Count = IF(DBF[16].bit0==1);

609 Step 5A: CBF[16].bit0 = (BF[8A].bit0>>4)&& (BF[8B].bit0>>4);

610 Step 5B: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&

611                 (CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);
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612 Step 5C: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

613 Step 5D: Count = IF(DBF[16].bit0==1);

614 Step 6A: CBF[16].bit0 = (BF[4A].bit0>>2)&& (BF[4B].bit0>>2)&& (BF[4C].bit0>>2)&& (BF[4D].bit0>>2);

615
616 Step 6B: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&

617                 (CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

618 Step 6C: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

619 Step 6D: Count = IF(DBF[16].bit0==1);

620 Step 7A: CBF[16].bit0 = (BF[16].bit0>>8);

621 Step 7B: CBF[16].bit0 = (CBF[8A].bit0>>4)&& (CBF[8B].bit0>>4);

622 Step 7C: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

623 Step 7D: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

624 Step 7E: Count = IF(DBF[16].bit0==1);

625 Step 8A: CBF[16].bit0 = (BF[16].bit0>>8);

626 Step 8B: CBF[16].bit0 = (CBF[8A].bit0>>4)&& (CBF[8B].bit0>>4);

627 Step 8C: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&

628                 (CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

629 Step 8D: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

630 Step 8E: Count = IF(DBF[16].bit0==1);

631 Step 9A: CBF[16].bit0 = (BF[16].bit0>>8);

632 Step 9B: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

633 Step 9C: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&

634                 (CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

635 Step 9D: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

636 Step 9E: Count = IF(DBF[16].bit0==1);

637 Step 10A: CBF[16].bit0 = (CBF[8A].bit0>>4)&& (CBF[8B].bit0>>4);

638 Step 10B: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

639 Step 10C: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&

640                   (CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

641 Step 10D: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

642 Step 10E: Count = IF(DBF[16].bit0==1);

643 Step 11 : IF Count = 8 for Step 1D, TO 6D and 7E to 10E. BF[16] Satisfies HO-SAC of 4-bit BFs.

644   ELSE BF[16] does not Satisfy HO-SAC of 4-bit BFs.

645 Stop.

646
647
648
649 Step A: CBF[16].bit0 = (BF[16].bit0>>8);

650 Step B: CBF[16].bit0 = (BF[8A].bit0>>4)&& (BF[8B].bit0>>4);

651 Step C: CBF[16].bit0 = (BF[4A].bit0>>2)&& (BF[4B].bit0>>2)&& (BF[4C].bit0>>2)&& (BF[4D].bit0>>2);

652 Step D: CBF[16].bit0 = (BF[2A].bit0>>1)&&(BF[2B].bit0>>1)&&(BF[2C].bit0>>1)&&(BF[2D].bit0>>1)&&

653                 (BF[2E].bit0>>1)&&(BF[2F].bit0>>1)&&(BF[2G].bit0>>1)&&(BF[2H].bit0>>1);

654
655 9. Algorithm of HO-SAC of 4-bit BFs Using Flip Method.

656 Start.

657 Step 0A: For I=0:16 For J=0:16 D[I][J] = 0; 

658 Step 0B: ev[4] ={{0,0,1,1},{0,1,0,1},{1,0,0,1},{1,1,0,0},{1,0,1,0},{0,1,1,0},{0,1,1,1},{1,1,0,1},{1,1,1,0},{1,0,1,1}};

659 Step 01: For S=0:4 For I=0:16 For J=0:16 t[S][I][J] = 16bt4x[S][I][J] ^ ev[S] 

660 Step 02: For S=0:4 For I=0:16 For J=0:16 r=16bt4bf[S][I][J] ^ 16bt4bf[t[S][I][J]]; 

661 Step 04: if (r==1) D[f][v]++; 

662 Step 05:  IF D[f][v]==8, for All cases 4-bit BF Satisfies SAC of 4bit BFs.

663 ELSE 4-bit BF does not Satisfy SAC.

664 Step 06:  IF all four BFs Satisfy SAC of 4-bit BFs then the given S-Box Satisfies SAC of 4-bit S-Box.

665 ELSE the given S-Box does not Satisfy SAC of 4-bit S-Box.

666 Stop. 

667
668 10. Algorithm of Extended SAC of 4-bit BFs. 

669
670 Step 0A: For 1:16 BF[16].bit0 = BF[16].  

671 Step 0B: For 1:16 CV[16].bit0 = 00FF, 0F0F, 3333, 5555.

672 Step 0C: For 1:16 CVC[16].bit0 = FF00, F0F0, CCCC, AAAA.

673 Step 01: wt{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)}      = N
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674 Step 02: wt{(BF[16].bit0 & 0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)}      = N 

675 Step 03: wt{(BF[16].bit0 & 3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)}   = N

676 Step 04: wt{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}  = N

677 Step 05: wt[{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)}

678  ^{(BF[16].bit0 & 0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)}]     = N. 

679 Step 06: wt[{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)}

680  ^{(BF[16].bit0 & 3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)}]   = N . 

681 Step 07: wt[{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)}

682  ^{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}] = N. 

683 Step 08: wt[{(BF[16].bit0 & 0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)} 

684  ^{(BF[16].bit0 & 3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)}]  = N 

685 Step 09: wt[{(BF[16].bit0 & 0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)}

686  ^{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}  = N. 

687 Step 10: wt[{(BF[16].bit0 & 3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)}

688  ^{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}] = N. 

689 Step 11: wt[{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)} 

690  ^{(BF[16].bit0 & 0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)} 

691  ^{(BF[16].bit0 & 3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)}]   = N. 

692 Step 12: wt[{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)}

693  ^{(BF[16].bit0 & 0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)}

694  ^{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}] = N

695 Step 13: wt[{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)}

696   ^{(BF[16].bit0 & 3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)} 

697 ^{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}] = N. 

698 Step 14: wt[{(BF[16].bit0 & 0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)} 

699  ^{(BF[16].bit0 & 3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)} 

700  ^{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}] = N. 

701 Step 15: wt{(BF[16].bit0 & 00FF)^(BF[16].bit0>>8&00FF)}+WT{(BF[16].bit0&FF00)^(BF[16].bit0>>8&FF00)} 

702 ^wt{(BF[16].bit0&0F0F)^(BF[16].bit0>>4&0F0F)}+WT{(BF[16].bit0&F0F0)^(BF[16].bit0>>4&F0F0)} 

703 ^wt{(BF[16].bit0&3333)^(BF[16].bit0>>2&3333)}+WT{(BF[16].bit0&CCCC)^(BF[16].bit0>>2&CCCC)}        

704 ^wt{(BF[16].bit0 & 5555)^(BF[16].bit0>>1&5555)}+WT{(BF[16].bit0&AAAA)^(BF[16].bit0>>1&AAAA)}    = N

705
706 Step 16:  If N=8 for Step 01, to Step 15. Then BF[16].bit0 Satisfies Extended SAC of 4-bit BFs.

707 ELSE BF[16].bit0 Does not Satisfies Extended SAC of 4-bit BFs..

708
709 Algorithm of Extended SAC of 4-bit BFs Using Shift Method.

710
711 Step 00:  For 1:16 BF[16].bit0 = BF[16].

712 Step 1A: CBF[16].bit0 = (BF[16].bit0>>8);

713 Step 1B: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

714 Step 1C: Count = IF(DBF[16].bit0==1);

715 Step 2A: CBF[16].bit0 = (BF[8A].bit0>>4)&& (BF[8B].bit0>>4);

716 Step 2B: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

717 Step 2C: Count = IF(DBF[16].bit0==1);

718 Step 3A: CBF[16].bit0 = (BF[4A].bit0>>2)&& (BF[4B].bit0>>2)&& (BF[4C].bit0>>2)&& (BF[4D].bit0>>2);

719 Step 3B: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

720 Step 3C: Count = IF(DBF[16].bit0==1);

721 Step 4A: CBF[16].bit0 = (BF[2A].bit0>>1)&&(BF[2B].bit0>>1)&&(BF[2C].bit0>>1)&&(BF[2D].bit0>>1)&&

722                 (BF[2E].bit0>>1)&&(BF[2F].bit0>>1)&&(BF[2G].bit0>>1)&&(BF[2H].bit0>>1);

723 Step 4B: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

724 Step 4C: Count = IF(DBF[16].bit0==1);

725 Step 5A: CBF[16].bit0 = (BF[16].bit0>>8);

726 Step 5B: CBF[16].bit0 = (CBF[8A].bit0>>4)&& (CBF[8B].bit0>>4);

727 Step 5C: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

728 Step 5D: Count = IF(DBF[16].bit0==1);

729 Step 6A: CBF[16].bit0 = (BF[16].bit0>>8);

730 Step 6B: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

731 Step 6C: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

732 Step 6D: Count = IF(DBF[16].bit0==1);

733 Step 7A: CBF[16].bit0 = (BF[16].bit0>>8);

734 Step 7B: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&

735                 (CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);
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736 Step 7C: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

737 Step 7D: Count = IF(DBF[16].bit0==1);

738 Step 8A: CBF[16].bit0 = (BF[8A].bit0>>4)&& (BF[8B].bit0>>4);

739 Step 8B: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

740 Step 8C: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

741 Step 8D: Count = IF(DBF[16].bit0==1);

742 Step 9A: CBF[16].bit0 = (BF[8A].bit0>>4)&& (BF[8B].bit0>>4);

743 Step 9B: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&

744                 (CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

745 Step 9C: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

746 Step 9D: Count = IF(DBF[16].bit0==1);

747 Step 10A: CBF[16].bit0 = (BF[4A].bit0>>2)&& (BF[4B].bit0>>2)&& (BF[4C].bit0>>2)&& (BF[4D].bit0>>2);

748
749 Step 10B: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&

750                 (CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

751 Step 10C: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

752 Step 10D: Count = IF(DBF[16].bit0==1);

753 Step 11A: CBF[16].bit0 = (BF[16].bit0>>8);

754 Step 11B: CBF[16].bit0 = (CBF[8A].bit0>>4)&& (CBF[8B].bit0>>4);

755 Step 11C: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

756 Step 11D: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

757 Step 11E: Count = IF(DBF[16].bit0==1);

758 Step 12A: CBF[16].bit0 = (BF[16].bit0>>8);

759 Step 12B: CBF[16].bit0 = (CBF[8A].bit0>>4)&& (CBF[8B].bit0>>4);

760 Step 12C: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&

761                 (CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

762 Step 12D: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

763 Step 12E: Count = IF(DBF[16].bit0==1);

764 Step 13A: CBF[16].bit0 = (BF[16].bit0>>8);

765 Step 13B: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

766 Step 13C: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&

767                 (CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

768 Step 13D: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

769 Step 13E: Count = IF(DBF[16].bit0==1);

770 Step 14A: CBF[16].bit0 = (CBF[8A].bit0>>4)&& (CBF[8B].bit0>>4);

771 Step 14B: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

772 Step 14C: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&

773                   (CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

774 Step 14D: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

775 Step 14E: Count = IF(DBF[16].bit0==1);

776 Step 15A: CBF[16].bit0 = (BF[16].bit0>>8);

777 Step 15B: CBF[16].bit0 = (CBF[8A].bit0>>4)&& (CBF[8B].bit0>>4);

778 Step 15C: CBF[16].bit0 = (CBF[4A].bit0>>2)&& (CBF[4B].bit0>>2)&& (CBF[4C].bit0>>2)&& (CBF[4D].bit0>>2);

779 Step 15D: CBF[16].bit0 = (CBF[2A].bit0>>1)&&(CBF[2B].bit0>>1)&&(CBF[2C].bit0>>1)&&(CBF[2D].bit0>>1)&&

780                   (CBF[2E].bit0>>1)&&(CBF[2F].bit0>>1)&&(CBF[2G].bit0>>1)&&(CBF[2H].bit0>>1);

781 Step 15E: DBF[16].bit0 = CBF[16].bit0^ BF[16].bit0; 

782 Step 15F: Count = IF(DBF[16].bit0==1);

783
784 Step 16 : IF Count = 8 for Step 1C, TO 4C, 5D to 10D and 11E to 14E and 15F BF[16] Satisfies Extended-SAC of 4-bit BFs.

785   ELSE BF[16] does not Satisfy Extended SAC of 4-bit BFs.

786 Stop.

787
788
789 11. Algorithm of Extended SAC of 4-bit BFs Using Flip Method.

790
791 Start.

792
793 Step 0A: For I=0:16 For J=0:16 D[I][J] = 0; 

794 Step 0B: ev[4] ={{0,0,0,1},{0,0,1,0},{0,1,0,0},{1,0,0,0},

795            {0,0,1,1},{0,1,0,1},{1,0,0,1},{1,1,0,0},

796            {1,0,1,0},{0,1,1,0},{0,1,1,1},{1,1,0,1},

797            {1,1,1,0},{1,0,1,1},{1,1,1,1}};
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798 Step 01: For S=0:4 For I=0:16 For J=0:16 t[S][I][J] = 16bt4x[S][I][J] ^ ev[S] 

799 Step 02: For S=0:4 For I=0:16 For J=0:16 r=16bt4bf[S][I][J] ^ 16bt4bf[t[S][I][J]]; 

800 Step 04: if (r==1) D[f][v]++; 

801 Step 05:  IF D[f][v]==8, for All cases 4-bit BF Satisfies SAC of 4bit BFs.

802 ELSE 4-bit BF does not Satisfy SAC.

803 Step 06:  IF all four BFs Satisfy Extended SAC of 4-bit BFs then the given S-Box Satisfies Extended SAC of 4-bit S-Box.

804 ELSE the given S-Box does not Satisfy Extended SAC of 4-bit S-Box.

805 Stop. 

806
807
808
809
810
811
812
813
814
815
816
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1 Title. Table.1.

2

3

4

5

6

Row Column 1 2 3 4 5 6 7 8 9 A B C D E F G

1 Index 0 1 2 3 4 5 6 7 8 9 A B C D E F

2 S-Box E 4 D 1 2 F B 8 3 A 6 C 5 9 0 7

7 Table.1. 4-bit bijective Crypto S-Box.

8
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1 Title. Table.2.

2

3

4

Ro

w

Colu

mn

1 2 3 4 5 6 7 8 9 A B C D E F G

1 Index 0 1 2 3 4 5 6 7 8 9 A B C D E F

H. Decimal

Equivalent

2 IBF4 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 00255

3 IBF3 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1 03855

4 IBF2 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1 13107

5 IBF1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 21845

6 S-Box E 4 D 1 2 F B 8 3 A 6 C 5 9 0 7

7 OBF4 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0 42836

8 OBF3 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 1 58425

9 OBF2 1 0 0 0 1 1 1 0 1 1 1 0 0 0 0 1 36577

A OBF1 0 0 1 1 0 1 1 0 1 0 0 0 1 1 0 1 13965
5

6 Table.2. Decomposition of 4-bit Input and Output (1st 4-bit S-Box of 1st S-Box out of 8 of 

7 DES) S-Boxes to 4-bit BFs.
8
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1 Title. Table.3.

2

3

4

C 1 2 3 4 5 6 7 8 9 A B C

R

O

W

I

S

B

Bin

ISB

4321

I

D

Bin

ID

4321

D

IS

B

Bin

DISB

4321

O

S

B

Bin

OSB

4321

D

OS

B

Bin

DOSB

4321

Bin

DSB

4321

D

S

B

1 0 0000 B 1011 B 1011 E 1110 C 1100 0010 2

2 1 0001 B 1011 A 1010 4 0100 6 0110 0010 2

3 2 0010 B 1011 9 1001 D 1101 A 1010 0001 7

4 3 0011 B 1011 8 1000 1 0001 3 0011 0010 2

5 4 0100 B 1011 F 1111 2 0010 7 0111 0101 5

6 5 0101 B 1011 E 1110 F 1111 0 0000 1111 F

7 6 0110 B 1011 D 1101 B 1011 9 1001 0010 2

8 7 0111 B 1011 C 1100 8 1000 5 0101 1101 D

9 8 1000 B 1011 3 0011 3 0011 1 0001 0010 2

A 9 1001 B 1011 2 0010 A 1010 D 1101 0001 7

B A 1010 B 1011 1 0001 6 0110 4 0100 0010 2

C B 1011 B 1011 0 0000 C 1100 E 1110 0010 2

D C 1100 B 1011 7 0111 5 0101 8 1000 1101 D

E D 1101 B 1011 6 0110 9 1001 B 1011 0010 2

F E 1110 B 1011 5 0101 0 0000 F 1111 1111 F

G F 1111 B 1011 4 0100 7 0111 2 0010 0101 5

5

6 Table.3. Table of Differential Cryptanalysis of 1st 4-bit S-Box of 1st S-Box out 

7 of 8 of DES.
8
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1 Title. Table.4.

2

3

4

R|C 1 2 3 4 5 6 7 8 9 A B C D E F G H

1 DSB el 0 1 2 3 4 5 6 7 8 9 A B C D E F

2 Count 0 0 8 0 0 2 0 2 0 0 0 0 0 2 0 2

5

6 Table.4. Count of repetition of each existing element in DSB.

7
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1 Title. Table.5.

2

3

4

5

Row 1 Output Difference

1
Input 

Difference
0 1 2 3 4 5 6 7 8 9 A B C D E F

2 B 0 2 8 0 0 2 0 0 0 0 0 0 0 2 0 2

6

7 Table.5. The Part of DDT with Input Difference ‘B’.
8
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1 Title. Table.6.

2

3

4

R|C 1 2 3 4 5 6 7 8 9 A B C D E F G H

1 DSB el 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

2 Count 0 2 8 0 0 2 0 0 0 0 0 0 0 2 0 2

5

6 Table.6. Count of repetition of each existing element in Bin DSB.

7
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1 Title. Table.7.

2

3

4

5

6

Row 1 Output Difference (In Hex)

1
Input 

Difference
0 1 2 3 4 5 6 7 8 9 A B C D E F

2 1101 0 2 8 0 0 2 0 0 0 0 0 0 0 2 0 2

7

8 Table.7. The Part of DDT with Input Difference ‘1101’.
9
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1 Title. Table.8.

2

3

4

5

6

ID 1 1 0 1

Complement C C N C

7

8 Table.8. Complement of IBFs Due to a Particular ID

9

10
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1 Title. Table.9.

2

3

4

5

Row | Col 1 2 3 4 5 6 7 8 9 A B C D E F G

1 CIBF4 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0

2 CIBF3 1 1 1 1 0 0 0 0 1 1 1 1 0 0 0 0

3 CIBF2 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1

4 CIBF1 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0

5 OBF4 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0

6 STEP4 0 1 0 1 0 1 0 0 1 0 1 0 0 1 1 1

7 STEP3 0 1 0 0 0 1 0 1 0 1 1 1 1 0 1 0

8 STEP2 0 0 0 1 0 1 0 1 1 1 0 1 1 0 1 0

9 STEP1 0 0 1 0 1 0 1 0 1 1 1 0 0 1 0 1

A COBF4 0 0 1 0 1 0 1 0 1 1 1 0 0 1 0 1

6

7 Table. 9. Construction of DIBFs and DOBFs.

8
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1 Title. Table.10.

2

3

4

5

R|C 1 2 3 4 5 6 7 8 9 A B C D E F G

1 OBF4 1 0 1 0 0 1 1 0 0 0 0 1 0 1 0 0

2 COBF4 0 0 1 0 1 0 1 0 1 1 1 0 0 1 0 1

3 DIFF4 1 0 0 0 1 1 0 0 1 1 1 1 0 0 0 1

6

7 Table.10. DBF Generation.
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1 Title. Table.11.

2

3

4

5

6

7

8

9

10

11

12 Table. 11. DBF and Balancedness.
13

R|C 1 2

1 Difference BF Total Number of 1s

2 DIFF4 8
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1 Title. Table.12.

2

3

4

Row|Col 1 2 3 4 5 6 7 8 9 A B C D E F G

1 IBF4 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1

2 IBF3 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1

3 IBF2 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1

4 IBF1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

5 CIBF4 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0

6 CIBF3 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1

7 CIBF2 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0

8 CIBF1 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0

9 OBF4 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0

A OBF3 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 1

B OBF2 1 0 0 0 1 1 1 0 1 1 1 0 0 0 0 1

C OBF1 0 0 1 1 0 1 1 0 1 0 0 0 1 1 0 1

D COBF4 1 0 1 0 0 0 1 0 0 1 0 1 1 1 1 0

E COBF3 1 1 0 0 1 0 0 1 0 1 1 1 0 0 1 0

F COBF2 0 1 1 1 1 0 0 0 0 0 0 1 0 1 1 1

G COBF1 0 0 0 1 1 0 1 1 1 1 0 0 0 1 1 0

H DIFF4 0 0 0 0 0 1 0 1 0 0 0 0 1 0 1 0

I DIFF3 0 0 1 0 1 1 0 1 0 1 0 0 1 0 1 1

J DIFF2 1 1 1 1 0 1 1 0 1 1 1 1 0 1 1 0

K DIFF1 0 0 1 0 1 1 0 1 0 1 0 0 1 0 1 1

5

6 Table. 12. Generation of a Particular Row of Differential Analysis Table 

7 (DAT).
8
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1 Title. Table.13.

2

3

4

5

R|C 1 2 3 4 5

Difference BFs DIFF4 DIFF3 DIFF2 DIFF1

1 No. of ones. 4 8 C 8

6

7 Table.13. Balancedness of four DBFs.

8
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1 Title. Table.14.

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26 Table.14. DAT for 1st 4-bit S-Box of 1st S-Box of DES

27

R|C 1 2 3 4 5

1 ID in Hex DIFF1 DIFF2 DIFF3 DIFF4

2 0 0 0 0 0

3 1 8 8 8 C

4 2 C 8 C 4

5 3 8 8 8 C

6 4 8 C 8 8

7 5 8 8 8 8

8 6 C 8 C 8

9 7 8 C 8 8

A 8 C C C C

B 9 8 8 8 8

C 10 4 8 4 C

D 11 8 C 8 4

E 12 C 4 C 8

F 13 8 8 8 8

G 14 4 8 4 8

H 15 8 4 8 8
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1 Title . Table.15.
2

3

4

5 Table.15. Differential BF Analysis using DAT and Comparison to no of zeros 

6 in DDT for 32 DES 4-bit S-Boxes.
7

4-Bit S-Box Total no of 8s in DAT Total no of 0s in DDT

E 4 D 1 2 F B 8 3 A 6 C 5 9 0 7 36 168

0 F 7 4 E 2 D 1 A 6 C B 9 5 3 8 36 168

4 1 E 8 D 6 2 B F C 9 7 3 A 5 0 36 168

F C 8 2 4 9 1 7 5 B 3 E A 0 6 D 42 166

F 1 8 E 6 B 3 4 9 7 2 D C 0 5 A 30 162

3 D 4 7 F 2 8 E C 0 1 A 6 9 B 5 30 166

0 E 7 B A 4 D 1 5 8 C 6 9 3 2 F 21 166

D 8 A 1 3 F 4 2 B 6 7 C 0 5 E 9 36 168

A 0 9 E 6 3 F 5 1 D C 7 B 4 2 8 30 162

D 7 0 9 3 4 6 A 2 8 5 E C B F 1 30 168

D 6 4 9 8 F 3 0 B 1 2 C 5 A E 7 21 166

1 A D 0 6 9 8 7 4 F E 3 B 5 2 C 30 174

7 D E 3 0 6 9 A 1 2 8 5 B C 4 F 36 168

D 8 B 5 6 F 0 3 4 7 2 C 1 A E 9 36 168

A 6 9 0 C B 7 D F 1 3 E 5 2 8 4 36 168

3 F 0 6 A 1 D 8 9 4 5 B C 7 2 E 36 168

2 C 4 1 7 A B 6 8 5 3 F D 0 E 9 30 162

E B 2 C 4 7 D 1 5 0 F A 3 9 8 6 36 166

4 2 1 B A D 7 8 F 9 C 5 6 3 0 E 27 160

B 8 C 7 1 E 2 D 6 F 0 9 A 4 5 3 18 166

C 1 A F 9 2 6 8 0 D 3 4 E 7 5 B 36 159

A F 4 2 7 C 9 5 6 1 D E 0 B 3 8 36 164

9 E F 5 2 8 C 3 7 0 4 A 1 D B 6 18 168

4 3 2 C 9 5 F A B E 1 7 6 0 8 D 30 162

4 B 2 E F 0 8 D 3 C 9 7 5 A 6 1 30 168

D 0 B 7 4 9 1 A E 3 5 C 2 F 8 6 30 166

1 4 B D C 3 7 E A F 6 8 0 5 9 2 36 168

6 B D 8 1 4 A 7 9 5 0 F E 2 3 C 0 173

D 2 8 4 6 F B 1 A 9 3 E 5 0 C 7 30 161

1 F D 8 A 3 7 4 C 5 6 B 0 E 9 2 27 174

7 B 4 1 9 C E 2 0 6 A D F 3 5 8 18 166

2 1 E 7 4 A 8 D F C 9 0 3 5 6 B 39 168
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1 Title . Table.16.

2

3

R|C 1 2 3 4 5 6 7 8 9 A B C D E F G H

1 IBF4 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1

2 OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0

3 CIBF4 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0

4 COBF 0 1 0 1 0 1 0 0 1 0 1 0 0 1 1 1

5 DBF 1 1 1 1 0 0 1 1 1 1 1 1 0 0 1 1

6 Number of bits changed in COBF 12

4  

5

R|C 1 2 3 4 5 6 7 8 9 A B C D E F G H

7 IBF3 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1

8 OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0

9 CIBF3 1 1 1 1 0 0 0 0 1 1 1 1 0 0 0 0

A COBF 0 1 1 1 1 0 1 0 0 1 0 0 0 1 0 1

B DBF 1 1 0 1 1 1 0 1 0 0 0 1 0 0 0 1

C Number of bits changed in COBF 8

6

7

R|C 1 2 3 4 5 6 7 8 9 A B C D E F G H

D IBF2 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1

E OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0

F CIBF2 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0

G COBF 1 0 1 0 1 1 0 1 0 1 0 1 0 0 0 1

H DBF 0 0 0 0 1 0 1 0 0 0 0 0 0 1 0 1

I Number of bits changed in COBF 4

8

9

R|C 1 2 3 4 5 6 7 8 9 A B C D E F G H

J IBF1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

K OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0

L CIBF1 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0

M COBF 0 1 0 1 1 0 1 1 1 0 1 0 1 0 0 0

N DBF 1 1 1 1 1 1 0 0 1 1 1 1 1 1 0 0

O Number of bits changed in COBF 12

10
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11 Table.16. SAC Criterion for 4-bit BFs.

12

13

14
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1 Title . Table.18.
2

3

4

5

6

R|C 1 2 3 4 5 6 7 8 9 A B C D E F G H

1 Hex 

Index

Pos 

INB 

0

4321

1

4321

2

4321

3

4321

4

4321

5

4321

6

4321

7

4321

8

4321

9

4321

A

4321

B

4321

C

4321

D

4321

E

4321

F

4321

2 INB 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

3 S-box E 4 D 1 2 F B 8 3 A 6 C 5 9 0 7

4 OBF1 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0

5 OBF2 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 1

6 OBF3 1 0 0 0 1 1 1 0 1 1 1 0 0 0 0 1

7 OBF4 0 0 1 1 0 1 1 0 1 0 0 0 1 1 0 1

7

8 Table.18. S-Box and OBFs for SAC Test of 4-bit BFs as well as 4-bit Crypto S-Boxes.

9

PeerJ Preprints | https://doi.org/10.7287/peerj.preprints.3202v1 | CC BY 4.0 Open Access | rec: 28 Aug 2017, publ: 28 Aug 2017



Table 18(on next page)

Table.19.

PeerJ Preprints | https://doi.org/10.7287/peerj.preprints.3202v1 | CC BY 4.0 Open Access | rec: 28 Aug 2017, publ: 28 Aug 2017



1 Title . Table.19.
2

3

Flip of 1 bit of Index at 

Pos. 1

Flip of 1 bit of Index at 

Pos. 2

Flip of 1 bit of Index at Pos. 

3

Flip of 1 bit of Index at Pos. 

4

Col |

Row

1 2 3 4 5 6 7 8 9 A B C D E F G H I J K

1 B-Flip A-Flip 1 1’ C B-Flip A-Flip 2 2’ C B-Flip A-Flip 3 3’ C B-Flip A-Flip 4 4’ C

2 0000 0001 1 0 1 0000 0010 1 1 0 0000 0100 1 0 1 0000 1000 1 0 1

3 0001 0000 0 1 1 0001 0011 0 0 0 0001 0101 0 1 1 0001 1001 0 1 1

4 0010 0011 1 0 1 0010 0000 1 1 0 0010 0110 1 1 0 0010 1010 1 0 1

5 0011 0010 0 1 1 0011 0001 0 0 0 0011 0111 0 1 1 0011 1011 0 1 1

6 0100 0101 0 1 1 0100 0110 0 1 1 0100 0000 0 1 1 0100 1100 0 0 0

7 0101 0100 1 0 1 0101 0111 1 1 0 0101 0001 1 0 1 0101 1101 1 1 0

8 0110 0111 1 1 0 0110 0100 1 0 1 0110 0010 1 1 0 0110 1110 1 0 1

9 0111 0110 1 1 0 0111 0101 1 1 0 0111 0011 1 0 1 0111 1111 1 0 1

A 1000 1001 0 1 1 1000 1010 0 0 0 1000 1100 0 0 0 1000 0000 0 1 1

B 1001 1000 1 0 1 1001 1011 1 1 0 1001 1101 1 1 0 1001 0001 1 0 1

C 1010 1011 0 1 1 1010 1000 0 0 0 1010 1110 0 0 0 1010 0010 0 1 1

D 1011 1010 1 0 1 1011 1001 1 1 0 1011 1111 1 0 1 1011 0011 1 0 1

E 1100 1101 0 1 1 1100 1110 0 0 0 1100 1000 0 0 0 1100 0100 0 0 0

F 1101 1100 1 0 1 1101 1111 1 0 1 1101 1001 1 1 0 1101 0101 1 1 0

G 1110 1111 0 0 0 1110 1100 0 0 0 1110 1010 0 0 0 1110 0110 0 1 1

H 1111 1110 0 0 0 1111 1101 0 1 1 1111 1011 0 1 1 1111 0111 0 1 1

I  No of Bits Changed due to 

Flip 12

No of Bits Changed due to 

Flip 4

No of Bits Changed due to 

Flip 8

No of Bits Changed due to 

Flip 12

4

5

6 Table.19. SAC Test of 4-bit BFs and 4-Bit Crypto S-Boxes.
7
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1 Title . Table.20.
2

3

R|C 1 2 3 4 5 6 7 8 9 A B C D E F G H

1 Hex 

Index

Pos 

INB 

0

4321

1

4321

2

4321

3

4321

4

4321

5

4321

6

4321

7

4321

8

4321

9

4321

A

4321

B

4321

C

4321

D

4321

E

4321

F

4321

2 INB 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

3 S-box E 4 D 1 2 F B 8 3 A 6 C 5 9 0 7

4 OBF1 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0

5 OBF2 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 1

6 OBF3 1 0 0 0 1 1 1 0 1 1 1 0 0 0 0 1

7 OBF4 0 0 1 1 0 1 1 0 1 0 0 0 1 1 0 1

4

5 Table.20. S-Box and OBFs for HO-SAC Test of 4-bit BFs as well as 4-bit Crypto S-Boxes.

6
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Table.21.
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1    Title . Table.21.
2

3

R|C 21-A 2 3 4 5 6 7 8 9 A B C D E F G H

1 IBF4 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1

2 IBF3 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1

3 OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0
4 CIBF4 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0

5 CIBF3 1 1 1 1 0 0 0 0 1 1 1 1 0 0 0 0

6 Step 1 0 1 0 1 0 1 0 0 1 0 1 0 0 1 1 1

7 Step 2 0 1 0 0 0 1 0 1 0 1 1 1 1 0 1 0

8 COBF 0 1 0 0 0 1 0 1 0 1 1 1 1 0 1 0

9 DBF 1 1 1 0 0 0 1 0 0 0 1 0 1 0 1 0

A Number of bits changed in COBF 6
4

5

R|C 21-B 2 3 4 5 6 7 8 9 A B C D E F G H

1 IBF4 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1

2 IBF2 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1

3 OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0
4 CIBF4 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0

5 CIBF2 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0

6 Step 1 0 1 0 1 0 1 0 0 1 0 1 0 0 1 1 1

7 Step 2 0 1 0 1 0 0 0 1 1 0 1 0 1 1 0 1

8 COBF 0 1 0 1 0 0 0 1 1 0 1 0 1 1 0 1

9 DBF 1 1 1 1 0 1 1 0 1 1 1 1 1 0 0 1

A Number of bits changed in COBF 12
6

7

R|C 21-C 2 3 4 5 6 7 8 9 A B C D E F G H

1 IBF4 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1

2 IBF1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

3 OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0
4 CIBF4 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0

5 CIBF1 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0

6 Step 1 0 1 0 1 0 1 0 0 1 0 1 0 0 1 1 1

7 Step 2 1 0 1 0 1 0 0 0 0 1 0 1 1 0 1 1

8 COBF 1 0 1 0 1 0 0 0 0 1 0 1 1 0 1 1

9 DBF 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1

A Number of bits changed in COBF 8
8

9

10

11

12

13

14

R|C 21-D 2 3 4 5 6 7 8 9 A B C D E F G H

1 IBF3 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1

2 IBF1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

3 OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0
4 CIBF3 1 1 1 1 0 0 0 0 1 1 1 1 0 0 0 0

5 CIBF1 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0

6 Step 1 0 1 1 1 1 0 1 0 0 1 0 0 0 1 0 1
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7 Step 2 1 0 1 1 0 1 0 1 1 0 0 0 1 0 1 0

8 COBF 1 0 1 1 0 1 0 1 1 0 0 0 1 0 1 0

9 DBF 0 0 0 1 0 0 1 0 1 1 0 1 1 1 1 0

A Number of bits changed in COBF 8
15

16

R|C 21-E 2 3 4 5 6 7 8 9 A B C D E F G H

1 IBF2 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1

2 IBF1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

3 OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0
4 CIBF2 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0

5 CIBF1 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0

6 Step 1 1 0 1 0 1 1 0 1 0 1 0 1 0 0 0 1

7 Step 2 0 1 0 1 1 1 1 0 1 0 1 0 0 0 1 0

8 COBF 0 1 0 1 1 1 1 0 1 0 1 0 0 0 1 0

9 DBF 1 1 1 1 1 0 0 1 1 1 1 1 0 1 1 0

A Number of bits changed in COBF 12
17

R|C 21-F 2 3 4 5 6 7 8 9 A B C D E F G H

1 IBF3 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1

2 IBF2 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1

3 OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0
4 CIBF3 1 1 1 1 0 0 0 0 1 1 1 1 0 0 0 0

5 CIBF2 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0

6 Step 1 0 1 1 1 1 0 1 0 0 1 0 0 0 1 0 1

7 Step 2 1 1 0 1 1 0 1 0 0 0 0 1 0 1 0 1

8 COBF 1 1 0 1 1 0 1 0 0 0 0 1 0 1 0 1

9 DBF 0 1 1 1 1 1 0 1 0 1 0 0 0 0 0 1

A Number of bits changed in COBF 8
18

R|C 21-G 2 3 4 5 6 7 8 9 A B C D E F G H

1 IBF4 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1

2 IBF3 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1

3 IBF2 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1

4 OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0
5 CIBF4 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0

6 CIBF3 1 1 1 1 0 0 0 0 1 1 1 1 0 0 0 0

7 CIBF2 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0

8 Step 1 0 1 0 1 0 1 0 0 1 0 1 0 0 1 1 1

  9 Step 2 0 1 0 0 0 1 0 1 0 1 1 1 1 0 1 0

A Step 3 0 0 0 1 0 1 0 1 1 1 0 1 1 0 1 0

B COBF 0 0 0 1 0 1 0 1 1 1 0 1 1 0 1 0

C DBF 1 0 1 1 0 0 1 0 1 0 0 0 1 1 1 0

D Number of bits changed in COBF 8
19

20

21

22

23

24

R|C 21-H 2 3 4 5 6 7 8 9 A B C D E F G H

1 IBF4 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1

2 IBF3 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1

3 IBF1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

4 OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0
5 CIBF4 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0

PeerJ Preprints | https://doi.org/10.7287/peerj.preprints.3202v1 | CC BY 4.0 Open Access | rec: 28 Aug 2017, publ: 28 Aug 2017



6 CIBF3 1 1 1 1 0 0 0 0 1 1 1 1 0 0 0 0

7 CIBF1 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0

8 Step 1 0 1 0 1 0 1 0 0 1 0 1 0 0 1 1 1

  9 Step 2 0 1 0 0 0 1 0 1 0 1 1 1 1 0 1 0

A Step 3 1 0 0 0 1 0 1 0 1 0 1 1 0 1 0 1

B COBF 1 0 0 0 1 0 1 0 1 0 1 1 0 1 0 1

C DBF 0 0 1 0 1 1 0 1 1 1 1 0 0 0 0 1

D Number of bits changed in COBF 8
25

R|C 21-I 2 3 4 5 6 7 8 9 A B C D E F G H

1 IBF4 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1

2 IBF2 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1

3 IBF1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

4 OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0
5 CIBF4 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0

6 CIBF2 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0
7 CIBF1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

8 Step 1 0 1 0 1 0 1 0 0 1 0 1 0 0 1 1 1

  9 Step 2 0 1 0 1 0 0 0 1 1 0 1 0 1 1 0 1

A Step 3 1 0 1 0 0 0 1 0 0 1 0 1 1 1 1 0

B COBF 1 0 1 0 0 0 1 0 0 1 0 1 1 1 1 0

C DBF 0 0 0 0 0 1 0 1 0 0 0 0 1 0 1 0

D Number of bits changed in COBF 4
26

R|C 21-J 2 3 4 5 6 7 8 9 A B C D E F G H

1 IBF3 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1

2 IBF2 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1

3 IBF1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

4 OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0
5 CIBF3 1 1 1 1 0 0 0 0 1 1 1 1 0 0 0 0

6 CIBF2 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0

7 CIBF1 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0

8 Step 1 0 1 1 1 1 0 1 0 0 1 0 0 0 1 0 1

  9 Step 2 1 1 0 1 1 0 1 0 0 0 0 1 0 1 0 1

A Step 3 1 1 1 0 0 1 0 1 0 0 1 0 1 0 1 0

B COBF 1 1 1 0 0 1 0 1 0 0 1 0 1 0 1 0

C DBF 0 1 0 0 0 0 1 0 0 1 1 1 1 1 1 0

D Number of bits changed in COBF 8
27

28 Table.21. Table of HO-SAC Test and Complement Method of HO-SAC Test of 4-bit BFs

29

30
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Table.22.
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1 Title . Table.22.
Table.22-A

Flip of 2 bit of INB at Pos. 21 Flip of 2 bits of INB at Pos. 31 Flip of 2 bits of INB at Pos. 41 Flip of 2 bits of INB at Pos. 32Col |

Row 1 2 3 4 5 6 7 8 9 A B C D E F G H I J K

1 B-Flip A-Flip 1 1’ C B-Flip A-Flip 2 2’ C B-Flip A-Flip 3 3’ C B-Flip A-Flip 4 4’ C

2 0000 0011 1 0 1 0000 0101 1 1 0 0000 1001 1 1 0 0000 0110 1 1 0

3 0001 0010 0 1 1 0001 0100 0 0 0 0001 1000 0 0 0 0001 0111 0 1 1

4 0010 0001 1 0 1 0010 0111 1 1 0 0010 1011 1 1 0 0010 0100 1 0 1

5 0011 0000 0 1 1 0011 0100 0 1 1 0011 1010 0 0 0 0011 0101 0 1 1

6 0100 0111 0 1 1 0100 0001 0 0 0 0100 1101 0 1 1 0100 0010 0 1 1

7 0101 0110 1 1 0 0101 0000 1 1 0 0101 1100 1 0 1 0101 0011 1 0 1

8 0110 0100 1 1 0 0110 0011 1 0 1 0110 1111 1 0 1 0110 0000 1 1 0

9 0111 0101 1 0 1 0111 0010 1 1 0 0111 1110 1 0 1 0111 0001 1 0 1

A 1000 1011 0 1 1 1000 1101 0 1 1 1000 0001 0 0 0 1000 1110 0 0 0

B 1001 1010 1 0 1 1001 1100 1 0 1 1001 0000 1 1 0 1001 1111 1 0 1

C 1010 1001 0 1 1 1010 1111 0 0 0 1010 0011 0 0 0 1010 1100 0 0 0

D 1011 1000 1 0 1 1011 1100 1 0 1 1011 0010 1 1 0 1011 1101 1 1 0

E 1100 1111 0 0 0 1100 1001 0 1 1 1100 0101 0 1 1 1100 1010 0 0 0

F 1101 1110 1 0 1 1101 1000 1 0 1 1101 0100 1 0 1 1101 1011 1 1 0

G 1110 1100 0 1 1 1110 1011 0 1 1 1110 0111 0 1 1 1110 1000 0 0 0

H 1111 1101 0 0 0 1111 1010 0 0 0 1111 0110 0 1 1 1111 1001 0 1 1

I  No of Bits Changed due to Flip 12 No of Bits Changed due to Flip 8 No of Bits Changed due to Flip 8 No of Bits Changed due to Flip 8

2

Table.22-B

Flip of 2 bit of INB at Pos. 42 Flip of 2 bits of INB at Pos. 43 Flip of 2 bits of INB at Pos. 321 Flip of 2 bits of INB at Pos. 421Col |

Row 1 2 3 4 5 6 7 8 9 A B C D E F G H I J K

1 B-Flip A-Flip 5 5’ C B-Flip A-Flip 6 6’ C B-Flip A-Flip 1 1’ C B-Flip A-Flip 2 2’ C

2 0000 1010 1 0 1 0000 1100 1 0 1 0000 0111 1 1 0 0000 1011 1 1 0

3 0001 1011 0 1 1 0001 1101 0 1 1 0001 0110 0 1 1 0001 1010 0 0 0

4 0010 1000 1 0 1 0010 1110 1 0 1 0010 0101 1 1 0 0010 1001 1 1 0

5 0011 1001 0 1 1 0011 1111 0 0 0 0011 0100 0 0 0 0011 1000 0 0 0

6 0100 1110 0 0 0 0100 1000 0 0 0 0100 0011 0 0 0 0100 1111 0 0 0

7 0101 1111 1 0 1 0101 1001 1 1 0 0101 0010 1 1 0 0101 1110 1 0 1

8 0110 1100 1 0 1 0110 1010 1 0 1 0110 0001 1 0 1 0110 1101 1 1 0

9 0111 1101 1 1 0 0111 1011 1 1 0 0111 0000 1 1 0 0111 1100 1 0 1

A 1000 0010 0 1 1 1000 1100 0 0 0 1000 1111 0 0 0 1000 0011 0 0 0

B 1001 0011 1 0 1 1001 1101 1 1 0 1001 1110 1 0 1 1001 0010 1 1 0

C 1010 0000 0 1 1 1010 1110 0 1 1 1010 1101 0 1 1 1010 0001 0 0 0

D 1011 0001 1 0 1 1011 1111 1 1 0 1011 1100 1 0 1 1011 0000 1 1 0

E 1100 0110 0 1 1 1100 1000 0 1 1 1100 1011 0 1 1 1100 0111 0 1 1

F 1101 0111 1 1 0 1101 1001 1 0 1 1101 1010 1 0 1 1101 0110 1 1 0

G 1110 0100 0 0 0 1110 1010 0 1 1 1110 1001 0 1 1 1110 0101 0 1 1

H 1111 0101 0 1 1 1111 1011 0 0 0 1111 1000 0 0 0 1111 0100 0 0 0

I  No of Bits Changed due to Flip 12 No of Bits Changed due to Flip 8 No of Bits Changed due to Flip 8 No of Bits Changed due to Flip 4

3

4 Table.22. Description of Flip Method of HO-SAC Test of 4-bit BFs.
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5

6

Table.22-C

Flip of 2 bit of INB at Pos. 431 Flip of 2 bits of INB at Pos. 432Col |

Row 1 2 3 4 5 6 7 8 9 A

1 B-Flip A-Flip 3 3’ C B-Flip A-Flip 4 4’ C

2 0000 1101 1 1 0 0000 1110 1 0 1

3 0001 1100 0 0 0 0001 1111 0 0 0

4 0010 1111 1 0 1 0010 1100 1 0 1

5 0011 1110 0 0 0 0011 1101 0 1 1

6 0100 1001 0 1 1 0100 1010 0 0 0

7 0101 1000 1 0 1 0101 1011 1 1 0

8 0110 1011 1 1 0 0110 1000 1 0 1

9 0111 1010 1 0 1 0111 1001 1 1 0

A 1000 0101 0 1 1 1000 0110 0 1 1

B 1001 0100 1 0 1 1001 0111 1 1 0

C 1010 0111 0 1 1 1010 0100 0 0 0

D 1011 0110 1 1 0 1011 0101 1 1 0

E 1100 0001 0 0 0 1100 0010 0 1 1

F 1101 0000 1 1 0 1101 0011 1 0 1

G 1110 0011 0 0 0 1110 0000 0 1 1

H 1111 0010 0 1 1 1111 0001 0 0 0

I  No of Bits Changed due to Flip 8 No of Bits Changed due to Flip 8

7

8 Table.22. Description of Flip Method of HO-SAC Test of 4-bit BFs (Continued..).

9
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Table.23.
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1 Title . Table.23.
2

3

R|C 23-A 2 3 4 5 6 7 8 9 A B C D E F G H

1 IBF4 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1

2 IBF3 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1

3 IBF2 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1

4 IBF1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

5 OBF 1 0 1 0 0 1 1 1 0 1 0 1 0 1 0 0
6 CIBF4 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0

7 CIBF3 1 1 1 1 0 0 0 0 1 1 1 1 0 0 0 0

8 CIBF2 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0
  9 CIBF1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

A Step 1 0 1 0 1 0 1 0 0 1 0 1 0 0 1 1 1

B Step 2 0 1 0 0 0 1 0 1 0 1 1 1 1 0 1 0

C Step 3 0 0 0 1 0 1 0 1 1 1 0 1 1 0 1 0

D Step 4 0 0 1 0 1 0 1 0 1 1 1 0 0 1 0 1

E COBF 0 0 1 0 1 0 1 0 1 1 1 0 0 1 0 1

F DBF 1 0 0 0 1 1 0 1 1 0 1 1 0 0 0 1

G Number of bits changed in COBF 8
4

5

6

7

23-B

Flip of 2 bit of INB at Pos. 4321Col |

Row 1 2 3 4 5

1 B-Flip A-Flip 3 3’ C

2 0000 1111 1 0 1

3 0001 1100 0 0 0

4 0010 1101 1 1 0

5 0011 1100 0 0 0

6 0100 1011 0 1 1

7 0101 1010 1 0 1

8 0110 1001 1 1 0

9 0111 1000 1 0 1

A 1000 0111 0 1 1

B 1001 0100 1 1 0

C 1010 0101 0 1 1

D 1011 0100 1 0 1

E 1100 0011 0 0 0

F 1101 0010 1 1 0

G 1110 0001 0 0 0

H 1111 0000 0 1 1

I  No of Bits Changed due to Flip 8

8

9 Table.23. Table of Extension to SAC and HO-SAC of 4-bit BFs and 4-bit Crypto

10 S-Boxes in both Complement and Flip Method.

11

12
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