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Steganography and Steganalysis in recent years have become an important area of

research involving dierent applications. Steganography is the process of hiding secret data

into any digital media without any signicant notable changes in a cover object, while

steganalysis is the process of detecting hiding content in the cover object. In this study, we

evaluated one of the modern automated steganalysis tools, Stegdetect, to study its false

negative rates when analysing a bulk of images. In so doing, we used JPHide method to

embed a randomly generated messages into 2000 JPEG images. The aim of this study is to

help digital forensics analysts during their investigations by means of providing an idea of

the false negative rates of Stegdetect. This study found that (1) the false negative rates

depended largely on the tool's sensitivity values, (2) the tool had a high false negative rate

between the sensitivity values from 0.1 to 3.4 and (3) the best sensitivity value for

detection of JPHide method was 6.2. It is recommended that when analysing a huge bulk of

images forensic analysts need to take into consideration sensitivity values to reduce the

false negative rates of Stegdetect.
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Abstract7 7

Steganography and Steganalysis in recent years have become an important area of research8 8

involving different applications. Steganography is the process of hiding secret data into any9 9

digital media without any significant notable changes in a cover object, while steganalysis10 10

is the process of detecting hiding content in the cover object. In this study, we evaluated11 11

one of the modern automated steganalysis tools, Stegdetect, to study its false negative rates12 12

when analysing a bulk of images. In so doing, we used JPHide method to embed a randomly13 13

generated messages into 2000 JPEG images. The aim of this study is to help digital forensics14 14

analysts during their investigations by means of providing an idea of the false negative rates15 15

of Stegdetect. This study found that (1) the false negative rates depended largely on the16 16

tool’s sensitivity values, (2) the tool had a high false negative rate between the sensitivity17 17

values from 0.1 to 3.4 and (3) the best sensitivity value for detection of JPHide method was18 18

6.2. It is recommended that when analysing a huge bulk of images forensic analysts need to19 19

take into consideration sensitivity values to reduce the false negative rates of Stegdetect.20 20

Keywords: Steganography, Steganalysis, Stegdetect, False Negative Rates, Digital21 21

Forensics, Data Embedding.22 22

1. Introduction23 23

In recent times, the rapid growth in computer technology has become core in our lives.24 24

The technological advancement such as cloud computing, Internet of Things, and social me-25 25

dia platforms has brought about efficiency, effectiveness, and convenience to both individual26 26

and organisational users. However, there is a downside to all this. This has provided a27 27

new type of risk and threats. Due to an increasing reliance upon devices those users are28 28

exposed to various cyber security risks[1]. In particular, individuals as well as organisations29 29

which essentially value information secrecy and privacy were greatly concerned about how30 30

to secure their data. Information hiding has become a pivotal characteristic of digital soci-31 31

ety. Against this backdrop, several methods such as steganography and cryptography with32 32
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complex algorithms have been developed to secure information privacy [2]. Cryptography is33 33

intended to conceal the content of messages via data encryption or scrambling, but it cannot34 34

hide their existence [3]. In contrast to this, the main purpose of steganography is to hide35 35

the existence of any secret information in any cover media file [4, 5, 2, 3]. If successful, it in36 36

principle attracts no suspicion at all. This is the main reason why steganography in recent37 37

times has received the most attention. Steganography is not only used in information hiding38 38

but can be used for a wide range of purposes, such as copyright and e-document forging39 39

prevention [6].40 40

The problem of detecting hidden content was first formulated in a clear manner by41 41

Simmons [7], who modelled the problem as two prisoners attempting to communicated in42 42

a covert manner secret messages related to the plan of escape from the prison, whilst the43 43

warden would inspect every message communicated. If suspecting that hidden content was44 44

included in a message, the warden would then destroy the message and send the two prisoners45 45

into solitary confinement. This is known as the prisoners problem. In fact, there are a lot46 46

of real life applications of steganography in politics, diplomacy, and military [3].47 47

In hiding information using a steganographic procedure, one needs both an embedding48 48

algorithm, which takes as input a cover media file in which the secret data message will be49 49

embedded resulting in a stego-file. On the other end, one needs a detection algorithm that50 50

identifies the stego-file with an affirmation of the existence of the secret message and an51 51

extraction algorithm to extract the secret message from the stego-file. This method used in52 52

extracting and detecting steganographic activities in any stego-file is called steganalysis.53 53

2. Related work54 54

In terms of information hiding, steganography and watermarking are interconnected [8].55 55

Although they share some technical traits, the largest difference is their purpose of use. The56 56

former is aimed at engaging in secret communication while the latter is for verifying the57 57

identity and authenticity of the owner. [9, 8] argue that imperceptibility, robustness, and58 58

payload capacity are parameters of steganography. Compared to this, watermarking con-59 59

cerns the most whether it is robust in order to avoid watermarks being removed or replaced.60 60

These parameters can be referred to distinguish it from watermarking and cryptography as61 61

well as to compare various types of steganograpy techniques.62 62

There are two groups of people who use steganographic techniques. A steganographer63 63

uses analysis tools to reassure whether a steganographic process has been successful, and64 64

thus the message is undetectable or unreadable [10]. On the opposite side, a stegoanalyst65 65

attempts to detect and read stego-messages. In either way, steganalysis involves two stages:66 66

(1) identifying the existence of steganographic messages and (2) reading the embedded67 67

message [11].68 68

Various digital steganography methods have been developed in recent years. One com-69 69

monality is that all methods is based on the fundamental concept that secret messages are70 70

embedded in a cover medium to create an output, a stego-file. There are a wide range of71 71

steganograpy techniques depending on a type of a cover medium (e.g., text, image, video72 72

and audio).73 73

2

PeerJ Preprints | https://doi.org/10.7287/peerj.preprints.27339v1 | CC BY 4.0 Open Access | rec: 12 Nov 2018, publ: 12 Nov 2018



It has been an ongoing debate whether steganography is actually used by terrorists or74 74

criminals. [12] scanned a couple of million images and identified 20,000 suspicious images75 75

using ’Stegdetect’. Although no hidden messages were identified in the research, we can-76 76

not categorically conclude that stegnography was not misused by malicious actors. Before77 77

making the conclusion, available tools should be examined whether they are reliable or not.78 78

Therefore it is of importance to check their reliability. However, there have been few research79 79

on this.80 80

Detection of steganographic messages does not necessarily have to reveal the hidden81 81

content, but merely detecting their presence can carry significant implications in that this82 82

can draw unwanted attention from opposite parties. As such, the precision of the detection83 83

algorithm is one of its important attributes. This presents a crucial implication to digital84 84

forensic analysts. [13] defined digital forensic as the approved method used to preserve,85 85

collect, validate, identify, analyse, interpret evidence obtained for a digital investigation.86 86

In the digital communication era, any sort of criminal investigations are bound to involve87 87

digital devices. To establish facts in the court of law, digital data stored on the devices such88 88

as computers and smartphones have to be investigated by a digital forensic analyst.89 89

As malicious actors are equipped with state-of-the-art technologies, forensic analysts have90 90

tried to keep pace with them. According to [14], in digital crime there are different methods91 91

used by an analyst during their investigation. These methods throughout the investigation92 92

must be done in a forensically sound manner. [15] noted that an investigation is successful93 93

and acceptable if the evidence obtained from the original source is not altered in any way.94 94

Morever, to raise criminal arrests and convictions, forensic analysts need to ponder over how95 95

to reduce the false negative ratio of a tool. If the false negative ratio is high, this indicates96 96

that there is a high possibility that a stego-file is not detected, failing to weed out criminals.97 97

In this respect, this study aims to investigate the false negative rates of a steganalysis tool,98 98

Stegdetect, in order to examine whether this is a reliable tool for digital forensic analysts.99 99

100 100

Some general terms used through out the study are explained as follows.101 101

Cover-media file: for a secret data message to be successfully communicated using steganog-102 102

raphy method, it requires a cover-media file which the message will be embedded into.103 103

Secret message: this is the information we want to prevent any eavesdropper from detect-104 104

ing.105 105

Stego-key: the key generated during the embedding process and will also be required dur-106 106

ing the extraction.107 107

Stego-algorithm: is the method used to embed the secret data into a cover file and often108 108

require the same method for extraction unless an eavesdropper uses brute force attack on109 109

the algorithm.110 110

False negative: during analysis of a stego-file the tool for the analysis wrongly indicates111 111

that the stego-file is a non-stego-file.112 112
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3. Methodology113 113

3.1. Selecting a steganalysis tool: Stegdetect114 114

The study has selected one of the automated steganalysis tools, Stegdetect developed by115 115

Niels Provos. The purpose of the tool is to identify steganographic content by analysing116 116

JPEG images. It is able to detect several steganographic methods (F5 (header analy-117 117

sis), JPHide, invisble secret, outguest and camouflage) [16]. In analysing JPEG images118 118

it expresses the level of detection accuracy by appending stars (*, **, ***) to whichever119 119

steganographic method is detected. One star means the level of confidence in the detection120 120

of the specific steganographic method is low, two star means the level of confidence in the121 121

identification of steganographic method is quite good, and three star shows a high level of122 122

confidence in it. In this paper, we have used Stegdetect Windows version 0.4 which has123 123

an easy to use graphical interface. The tool’s detection rate was based on the sensitivity124 124

value which is between 0.1 and 10.0. However, we have considered sensitivities of (0.1, 0.3,125 125

0.5, 0.7, 10.0). [17] indicated that the sensitivity values affect the tool’s false-negative ratio.126 126

These below show a sample output of Stegdetect.127 127

stegdetect ∗ .jpg128 128

Man..jpg : Negative129 129

Science.jpg : jphide(∗∗)130 130

Sports.jpg : outguess(old)jphide(∗)131 131

Image.jpg : skipped(FalsePositivelikely)132 132

133 133

3.2. Selecting a steganographic method: JPHide134 134

To achieve the purpose of the paper, we looked for a popular steganographic method135 135

that embeds data in JPEG image which is detectable by Stegdetect. JPHide has both Win-136 136

dows and Linux version developed by A. Latham in 1999 [18]. In this paper we have chosen137 137

the Window version 0.5 with a user-friendly interface. Jphide uses least significant bit of138 138

the discrete cosine transform coefficient to hide data into any image with JPEG format.139 139

Meanwhile, according to [19], 5 percent insertion rate of data into an image will be very140 140

difficult to identify in the absence of the original image. Detection of the Jphide method141 141

is independent of the size of the message embedded into the image. This below shows the142 142

process we used in generating stego images.143 143

144 144

Stego image generation requirement145 145

• Cover object146 146

• Secret message147 147

• Steganographic tool148 148

Procedure used for encoding149 149

• Load cover image into jphide150 150
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• Create passphrase151 151

• Read secret message into cover image with the aid of jphide152 152

• The image has now been modified resulting in a stego-image153 153

3.3. A collection of image data154 154

To help us study the false negative using Stegdetect to analyse steganography content155 155

automatically, the tool require images that contain embedded data. This research is based156 156

upon hiding bits of messages into 2000 JPEG images files using the embedding tool, JPHide.157 157

We searched and selected images from Sam Houston State University, University of Wash-158 158

ington and Google image databases. Unfortunately, with our initial google images, there was159 159

a problem with the size of the images which affected the stego-object, which made statically160 160

modified after embedding obvious. To resolve the issue the following parameters were set161 161

for the downloading from google.162 162

• Size of image: 2MP (1600 X 1200)163 163

• Colour of image: Any164 164

• Type of image: Any165 165

• Time: Any166 166

• Image file type: JPG files167 167

• Usage rights not filtered by license168 168

However, we also activated both the search ON/OFF for the downloading of 300 images169 169

from Google to get the effect of this parameter on the outcome of the analysis. In addition170 170

to this, we also downloaded 700 clean JPEG images from University of Washington (De-171 171

partment of Computer science and Engineering) and 1000 images from Sam Houston State172 172

University image, 500 untouched and 500 manipulated with 75 bot quality.173 173

3.4. Software and hardware specifications174 174

An automated utility, Stegdetect, which analyses bulk images with a hidden message with175 175

JPHide has been chosen to study its false negatives. For this purpose, we obtained JPHide176 176

version 0.5 as well as the Windows version of Stegdetect. We regulated the sensitivity value177 177

of Stegdetect against 2000 stego-object (obtained from different image databases such as178 178

google, Sam Houston State University and University of Washington). It was installed on a179 179

Windows 7 enterprise core i5 with 8 GB RAM.180 180
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4. Results181 181

All the results were analysed and interpreted in different phases deepening on the image182 182

dataset. Phase one analysed a total of 500 images manipulated by seam-carve from SAM183 183

Houston university image database, bot at 75 quality before embedding using jphide with184 184

randomly generated bits. The table below gives a summary of the overall detection during185 185

the analysis186 186

187 187

Table 1: The rate of sensitivity results from 500 images manipulated by Seam-carve

We noted that detection of jphide method in the images was based on the changes in the188 188

sensitivity values. However, other algorithms detected by the tool are the circumstances in189 189

which stegdetect during the analysis identified other steganographic methods which during190 190

the embedding process we did not use. Table 1 shows that the highest ratio of detection with191 191

sensitivity results is 67.13percent of the manipulated images by seam-carve which consid-192 192

ering the level of the ratio is very high. Meanwhile, detection results for jphide were very low.193 193

194 194

Table 2 shows samples of images hidden with messages using jphide195 195
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Table 2: Sample results of jphide method
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Table 3: The results from manipulated images by seam-carve based on sensitivity values

All results for false negative, jphide and other algorithm keep changing with change in196 196

sensitivity as shown in Table 3. The beginning of the analysis with low sensitivity value (0.1)197 197

the false negative ratio was very high (98 percent). However, a systematic drop was realised198 198

in the false negative ratio between sensitivity values 0.1 0.7, furthermore, the false negative199 199

ratio with sensitivity values 5.2 - 10.0 had a drastic drop as shown in Figure 1 below. Here200 200

it becomes clear that the tool became more effective in detecting steganographic method201 201

used in embedding the secret messages.202 202

Figure 1: False negative rate with different sensitivity value

203 203

As shown in Figure 1 above, between sensitivity values 0.1 0.5 there were no changes204 204

in the results for jphide. Meanwhile, detection of jphide increased substantially between 0.7205 205

10.0 with their related confidence levels (*, **, ***). Between 0.1 0.5 jphide (*) was stable206 206
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till it got to the range 0.7 3.4 when there was fluctuation in the detection ratio, it then207 207

had a sharp increased with 5.2 sensitivity, after which it experienced another sharp decrease208 208

between (7.3 10.0). Jphide (**) between 1.5 10.0 there was a constant increase except with209 209

sensitivity of 3.4 which experience some drop. However, jphide (***) maintain increasing of210 210

its ratio.211 211

Figure 2: Changes in the jphide rate with different sensitivities for seam carve manipulated images

Per the analysis above, the level of confidence in detection by stegdetect is directly pro-212 212

portional to the sensitivity values. Meaning, the higher the sensitivity value the higher the213 213

confidence in detecting jphide. Furthermore, the high increase of confidence in detecting214 214

jphide was between (3.4- 10.0). During the analysis, stegdetect detect other steganographic215 215

methods in the images other than jphide which we used. Figure 3 below shows that 0.2per-216 216

cent of the detection was for other algorithms between 0.3 0.7 sensitivity which stegdetect217 217

claims was used in embedding secret messages in those images. Meanwhile, the percentage218 218

of other algorithm detected increased to 0.4percent between (1.5 10.0). Finally, the im-219 219

ages from the database were already manipulated before jphide method was used to embed220 220

the messages. It is therefore possible that the images were manipulated using any of the221 221

algorithms detected during the analysis.222 222
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Figure 3: Changes in other algorithms detected with different sensitivities.

Phase two of the analysis was focused on 500 Seam-carve untouched (clean) images from223 223

SAM Houston university image database which were embedded with a secret message using224 224

jphide. Compared to the detection results of the manipoulated images, there was slight225 225

incease in the detection for the false negative ratio, skipped (false positive likely) and jphide226 226

(*) while other algorithms and jphide (**, ***) experience a slight decreased with different227 227

sensitivity as shown in Table 4 below228 228

229 229

Table 4: The rate of sensitivity results from 500 Seam-carving untouched images

As show in Table 4 above 67.78percent of the overall detection was false negative which230 230

is very high. However, with an increase in sensitivity, the detection ratio for false negative,231 231

10
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jphide and other algorithm all changed. Furthermore, as shown in Table 5 below, there232 232

was a significant increase in the confidence detection of steganographic method jphide with233 233

changes in sensitivity values. We observe slight changes in the detection between the ma-234 234

nipulated and the untouched Seam-carving images. Detection of jphide in the untouched235 235

images embedded with bits of messages started with 0.5 sensitivity while detection for jphide236 236

in the manipulated images started with 0.7 sensitivity, after which there was a continuous237 237

increase in the confidence in detection of jphide method.238 238

239 239

Table 5: The results of 500 images from seam carve untouched images with different sensitivity values

The false negative results for untouched seam-carving images at the beginning were high240 240

97.60percent as shown in 4 with 0.1 sensitivity value, this result is not different from the241 241

manipulated images, however there was slight decrease between 0.1 3.4, then there was242 242

massive fall in the false negative between 5.2 10.0 with increase in sensitivity value.243 243
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Figure 4: The overall false negative rate seam-carving untouched images with different sensitivity values.

The detection results for jphide (*, **, ***) between 0.5 3.4 was very marginal till244 244

the sensitivity was increased to 5.2 when jphide (*) had sharp increase meanwhile, with245 245

continuous increase in the sensitivity value between 7.3 10.0 the detection of jphide (*)246 246

experience a continuous decline, at the same time between 5.2 10.0 the level of confidence247 247

in detecting jphide (**) had a continuous increase while jphide (***) maintained its steady248 248

increase as shown in Figure 5 below.

Figure 5: Changes in the jphide rate with different sensitivities for seam carve untouched images

249 249
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Figure 6 shows that there was no effect of the sensitivity between 0.1 0.7 on the results250 250

for other algorithm detected, then between 1.5 10.0 there was a minor increase in the251 251

detection of other algorithms by the tool. However, between 3.4 10.0 the tool (stegdetect)252 252

maintain a constant detection ratio for other algorithms.253 253

Figure 6: Changes in other algorithms detected with different sensitivities.

Phase three of the experiment analysis 700 images from the Department of Computer254 254

and Engineering, university of Washington image database. Each image was embedded with255 255

a different generated bits of a message using jphide. During the analysis of the 700 stego-256 256

images, 3.71percent resulted in error between 0.1 10.0 sensitivity which compared to the257 257

volume of the images involved is quite small. In the case of the error images, stegdetect258 258

couldn’t analysis because of the following stated reason. 1. Bogus DQT index 6, 2. Invalid259 259

JPEG file structure: SOS before SOF, and the last 3. Quantization table 0x00 and 0x01 was260 260

not defined. The error rate can be seen in Table 6 below. It wealth noting that all the images261 261

analysed were subject to frequency counts. In other words, the analysis of any detection262 262

(false negative or jphide) was added to find the highest detection ratio (i.e a number of times263 263

a specific detection occur). After which they were quantified as shown in Table 6 below.264 264
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Table 6: The results of 700 images from Washington University image database with different sensitivity
values

The false negative result between 0.1 1.5 sensitivity was 78.29percent which is a bit265 265

high, then when the sensitivity was change between 3.4 10.0 there was a sharp drop and266 266

a continuous decline till it reaches 17.71percent. Moreover, comparing the false negative267 267

results of the previous seam-carving images (both manipulated and untouched images) we268 268

realised that with the previous experiment between 0.1 3.4 they had a significantly higher269 269

false negative ratio which was 80percent to 98percent before it had a sharp decline. Though270 270

the images fromWashington University seem to have had a low false negative ratio compared271 271

to the seam-carving images, they all seem to have had a sharp decrease at some point, then272 272

when the sensitivity was set to 5.2 it maintain slow but steady decrease as shown in Figure273 273

7 graph below274 274
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Figure 7: The overall false negative rate of Washington university image database with different sensitivity
values

The detection results of jphide (*, **, ***) started between sensitivity value (0.3 1.5),275 275

then there was a significant increase in the detection between (3.4 10.0).The detection for276 276

jphide (*) was consistently increasing till 3.4 -5.4 sensitivity when there was a height jump,277 277

meanwhile, between 7.3 -10.0 sensitivity the detection for jphide (*) started to decrease278 278

and jphide(**) also had similar result like in the case of jphide(*) where it experience a279 279

stable increase then a slight decrease with 0.7 sensitivity before it started to increase in280 280

detection again between 1.5 10.0 sensitivity. Finally, jphide (***) maintain a continuous281 281

steady increase in detection between 0.5 5.2 then a height jump in the detection between282 282

7.3 -10.0 as shown in Figure 8 graph below.283 283
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Figure 8: Changes in the jphide rate with different sensitivities for Washington university image database.

Phase four analysis 300 image from google (SAFE ON/OFF), the results for skipped false284 284

negative likely, and errors were changed with different sensitivity, other algorithms detection285 285

was constant between 0.7 10.0. The detection results for false negative was still between286 286

(0.1 3.4). However, with (5.2 10.0) sensitivity just like the previous experiment, there was287 287

a significant fall in the false negative ratio as shown in Figure 9 graph below.288 288
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Figure 9: The overall false negative rate of google image database (SAFE ON) with different sensitivity
values.

Again comparing the results with the other experiments conducted earlier the confidence289 289

level in jphide detection ratio keep change with changes in the sensitivity value as shown290 290

in figure 11 below. For this set of images jphide (*) had similar results we acquired from291 291

the images from seam carve and Washington university image databases respectively. For292 292

all those experiment there was sharp increase in detection ratio and then another sharp293 293

decline in detection for jphide (*) with different sensitivity values. However, jphide (** and294 294

***) had a different results from all the other experiments performed, for this experiment295 295

we realised a continuous increment in the detection ratio for both jphide (** and ***) with296 296

increasing sensitivity value as shown in Figure 10 below.297 297
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Figure 10: Changes in the jphide rate with different sensitivities for google image database (SAFE ON)

We realised that there were different results especially for the jphide and false nega-298 298

tive from all previous experiments. For instance, between (0.5 -10.0) sensitivity there was299 299

continuous and significantly higher confidence in detecting jphide (***) from the previous300 300

experiments. However, google safe(OFF) as shown in the table below gives slightly different301 301

results considering the confidence in detecting jphide(***).302 302

303 303

Table 7: The results of 150 images from google image database (SAFE OFF) with different sensitivity values
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The highest was again at the beginning of the experiment was the false negative ratio304 304

90.67percent, which is much different from the previous experiment, and had a further drop305 305

with increasing sensitivity. Figure 11 shows that the curve is not different from the previous306 306

experiment.

Figure 11: The overall false negative rate of google image database (SAFE OFF) with different sensitivity
values.

307 307

The detection results for jphide (***) from google safe (OFF) is different from the re-308 308

sults from the safe (NO) results. With the safe (off) detection of jphide (***) started and309 309

continuous to increase between (1.5 10), but detection for jphide(***) in safe(ON) started310 310

between (0.5 10.0), and jphide(*) continuous to increase in detection between 0.5 5.2 before311 311

the detection started to fall has sensitivity increase between 7.3 10.0. Finally, jphide (**)312 312

results at 1.5 5.2 sensitivity there was a steady increase before a quick and continues in-313 313

crease between 7.3 10.0. The two image groups were compared to show how the properties314 314

of images can affect the detection of Jphide method in images. Figure 12 gives a graphical315 315

representation of the jphide results.316 316
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Figure 12: Changes in the jphide rate with different sensitivities for google image database (SAFE OFF)

The final phase, analysis the overall false negative ratio of the tool, this is to help forensic317 317

analyst during an investigation by providing accurate statistics of stegdetect false negative318 318

ratio, because in the court of law the forensic analyst must prove beyond every reasonable319 319

doubt that the results of the tool can be relied upon as evidence. This analysis was done320 320

using the results from all the different image databases, note that all the images had different321 321

properties, because there were some that had been manipulated with dotted at a quality of322 322

75 and there were those that were untouched. The overall false negative results for all the323 323

different images it is very high between (0.1 3.4) but had a quick fall between (5.2 10.0), and324 324

as the false negative results drop the confidence in detecting jphide (*, **, ***) increases,325 325

this is an important information for the analyst investigating images from different sources.326 326

Especially noting that false negative ratio of the tool and how the higher the sensitivity327 327

between (5.2 10.0) influences the results of bulk images under investigation.328 328
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Table 8: The overall false negative rates of ALL the different image databases with different sensitivity
values.

Figure 13 below present the overall false negative ratio which was very high, but there329 329

is very important information about the graph the forensic analyst need to know. We set330 330

our acceptable false negative ratio to be 21percent, which intersect with the mean of all the331 331

false negative at some point on the sensitivity. All the different image at 5.2 sensitivity had332 332

a quick fall in the false negative ratio but with a continuous increase in the sensitivity gave333 333

a stable and slow decline in the false negative ratio. Note, with our acceptable 21percent334 334

false negative its correspondent sensitivity is 6.2. This will inform the analyst on the kind335 335

of sensitivity they can use depending on their acceptable false negative ratio during an336 336

investigation. During the analysis, the following observations were noted,337 337

I. Between (0.1 5.0) the tool seem not to be very sensitivity in detecting steganographic338 338

method in images.339 339

II. Between (6.2 10.0) the analyst is likely to get a more accurate and a more reliable, which340 340

give a low false negative result. In this case, there is a likelihood that the tool runs slow341 341

because its become very sensitive in detecting steganographic methods in JPEG images.342 342
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Figure 13: The Overall false negative ratio from all different image databases.

5. LIMITATION OF THE EXPERIMENT343 343

We came across challenges like any other research work. The initial plan was to collect344 344

a large sample size of images, but the research started to run into problems when collecting345 345

images from google images database. In steganography process, to get a good quality stego346 346

cover, there are some qualities that the cover medium needs to meet. First is capacity,347 347

which refers to the amount of hidden data it can contain. Secondly is security, which makes348 348

it unable for any intruder access. Lastly is its robustness, the ability or the amount of349 349

distortion its can withstand. However, the initial images from google after embedding the350 350

secret message had a notable modification of the stego cover. Also, we wanted to compare351 351

the detection ratio of the different methods stegdetect claims to detect, so we used jsteg and352 352

F5 during the but couldn’t give any informative results to analysis as shown in the graph353 353

below. Reddy(2007), noted that is difficult for stegdetect to detect F5 method.354 354
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Figure 14: Sample result after analyses on stego images embedded with F5 algorithm.

Figure 15: Sample result after analyses on stego images embedded with Jsteg algorithm.

23

PeerJ Preprints | https://doi.org/10.7287/peerj.preprints.27339v1 | CC BY 4.0 Open Access | rec: 12 Nov 2018, publ: 12 Nov 2018



6. Conclusion355 355

The main purpose of steganography is to hide secret data during communication to356 356

avoid intruders from discovering the hidden message within the stego image without the357 357

right permission. Meanwhile, [16] stated that steganalysis is not as straight forward as358 358

steganography, this is a disadvantage to the forensic analyst who will be trying to detect359 359

hidden data in stego images. However, in steganalysis, only a few can automatically analyse360 360

a bulk of stego images at the same. To check the accuracy of a steganalysis tool which361 361

will help forensic analyst, our research exam the false negative rate of Stegdetect one of362 362

the popular steganalysis tools in the market. In our experimental results, we observed that363 363

when the sensitivity values were sets between (0.3 0.7) for all the various image databases364 364

jphide started to be detected. It could be concluded that the different sensitivity value range365 365

affects the detection rate for this method (jphide). The main purpose of the study was about366 366

the false negative rate of the tool, we concluded that the tool has a high false negative rate,367 367

especially between (0.1 3.4) sensitivity. We recommend that the best sensitivity value for368 368

detection of jphide method should be 6.2. This detection sensitivity value is very important369 369

for the forensic analyst. Because the false negative ratio had a deep sharp fall from this point370 370

onwards. However, we recommended that forensic analyst using stegdetect need to take into371 371

consideration the sensitivity values with the high false negative value when analysing a huge372 372

bulk of images. Moreover, based on our analysis of the tool, we observed and proposed a373 373

reference point of the sensitivity value with its related quantified false negative rate based374 374

on the mean of all the various image databases. Overall, the mean proposed can act as a375 375

baseline which will help the forensic analyst in making a much better decision during their376 376

investigation proceedings. However, based on the mean of all the false negatives of the tool,377 377

it is also argued that it has a high probability of false negative ratio between 0-10percent378 378

even if the sensitive value is set beyond our recommended.379 379

In conclusion, the fight between steganalysis methods and steganographic methods will380 380

ever continue. As more sophisticated steganographic algorithms are developed every day,381 381

a more powerful and sophisticated universals algorithms will also be required in detecting382 382

these steganography methods. This will be a more challenging but exciting research area383 383

in the near future. Currently, most steganalysis tools are very good in detecting specific384 384

steganographic methods. Example, Stegdetect which is an automated steganalysis tool385 385

is very good and effective in detecting content hidden in JPEG image formats than any386 386

other image format like Tiff, PNG and Gif. However, its also more effective in detecting387 387

specific steganographic methods such as jphide, F5, invisible secret, jsteg and outguess than388 388

any other steganographic method. In this view, a future research should be conducted to389 389

consider a universal steganalysis tool. With current advancement in technologies for secure390 390

communication and its issues of privacy for individual users, a further research need to be391 391

considered to find the effect steganalysis tools will have on security protocols.392 392
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7. Appendix A393 393

The tables below shows the raw results of detection for the different groups of images.

Table 9: Table A. 1: The detection results for seam carve manipulated images

394 394

395 395

396 396
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Table 10: The detection for seam carve untouched images

Table 11: The detection results for university of Washington images
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Table 12: The detection result for google images with safe search option (ON)

Table 13: The detection result for google images with safe search option (OFF)
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Table 14: The detection results for all the different image database
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