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Access control is a critical aspect for improving the privacy and security of IoT systems. A
consortium is a public or private association or a group of two or more institutes,
businesses, and companies that collaborate to achieve common goals or form a resource
pool to enable the sharing economy aspect. However, most access control methods are
based on centralized solutions, which may lead to problems like data leakage and single-
point failure. Blockchain technology has its intrinsic feature of distribution, which can be
used to tackle the centralized problem of traditional access control schemes. Nevertheless,
blockchain itself comes with certain limitations like the lack of scalability and poor
performance. To bridge the gap of these problems, here we present a decentralized
capability-based access control architecture designed for IoT consortium networks named
IoT-CCAC. A blockchain-based database is utilized in our solution for better performance
since it exhibits favorable features of both blockchain and conventional databases. The
performance of IoT-CCAC is evaluated to demonstrate the superiority of our proposed
architecture. IoT-CCAC is a secure, salable, effective solution that meets the enterprise
and business's needs and adaptable for different IoT interoperability scenarios.
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ABSTRACT12

Access control is a critical aspect for improving the privacy and security of IoT systems. A consortium

is a public or private association or a group of two or more institutes, businesses, and companies that

collaborate to achieve common goals or form a resource pool to enable the sharing economy aspect.

However, most access control methods are based on centralized solutions, which may lead to problems

like data leakage and single-point failure. Blockchain technology has its intrinsic feature of distribution,

which can be used to tackle the centralized problem of traditional access control schemes. Nevertheless,

blockchain itself comes with certain limitations like the lack of scalability and poor performance. To bridge

the gap of these problems, here we present a decentralized capability-based access control architecture

designed for IoT consortium networks named IoT-CCAC. A blockchain-based database is utilized in our

solution for better performance since it exhibits favorable features of both blockchain and conventional

databases. The performance of IoT-CCAC is evaluated to demonstrate the superiority of our proposed

architecture. IoT-CCAC is a secure, salable, effective solution that meets the enterprise and business’s

needs and adaptable for different IoT interoperability scenarios.
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INTRODUCTION26

As we step into the Internet of Things (IoT) era where ubiquitous objects are connected, the number of27

IoT devices has witnessed an unprecedented increase. According to Juniper Research, there will be more28

than 46 billion IoT devices in 2021 (Juniper Research, 2016). The proliferation of the IoT has brought29

many benefits to us, boosting various technologies such as smart home (Dhelim et al., 2018) and smart30

city (Camero and Alba, 2019). However, both current and future IoT systems also cause concerns in terms31

of security and privacy (Xu et al., 2018b). Specifically, malicious users may gain access to devices that do32

not belong to them, deliberately tamper data, and even steal valuable information. As a countermeasure,33

access control for IoT has been a popular research topic and a crucial aspect of IoT security and privacy34

(Singh et al., 2015; Ouaddah et al., 2017; Bouras et al., 2020).35

Conventional access control methods (e.g., role-based access control (RBAC), attribute-based access36

control (ABAC), capability-based access control (CBAC)) have been widely applied to IT systems37

(Xu et al., 2018b). Compared to the two schemes, CBAC is relatively more lightweight as it uses a38

communicable and unforgeable token of authority, which associates an object with corresponding access39

rights. However, one drawback of the original CBAC is that a token can only be granted to one subject,40

which may cause low efficiency and calls for a proper solution. Also, these access control methods mostly41

rely on centralized solutions, which may lead to several problems. Firstly, central management may end42

up with single-point failures because many systems suffer from security issues related to the tools used43

to manage the platforms. Secondly, the reliance on a central server or a third party gives them access to44

perform checks on stored data, which could lead to privacy leakage. Third, such centralized system are45

not designed for a consortium applications as the transparency is omitted.46
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Blockchain keeps all transaction records through a peer-to-peer network as a distributed ledger.47

It is essentially a growing list of records (i.e., blocks) linked to the previous block via cryptography.48

Blockchain possesses various features (e.g., decentralization, tamper-proof, security) that make it a49

trustable alternative infrastructure for access control systems. Thus, when integrated with the blockchain50

technique, access control can bring the following favorable advantages: a) Help eliminate third parties,51

solve single-point failures and other centralized management problems; b) Have access to trustable and52

unmodifiable history logs; c) Consensus mechanisms are applied that only valid transactions are recorded53

on the blockchain; d) Smart contracts can help monitor and enforce access permissions under complex54

conditions.55

However, the use of blockchain for IoT access control also comes with some limitations. First of56

all, blockchain is not designed to store a significant volume of data, which usually requires the proper57

integration of on-chain and off-chain databases to handle specific tasks. Second, the transactions in public58

blockchain can be viewed by anyone which does not accommodate the need of a consortium enterprise59

network because its transactions must be private and only accessible to consortium members. Although60

private blockchain (e.g., Ethereum private blockchain, Hyperledger Fabric) has been developed to solve61

this problem, it is not the only viable solution - a blockchain database (e.g., BigchainDB (McConaghy et al.,62

2016)) can do the same with the even better performance (Tseng et al., 2020). Third, performance and63

scalability have always been two significant problems of blockchain technology. Regardless transaction64

execution and validation performance has been improved recently by introducing lighter consensus65

mechanisms (Biswas et al., 2019), and more efficient transaction scheme such as Hyperledger Fabric66

(Androulaki et al., 2018), the performance and scalability of the blockchain-based access control solutions67

still cannot compete with the current centralized solutions.68

Therefore, based on the aforementioned limitations of existing blockchain-based access control69

methods, here we present an enhanced blockchain-based capability access control architecture for IoT70

named IoT-CCAC, IoT Consortium Capability-based Access Control Model. In our design, we focus71

on interoperability and data exchange by organizing the access control data in form of assets (physical72

devices), services (collaborative applications), and profiles (the representation of the asset inside a service)73

to make the solution granular and flexible taking in consideration fast growing and the scalability of IoT.74

In addition, we introduce the concept of statement, which can be granted to a subject or a group of subjects75

as a single capability token or group capability token. Different from the other IoT capability based access76

control methods, our solution is designed for consortium networks instead of personal networks. Based77

on the aforementioned limitations of blockchain, we further investigate the blockchain based database78

that combines the security properties of blockchain and the performance advantage of a database and use79

it as a backbone of the proposed access control. The contributions of this paper mainly include:80

• Faced with the centralized problem of most existing IoT access control methods and the limitation81

of current blockchain-based solutions, we present an enhanced decentralized capability-based82

access control architecture for consortium applications named IoT-CCAC.83

• The notation of the group capability token is introduced as a measure to improve the conventional84

capability-based solutions and works.85

• We discuss the IoT access control data registry requirements, and we present the blockchain-based86

database integration architecture.87

• The proposed approach is implemented and evaluated in proof-of-concept prototype. The results88

shows IoT-CCAC is fast, secure and can scale and support IoT city and business applications.89

The remainder of this paper is organized as follows. Section 2 presents related works of blockchain-90

based IoT capability access control solutions. Section 3 presents the IoT-CCAC architecture and define it’s91

components, token generation protocol and authorization scheme. Section 4 discusses the requirements92

of IoT access control data registry and the blockchain-based database integration. In Section 5, we93

implement and evaluate the prototype of our proposed approach and discuss it’s security and performance94

aspects. We complete our work with a conclusion and an outlook for the future and following works.95
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RELATED WORKS96

In this section, we mainly summarize some research on the integration of blockchain and CBAC for IoT.97

Specifically, CBAC is selected considering its relative advantages over RBAC and ABAC. For instance, by98

leveraging CBCA, a subject can complete its task using the minimum of access rights (i.e., the principle99

of least privilege) (Nakamura et al., 2019). The detailed comparison of the three access control methods100

is summarized below (see Table 1) in terms of their corresponding explanation, scalability, heterogeneity,101

dynamicity, lightweight, flexibility, and granularity.102

AC approach Role-based AC Attribute-based AC Capability-based AC

Description Employs pre-defined

roles that carry a specific

set of privileges. To

grant access you have to

give the object a role.

Uses policies which are

defined according to a

set of selected attributes

from the user, subject, re-

source, and environment

attributes and so on.

Uses a communicable,

unforgeable token of au-

thority. The token ref-

erences an object along

with an associated set of

access rights

Scalability Not scalable as pre-

defining roles for billions

of devices is not possible

and will drive to many

errors when assigning

roles to fast-changing

devices.

The access policies are

defined on attribute

which gives it the scal-

ability feature because

in a complex system or

nested policies the more

granular your system

is the more is efficient

to handle billions of

devices.

Scalability is made possi-

ble by providing tokens

only (the management of

tokens are easier and ef-

ficient), but it can be a

problem for complex sys-

tems (many components)

where a user may han-

dle tens of tokens where

each token represents an

access right

Heterogeneity Moderate. High High

Dynamicity
Low High Moderate

(A role is not dynamic

as it’s pre-defined and

changing a role will af-

fect all the associated de-

vices)

(The access policies are

defined by a set of condi-

tions which makes it dy-

namic and more robust to

changes)

(every time I change the

policy I need to change

the token)

Lightweight Moderate Moderate High

Flexibility Moderate High High

Granularity Low High Moderate

Table 1. Comparison of Three Access Control Methods

Blockchain-based Capability access control for IoT103

Abundant work has been carried out on the topic of integrating IoT access control with blockchain. There104

exists much research on applying CBAC to IoT (Ouaddah et al., 2017) considering its characteristics such105

as lightweight and scalability, and these features also make it a preferred choice to be integrated with106

blockchain to provide more secure access management for IoT. However, only a few existing studies have107

explored the potential of combining CBAC with blockchain-related technology to manage IoT identity108

management and access control and all works were designed for IoT personal networks.109

Xu et al. (Xu et al., 2018a) propose a complete blockchain-enabled CBAC strategy for IoT called110

BlendCAC. Then, in another work (Xu et al., 2019), the authors further modify BlendCAC in the case of111

space situation awareness to handle identity authentication via a virtual trust zone, token management,112

and access right validation. To evaluate the feasibility of BlendCAC, experiments are carried out on a113

private Ethereum blockchain and demonstrated its effectiveness. However, the capabilities of subjects114

and their delegation relationships are managed by using a delegation tree in BlendCAC, which can cause115

incomplete recorded delegation information. Also, two types of tokens in BlendCAC must be consistently116

updated, which cannot always be met. In addition, the BlendCAC is partially decentralized as it employs117
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a cloud server to coordinate between the domains and to be the service provider.118

To address the delegation problem in BlendCAC, Nakamura et al. (Nakamura et al., 2019) introduced119

the delegation graph in place of the delegation tree. Moreover, Ethereum smart contracts were used for120

the storage and management of capability tokens. Later, they further enhance the method and propose121

to handle token management according to its actions or access rights instead of conventionally used122

subjects (Nakamura et al., 2020). However, the work is still lack of systematic architecture design meeting123

the IoT requirements. For example, the work focuses on solving the problems of delegation ambiguity124

without taking in consideration that in a personal network issuing large number of tokens without a solid125

management will cause the ambiguity to system users.126

However, the above CBAC studies suffer also from the lack of organization and management of127

information inside the system. For instance, a network of massive connected sensors and devices will128

raise the problem of data management and classification which will lead to traceability and analysis issues129

and slow the process of continues security enhancement. In addition, the proposed works don’t support130

interoperability and data exchange between the IoT domains and organization as the solution is proposed131

for a personal IoT network and it doesn’t fit the city or business IoT network and applications.132

Comparing to existing work, this study aims to provide a fine-grained, scalable and high performance133

CBAC solution for IoT city and business consortium networks. We designed a modular CABC system to134

enhance flexibility of the solution by defining and creating a framework for the transactions and data. The135

design decision adopted enables interoperability and data exchange between the network members and136

impose the principal of least privileges.137

IOT CONSORTIUM CAPABILITY-BASED ACCESS CONTROL MODEL (IOT-138

CCAC)139

In this section, we design and overview the essential aspects adopted in this work for an IoT consortium140

capability-based access control model. We also give a detailed description of the linkages between all the141

components presented in our proposal.142

IoT-CCAC Description143

IoT access control is a paradigm of defining policies and assigning them to users, groups of users, and144

network resources such as devices and sensors defining their permissions and protecting the network145

from malicious and unauthorized access. For instance, IoT is a complex network of connected domains146

where each domain has its sub-network, and each sub-network manages its resources. Defining policies147

for a complex network depends on the degree of flexibility, granularity, and privacy maintained in the148

ecosystem, considering the interoperability and cross-organizational information exchange. Therefore,149

IoT-CCAC allows every domain to define, manage, and share its resources to enable interoperability150

in services with other organizations and hand the control of the network and sub-networks resources151

to its owners. To better illustrate the proposed model, we define relevant IoT network and IoT-CCAC152

components as presented in Table 2.153

Term Description

Domain a member of group of organization participating in the consortium network

Subject a human user or a device that interacts with the consortium network and applications

Resource an entity as a service in the network, such as a temperature sensor or a document data

Asset the digital representation of a physical resource owned by a participating domain

Service a service or an application initiated by several domains under a collaborative project

Profile the representation of an asset inside a service

Context environmental information gathered from resources, such as location and time

Statement a document defines the access rights granted to a subject to access a resource

Table 2. IoT-CCAC terms and descriptions

Identity Management External Component154

Identity management (IDM) is a crucial feature of any digital environment, especially IoT ecosystem155

access control. Each IoT entity must have a unique identifier representing its identity. The IDM typically156
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has three main functions, which are registration, authentication, and revocation. Registration to upload an157

entity identity to the system and assign a unique identifier, authentication to inspect an entity identity each158

time reacts with the ecosystem, and revocation to withdraw the digital identity of an entity (Bouras et al.,159

2020). In our design. All the aspects related to the authentication are out of scope for this work.160

IoT-CCAC System Architecture161

The main components of the IoT-CCAC system are asset management, service management, profile162

management, context management, and statement management. The system also has a token verification163

module and a unique identifier (UID) generator module, as shown in Figure 1.164

Figure 1. IoT-CCAC System Architecture

Asset Management165

The asset management allows each domain to register and store its physical resources in the form of

assets, and only the asset owner can edit or withdraw its own asset. The system assets are the available

physical resources that services can use and interact with. Assets are used mainly for network resource

discovery, classification, and other modeling strategies and digital representation. Properties needed for

creating an asset can be expressed with the following notations:

Asset = {assetConext,assetCredential,assetMetadata}

assetContext = {UID, IssuerID, Issuedtime}

assetCredential = {Resourceid ,Domainid ,Resourcetype,Resource f unc}

assetMetadata = {ResourceURI ,Resourcelocation}

Asset context information represents the system-related information such as the unique identifier (UID),166

the issuer ID, and the creation time. Asset credential contains the constant resources information,167

including the resource ID (granted from the IDM component), domain ID, resource type (e.g., sensor,168

actuator, tag), and resource function (e.g., temperature, pressure, light). Asset metadata covers the169

changeable resource information such as resource URI and resource location.170
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Service Management171

Since a consortium may have multiple collaboration projects, each project is interpreted as a service

inside the network. The service management module is responsible for creating, editing, and altering

service-related operations. Introducing the notion of service to the network will enhance the flexibility and

the granularity of the system and regulate the collaboration project’s requesters and requests. Properties

needed for creating service can be expressed with the following notations:

Service = {serviceConext,serviceCredential,serviceMetadata}

serviceContext = {UID, IssuerID, Issuedtime}

serviceCredential = {Servicename,Serviceinitiator,Serviceparticipants : {domain1,domain2, . . .domainn}}

serviceMetadata = {Requesternumber,Requestnumber}

Service context represents a service’s information in the system, including its unique identifier (UID),172

issuer ID, and issuance time. Service credential includes but not only a service name, service initiator,173

and service participants which are a list of participating domains. Service metadata contains regulation174

and security information, such as the maximum number of requesters and requests.175

Profile Management176

Conceptually speaking, a profile represents the context information that a physical resource holds in a

particular service. One resource may have different profiles, but each profile is defined for only one

resource in a particular service. A profile can be assigned to one or multiple statements, and it stands as

the resource identifier. The profile management module is responsible for creating, editing, and altering

profiles. The alias profiles are represented as follow, where profile context contains the system-related

information, and profile credential is defined by corresponding asset ID and the service ID.

Pro f ile = {pro f ileConext, pro f ileCredential}

pro f ileContext = {UID, IssuerID, Issuedtime}

pro f ileCredential = {AssetUID,ServiceUID}

Context Management177

Context management is a crucial point of managing access rights as it is the part of defining environment

conditions to allow access under some circumstances and denied them under others. Conditions can be

location, time, security level, authentication status, protocol, and more. The context information values are

gathered from the network resources and the surrounding environment regularly to ensure the correctness

of the condition values. The context conditions can be attached to profiles, assets and services metadata to

deny or allow access according to the fulfillment of conditions. Context management is presented in the

following notations:

Condition = {conditionConext,conditionMetadata}

conditionContext = {UID, IssuerID, Issuedtime}

ConditionMetadata = {Conditioncheck(1),Conditioncheck(2), . . . ,Conditioncheck(n)}

Condition context represents the information of a condition in the system and condition metadata covers178

the different condition to check before granting access to a requester. In order to check a condition with179

the gathered data, we apply the context check function that takes a Boolean format as follow:180

Conditioncheck = 〈Conditionconstant〉〈OP〉〈Value〉

Conditionconstant ∈ {Location,Time,Protocol, . . .}

OP ∈ {≥,≤,=, 6=, . . .}
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Statement Management181

A statement is a document holding the permission and access rights of a particular resource in a particular182

service. Statements can be granted to a particular subject or a group of subjects in the form of tokens for183

access authorization. The statement management module is responsible for registering, updating, and184

altering statements and also checking the legitimacy of other system information such as profiles and185

services before each registration or updating operation.186

The complete statement definition in IoT-CCAC can be expressed with the following notations:187

statement = {statementConext,statementCredential,statementMetadata}

statementContext = {SID, IssuerID, Issuedtime,Principal}

statementCredential = {Pro f ileID,Action,ResourceURI}

statementMetadata = {Condition(1)ID,Condition(2)ID, . . . ,Condition(n)ID}

A brief description of statement elements as follows:188

• SID: unique identifier for each statement in the system.189

• Issuer: the issuer of the statement (e.g., service admin).190

• Issued-time: represent the time of creating or updating the statement.191

• Principal: for each statement alteration, a new statement will be created and the principal field will192

have the previous SID value. In the case of first-time creation, the principal field will have the same193

SID field value. It is mainly used for traceability concerns.194

• Profile: represents the resource profile in a particular service.195

• Action: represent the set of access rights that are granted in the statement. Its value could is defined

as follow:

Action ∈ {Read,Write,Read&Write,NULL}

If Action=NULL, permission denied.196

• Resource URI: a URI format used to identify the access path of a particular entity. Represented as

follow:

ResourceURL = DomainID : ServiceID : RegionID : ResourceID

Domain ID represents the organization holding the ownership of the entity; service ID represents197

the application where the entity participates, region ID represents the location of the entity, and the198

resource ID represents the resource for which the action is granted.199

IoT-CCAC Membership Service200

IoT-CACM Membership Service (MS) implements accounts to interact with its management module.201

Each account belongs to one domain, and there are two types of accounts consisting of a collection202

of permission. The first type is administrators that carry full permission to create and alter assets and203

services related information and assign members to services. The other is service members with the204

right to perform various network-related operations, such as creating and altering statements, granting205

access tokens to subjects, and auditing or analyzing reports. Subjects (requesters) simply use client-server206

abstractions to interact with the access control system after receiving a valid authentication token from the207

IDM. As a result, the device to device communication is enabled as a resource (asset) in the system can208

interact with another resource as it holds a valid identity issued by IDM and can request access permission209

as a standard subject.210

IoT-CCAC Token Operations211

In this subsection, we discuss the capability token operations, starting from converting a statement to a212

Capability token then the generation of group token then the revocation process.213
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Issuing Capability Token214

Figure 2 illustrates the system interactions between the subject, IDM, and access control for generating

the capability tokens. As an initial step, after defining the elements of the access control and linking the

resources and services following the previous steps, all the subjects requesting access must first register to

the consortium network via the IDM for a valid identity. Once the subject is successfully registered, it can

request a token containing access rights to access a network resource. Further, the service member checks

the subject legitimacy and checks if the statement containing the same permissions exists. If it does not

exist, SM creates a statement containing the granted access right and the access conditions, as well as

filling other statement information as mentioned above. Once the statement is formed, the system creates

a capability token using a token generation algorithm and communicates it to the requester following this

notation:

CapToken = {Sub jectID,StatementID,ValidTime}

ValidTime = {StartV T ,EndV T}

Figure 2. Token Generation Sequence Diagram

215

Group Capability Token216

Introducing group capability token will help categorize and consolidate the access forms where a group is

created and hold few subjects seeking the same access right and access purpose. In our design, a group

capability token is supported as we do not store capabilities internally. By design, the statements can be

shared among different subjects if they are from the same service and request the same access rights. A

subject (group manager) needs to create a valid group identity (GID) from the IDM and send a request

containing the GID and other access rights. At the same time, the system will generate a token following

the notation:

CapToken = {GroupID,StatementID,ValidTime}
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Revocation of Capability Token217

The basic way of revoking a capability token is to store the capability token in a database and perform a218

simple delete action and check all tokens for every access request. Alternatively, token revocation can be219

done by adding the token to an exception list and perform a check task for that list each time a subject220

sends an access request. In our design, we opted for an exception list to revoke the tokens. For instance,221

our granular design allows denying access to resources at various levels. Suppose a profile is deleted or a222

service is archived, or a statement document is altered. In that case, the statements containing outdated223

data will not be valid when performing an authorization decision task, and the request will be rejected.224

IoT-CCAC Authorization Process225

Figure 3 shows the flowchart of the authorization decision process. The components participating in226

the authorization decision are IDM and the access control module. IDM is responsible for checking the227

legitimacy of the subject requesting access.228

Figure 3. Authorization Process

The IoT-CCAC authorization involves checking the validity of the token, the action granted, the229

availability of the asset, and the fulfillment of conditions:230

• Check the validity of the token: the first step of the authorization process is to check the validity of231

the token. If the token is valid, it will be decoded and the subject ID sent to identity management232
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to check the legitimacy. If the token is not valid or the subject is not authenticated, the request is233

rejected.234

• Check the approval of access right: checking if the access method requested matches the access235

right granted in the statement credentials. If not met, the request is rejected236

• Check the availability of the asset: using the profile ID, we check the existence of the profile and237

services and the availability of the asset. In the case of an unavailable asset, the request will be238

rejected.239

• Check the fulfillment of conditions: the last step is to check if the conditions of the statement240

metadata are fulfilled and match the records on the database. If the condition is met, the request is241

authorized.242

IOT-CCAC AND BLOCKCHAIN INTEGRATION243

This section discusses the different points of choosing decentralized data registry architecture over a244

centralized architecture for an IoT access control system based on the requirements of the city, business,245

and utilities IoT application (Abou Jaoude and Saade, 2019).246

IoT Access Control Data Registry Requirements247

The data layer of access control is a critical component and the most vulnerable as it persistently stores the248

necessary data. The system acts upon the stored information to answer the correctness of the operations.249

For instance, by nature, IoT is decentralized as each domain owns a sub-network of objects, and the IoT250

network is predicted to be the network of billions of sensors and connected devices, which will require251

high reliability, and availability, to support such network. Besides, the crucial element to unlock the252

value of IoT is the interoperability and data exchange between the sub-networks; henceforth, integrity,253

confidentiality, and transparency are crucial to achieving the purpose (Yaqoob et al., 2017).254

A blockchain is an immutable digital ledger formed by blocks that uses cryptography practices to255

store data. It can provide properties such as decentralization, immutability, and enhanced security, while256

traditional databases allow data to be stored in different data structures such as tables or documents with257

properties of competent transaction performance, scalability, usability, and low-cost maintenance. Table 3258

shows the advantages and disadvantages of adopting blockchain and a traditional database to meet the259

security and performance requirements of the IoT access control system.260

Database Blockchain

Advantages Disadvantages Advantages Disadvantages

IoT access

control

security

requirements

Reliability - Data mutability Data immutability -

Availability -
Single point of

failure

Decentralized

architecture /

fault tolerance

-

Integrity -
Centralized authority

/ data mutability

Data immutability

/ transaction

conformation

-

Confidentiality
Centralized authority

/ exposed data

Owner-controlled

data / encrypted

data

-

Transparency - Centralized authority
Decentralized

authority
-

IoT access

control

performance

requirements

Performance

High transaction

performance / low

latency

- -

Low transaction

performance /

high latency

Scalability High Scalability - -
Scalability comes

with price

Capacity
Easy to run at any

capacity
- -

Resource and energy

-intensive consumption

Usability
Easy to use and to

deploy
- -

Configuration of

different components

Maintenance Low cost - - High cost

Table 3. Comparison between Traditional Database and Blockchain for IoT Access Control
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In the final analysis, blockchain meets the access control security requirements, and the database261

leverages performance. The Blockchain technology was created to support the concept of decentralized262

monetary systems such as Bitcoin and Ethereum, where the databases are better for system performance263

as they have been used since the early age of creating computers. Our purpose is to deliver a secure, robust264

access control system to meet IoT domains’ needs and leverage IoT value by enabling interoperability265

and data exchange. Using the traditional database to backbone the IoT-CCAC will certainly leverage a266

robust solution; many research works and existing enterprise incidents have already proven that security267

issues will arise, such as data breaches, single-point access, and the lack of transparency. For this reason,268

we adopt blockchain-based database technology to enhance the security of IoT-CCAC.269

Blockchain Integration270

Figure 4 shows the IoT-CCAC based blockchain architecture, which consists of a consortium network271

(IoT domains), IoT consortium capability access control module, and blockchain-based database registry.272

The consortium is formed by the members participating in the network to achieve a business goal or273

collaborate in a particular project. Every member needs to provide a node or more to participate in the274

network operations and hold a copy of the data.275

Figure 4. IoT-CCAC & Blockchain Integration

The IoT-CCAC module were explained in the previous section. Each module connects and interact276

with its registry. The off-chain data store is a standard database that stores the environment data coming277

from the devices and sensors in the network and participates in context management checking. And the278

blockchain-based database is a hybrid solution that assembles the security characteristics of blockchain279

and the database performance in one data registry. Adopting a blockchain-based database for IoT-CCAC280

will bring all the database properties such as high transaction rate, data indexing, and querying, and281

friendly usability, and will enhance the security of the access control data registry by making it resistant to282

unauthorized changes without a need for any trusted third party to answer the integrity or the confidentiality283

of the registry, as all the consortium members hold a copy of the data and it is maintained by cryptography284

practices.285

Use Case Scenario286

To better explain the proposed architecture as well as its integration with blockchain technology and287

evaluate its feasibility, we turn to the use case scenario of waste management in a smart city.288
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In the context of our IoT-CCAC, say that there are three organizations working on a collaborative289

project (a service) of waste management. In this service, the city council oversees the whole process and290

manages the garbage can sensors; the recycling plant is responsible for sorting the recycled garbage; and291

the manufacturing plant then processes the classified recycled materials to manufacture specific products.292

The sensors and devices recording relative data belong to different organizations. They are considered293

their respective assets inside the system, and each asset can possess more than one profile considering it294

can participate in other services, and the processes of registering services and creating digital assets for a295

particular organization is by holing an account in MS.296

Given the waste management service, when a supervisor from the city council needs to read all297

project-related data to have a clear picture of the current status of the whole project, registration and298

authentication through IDM is needed. He will then need to request a capability access token. A capability299

token (a statement inside a system) is granted to a supervisor only if he satisfies the system requirements.300

Using the acquired token, the supervisor can authenticates and send an access request to corresponding301

asset. On receiving an access request containing the capability token, the token authorization process will302

decide if the access is granted or not after performing all the checks.303

IMPLEMENTATION AND EVALUATION304

In this section we will discuss the implementation stages and the evaluation results. Firstly, we discuss305

the system design, present the testing environment, the employed technologies, and finally we discuss the306

obtained results.307

System Design Discussion308

• Who is going to use it?309

Our system is designed to fit the categories of business, utilities, and enterprise domain applications310

where several organizations (domains) want to cooperate and share their resources for defined311

projects (services) to enable the potential of IoT sharing applications such as smart city paradigm.312

• What are the requirements of the system?313

In this IoT application scale, reliability and availability are essential as the services’ intelligent314

decisions are based on the vast amount of data continually collected from the network resources.315

Confidentiality and integrity are secondly important as any compromised data might lead to a wrong316

decision that will impact the consortium business plans and objectives. End-user privacy is not317

much required in such applications as they are not potentially involved in the interaction with the318

system (end-user privacy involves in the personal network).319

• Who are the users of the system?320

Our system is controlled by a set of administrators where each domain has an account, and each321

account has the role of an administrator. In the same manner, an account also has a service member322

role responsible for the management of services inside the system. Interacting with the system is323

done by a simple client-server abstraction without using any system-related notion or task.324

• What are the inputs and outputs of the system?325

The input data of our system are the physical resources registered in the form of assets and the data326

gathered from the environment to be consumed in the condition fulfillment process. On the other327

hand, the output is a payload object that contains an authorization decision.328

Experiment Environment329

We evaluated our solution by simulating the use case scenario of waste management in the previous section.330

For instance, we simulated three organizations collaborating on several services, each organization can331

register physical devices as assets and generate Json Web Tokens matching the access control statements.332

Our experiment results is based on two types of the data store; first one is implemented locally (offline)333

using Docker technology and the second one we use the BigchainDB online test node (https://test.ipdb.io/).334

The different components of the experiment use RESTful API to exchange data.335
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Experiment Setting336

In order to examine the performance of our proposed access control solution we implemented our337

prototype using Python programming language, FLASK micro web framework, and JWT Crypto Library.338

We employed BigchainDB, a blockchain-based database as the data store node using Docker container.339

BigchainDB node contains BigchainDB 2.0 server, a mangoDB database and a Tendermint as consensus340

protocol. The execution environment is a virtual machine running xUbuntu with 4 GB of RAM and 1341

CPU Intel Core i7-4510U 2.00 GHz. We also used Apache JMeter to simulate simultaneous registration342

and authentication requests.343

Security Analysis344

To evaluate the security of our solution we present several common attacks in the decentralized system345

and we discuss our approach to avoid such attacks.346

• Forgery attack: it’s a common attack of tampering identities and transaction data to get access to347

confidential information or pollute the system with random data.348

• Injection Attacks: an attacker can inject a script to manipulate the authorization process or to alter a349

database record or to carry out an unwanted action.350

• Man in the middle attack: it’s when the attacker secretly stands in the middle between two351

communicating entities and read the exchanged data.352

We prevent such attacks by implementing the following preconditions:353

• The assets identities are unknown to attackers and to other participating organization as we only354

exchange externally the capability tokens corresponding to statements which contains the profile355

ID not the asset ID.356

• We use SHA256 algorithm to digitally sign the exchanged messages and tokens which makes it357

hard to forge or to alter.358

• For each system input we run different checks to ensure the legitimacy of the information before359

accessing the data store.360

• Adopting blockchain technology is another strong point to enhance the security of the system and361

to prevent forgery attacks.362

Transaction

type

Preparation

Time (ms)

Fulfillment

Time (ms)

Commit Time

Offline (ms)

Commit Time

Online (ms)

Asset 1.2 2 110 1210

Service 1 2.4 110 1170

Profile 1.5 3 110 640

Statement 1 2.6 110 900

Table 4. Computing and communication cost for each system transaction (average time of 100

transactions is presented)

Experiment results and discussion363

To verify the effectiveness of IoT-CCAC, we conducted several test experiment, firstly we calculate the364

communication and computation cost for creating assets, profiles, services, and statements using the local365

data store and the online testing node. The results are presented in the Table 4. Transaction in BigchainDB366

flows in two stages before committing it for permanent storage.367

• Preparation stage: the stage of constructing the transaction and executing initial input checks to368

ensure the validity of the transaction. At this stage the size of the testing transaction is 240 bytes.369

• Fulfillment stage: the stage of signing the transaction with the creator private key and hash its body370

content to be the ID of the transaction. At this stage the size of the testing transaction is 368 bytes.371
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Figure 5. Execution time of creating transactions

Figure 6. Execution time of authenticating transactions

The second experiment is to send bulk transactions to the server to test the performance and the372

scalability of the data store in term of handling concurrent transactions. Using apache JMeter, We373

piloted 4 groups of 10, 50, 100, 200 concurrent transactions for create and authenticate operations.374

The Figure 5 shows the execution time of creation operation , and the Figure 6 shows the execution375

time of authentication operation. The x-axis present the execution time (in millisecond), and the y-axis376

presents the 4 bulk transactions group and the series represents the average time of the transaction commit,377

transaction latency, and time to connect the server. From the first sight we can see that creation operation378

takes more time as a transaction have to accomplish two verification steps before writing it inside a block.379

For instance, when the BigchainDB server receives the creation transaction it will check the legitimacy380

of the transaction by verifying the signature of the issuer and the correctness of the data by hashing the381

transaction content and comparing it to the transaction ID; if both checks are valid and the transaction382

is not a duplicate inside the system the transaction will be written inside the blockchain database. The383

authentication operation is relatively faster as we take the advantage of database fast querying; we only384

check the requester signature and fetch the different transactions using their ID’s. Figure 7 shows the385

accumulative latency time of 50 simultaneous authentication request. The more requests reach the server386

the latency time is longer. As a solution, a vertical or horizontal resource scale will reduce the latency387

time and reach the wanted performance.388

Our solution showed a better performance results compared to related work as we adopted the389

blockchain-based database technology to benefit of the blockchain security properties and the high390
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Figure 7. Latency time of 50 simultaneous authentication transactions

performance of the database. From the experiment results it can be observed that our solution can391

achieve the performance needed for IoT city-level access control. In addition, the flexibility, and the392

interoperability of IoT-CCAC makes it adoptable for different use cases and IoT applications.393

CONCLUSION394

In this paper, we presented a blockchain-based consortium access control approach for IoT large-scale395

applications. We first compared the capability access control model (CBAC) to the role and attributed396

based access control (RBAC, ABAC) and highlight the advantages of adopting CBAC over the others for397

IoT applications. In the architecture design, we presented a novel concept of managing the access control398

data to enable flexibility, interoperability, and data exchange between the consortium members. We399

explained the system assets, services, profiles, statements, membership service, and the token generation400

protocol, including the authorization process. Secondly, we discussed the IoT access control data401

store requirements, and we conducted a comparison between blockchain security features and database402

performance properties. We explained the benefits of adopting a blockchain-based database as the IoT-403

CCAC data store and discussed its integration architecture. A concept-proof prototype was implemented404

and evaluated in terms of security and performance to verify the feasibility of IoT-CCAC. Our IoT-CCAC405

approach showed promising results and a good fit for city and business network applications.406

Despite our approach’s encouraging results, a part of our ongoing efforts is to investigate and further407

explore the blockchain-based database security and privacy for access control in IoT networks and408

application scenarios.409
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