promise to solve many
software security challenges, but why
aren't they adopted more extensively?

We systematically analyze the sandboxing landscape to (a) identify challenges
holding it back and (b) resolve amblgumes in the definition of "sandbox".
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Sandboxes are hard to use and people use
them incorrectly, reducing their benefits.
Sandbox researchers largely ignore usability.

Researchers often rely on ad hoc arguments
to validate scientific claims about their




