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It has been established that insufficient entropy of the noise sources that serve as the
input into random number generator (RNG) may cause serious damage, such as
compromising private keys in cryptosystems and cryptographic modules. Therefore, it is
necessary to estimate the entropy of the noise source as precisely as possible. The
National Institute of Standards and Technology (NIST) published a relevant standard
document known as Special Publication (SP) 800-90B, which describes the method for
estimating the entropy of the noise source that is the input into an RNG. The principles and
statistical tests in SP 800-90B have been analyzed theoretically; however, it is challenging
to find research on the efficient implementation thereof. The NIST offers two programs for
running the entropy estimation process of SP 800-90B, written in Python and C++. The
running time for estimating the entropy is more than one hour for each noise source. As an
RNG tends to use several noise sources, the times of the NIST estimation are a burden for
developers as well as evaluators working for the Cryptographic Module Validation Program.
In this study, we propose a GPU-based parallel implementation of the most time-
consuming part of the entropy estimation, namely the process of the independent and
identically distributed assumption testing. To achieve maximal improvement from the user
GPU performance, we propose a scalable method that adjusts the optimal size of the
global memory occupancy in the proposed GPU kernel function according to the GPU
specifications. Moreover, our method improves the performance by merging two statistical
tests without increasing the number of registers used by the kernel. The experimental
results demonstrate that our method is at least 23 times faster than that of the NIST
package.
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ABSTRACT

It has been established that insufficient entropy of the noise sources that serve as the input into random
number generator (RNG) may cause serious damage, such as compromising private keys in cryptosystems
and cryptographic modules. Therefore, it is necessary to estimate the entropy of the noise source as precisely
as possible. The National Institute of Standards and Technology (NIST) published a relevant standard
document known as Special Publication (SP) 800-90B, which describes the method for estimating the
entropy of the noise source that is the input into an RNG. The principles and statistical tests in SP 800-90B
have been analyzed theoretically; however, it is challenging to find research on the efficient implementation
thereof. The NIST offers two programs for running the entropy estimation process of SP 800-90B, written
in Python and C++. The running time for estimating the entropy is more than one hour for each noise
source. As an RNG tends to use several noise sources, the times of the NIST estimation are a burden for
developers as well as evaluators working for the Cryptographic Module Validation Program. In this study, we
propose a GPU-based parallel implementation of the most time-consuming part of the entropy estimation,
namely the process of the independent and identically distributed assumption testing. To achieve maximal
improvement from the user GPU performance, we propose a scalable method that adjusts the optimal size
of the global memory occupancy in the proposed GPU kernel function according to the GPU specifications.
Moreover, our method improves the performance by merging two statistical tests without increasing the
number of registers used by the kernel. The experimental results demonstrate that our method is at least
23 times faster than that of the NIST package.

INTRODUCTION

A random number generator (RNG) generates the random numbers required to construct
the cryptographic keys, nonce, salt, and sensitive security parameters used in cryptosystems
and cryptographic modules. In general, an RNG produces random numbers (output) via a
deterministic algorithm, depending on the noise sources (input). Hence, if its input is affected
by the low entropy of the noise sources, the output may be compromised. It is easy to find
examples which show the importance of the entropy in operating systems. Yilek et al. (2009)
describes that a pseudo-random number generator (PRNG) of Debian OpenSSL gathers entropy
insufficiently and thereby the private keys generated by the PRNG are predictable. Heninger
et al. (2012) describes they can obtain the RSA/DSA private keys for some TLS/SSH hosts due
to insufficient entropy of Linux PRNG during the key generation process. Ding et al. (2014)
investigated the amount of the entropy of Linux PRNG running on Android in boot-time and
Kaplan et al. (2014) demonstrated an IPv6 Denial of Service attack and a stack canary bypass
with the weaknesses of insufficient entropy in the boot-time of Android. Also, Kim et al. (2013)
presents a technique to recover PreMasterSecret (PMS) of the first SSL session in Android by
258 complexity since PMS is generated from insufficient entropy of OpenSSL PRNG at boot time.
In addition, Yoo et al. (2017); Nguyen and Shparlinski (2002); Bernstein et al. (2013); Michaelis
et al. (2013) describe the attacks caused by wrong estimations of the entropy, exaggeratedly or
too conservatively.
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Insufficient entropy of the noise source that is the input into the RNG may cause serious
damage in cryptosystems and cryptographic modules. Thus, it is necessary to estimate the
entropy of the noise source as precisely as possible. The United States National Institute of
Standards and Technology (NIST) Special Publication (SP) 800-90B (Barker and Kelsey, 2012;
Sénmez Turan et al., 2016, 2018) is a standard document for estimating the entropy of the
noise source. This document is currently used in the Cryptographic Module Validation Program
(CMVP) and has been cited as a recommendation for entropy estimation in an ISO standard
document ISO/IEC-20543 (2019) for test and analysis methods of random bit generators. The
principles of entropy estimators in SP 800-90B have been investigated and analyzed theoretically
(Kang et al., 2017; Zhu et al., 2017, 2019). However, it is difficult to find research on the efficient
implementation of the entropy estimation process of SP 800-90B. The general flow of the entropy
estimation process in the final version of SP 800-90B (Sénmez Turan et al., 2018) is summarized
in Figure 1.

A sequential dataset
of at least 1,000,000 sample values
obtained from the noise source

Testing the IID
Assumption

11D track Non-IID track

‘ (11D track) ‘ ‘ (Non-IID track)
Estimation Min-Entropy Estimation Min-Entropy

|

‘ Restart Tests ‘

J

an entropy estimate
for the noise source

Figure 1. Flow of entropy estimation process of SP 800-90B.

The NIST provides two programs on GitHub (NIST, 2015) for the entropy estimation process
of SP 800-90B. The first program is for the entropy estimation process of the second draft of SP
800-90B (Sénmez Turan et al., 2016), written in Python. The second program is for the entropy
estimation process of the final version (Sonmez Turan et al., 2018) of SP 800-90B, written in
C++. Table 1 displays the execution times of the two NIST programs for estimating the entropy
of the noise source. GetTickCount, which can be collected through the GetTickCount () function
in the Windows environment, has a sample size of 8 bits. In Table 1, the process of testing the
independent and identically distributed (IID) assumption, hereinafter referred to as the IID test,
consumes the majority of the total execution time in both NIST programs.

As recommended by the CMVP, the RNG applied in cryptosystems and cryptographic
modules should use at least one noise source as the input for security. Therefore, the entropy of
each noise source used as the RNG input should be estimated to analyze the security of the RNG.
As the noise sources are affected by the environment from which they are collected, the entropy
of each noise source should be estimated repeatedly. For example, suppose that a cryptographic
module developer analyzes the security of the RNG in his/her module using the NIST program
written in C++. Moreover, assume that the module supports two operating systems and 10
noise sources are used as input into the RNG in each operating system. According to Table
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NIST program NIST program
written in Python written in C++
Testing ITD assumption (IID test) 17h 1 h 10 min
[IID track] Estimation entropy <1ls ls
[Non-IID track] Estimation entropy 15 min 20 s
Restart tests 2s 2 min
Total execution time 17 h 16 min 1h 13 min

Table 1. Execution time of each NIST program for entropy estimation process (noise source:
GetTickCount; noise sample size: 8 bits).

1, the NIST program requires approximately 1 h to estimate the entropy of one noise source.
Therefore, at least 20 h are required to analyze the security of the developer’s RNG. However,
because the entropy of each noise source should be estimated several times, over 200 h may be
necessary, or three days when the number of iterations is set to 10. As this runtime may be
burdensome for developers, it can be tempting to use an RNG without security analysis. Thus,
if the developer’s RNG is vulnerable, this vulnerability is likely to affect the overall security of
the cryptographic module.

Graphics processing units (GPUs) were initially designed for accelerating computer graphics
and image processing. In recent years, GPUs have been used for general computations in addition
to graphics processing. The use of GPUs for performing computations handled by central
processing units (CPUs) is known as general-purpose computing on GPUs (GPGPUs). New
parallel computing platforms and programming models, such as the computing unified device
architecture (CUDA) released by NVIDIA, enable software developers to leverage GPGPUs
for various applications. GPGPUs are used in cryptography as well as areas including signal
processing and artificial intelligence. Numerous studies have been conducted on the parallel
implementations of cryptographic algorithms such as AES, ECC, and PRESENT (Manavski,
2007; Szerwinski and Giineysu, 2008; Li et al., 2019) and on the acceleration of cryptanalysis,
including hash collision attacks using GPUs (Stevens et al., 2017).

In this study, we propose a parallel implementation of the IID test by using multiple
optimization techniques. To process the entire IID test in parallel, approximately 9 GB or
more of the global memory of the GPU are required. We implement the IID test in parallel by
setting the adaptive sizes of the global memory used in the kernel function so that maximal
performance improvement can be obtained from the GPU specification in use. Furthermore, we
merge two statistical tests without increasing the number of registers used by the kernel so that
the proposed method can provide a performance improvement. Our experiments support the
finding that our parallel implementation can achieve optimized results with over 20 times higher
performance than that of the NIST.

The remainder of this paper is organized as follows. Section 2 introduces the IID test of SP
800-90B. Section 3 outlines our GPU-based parallel implementation of the IID test. In section 4,
the experimental results on the optimization and performance of our method are presented and
analyzed. Finally, Section 5 summarizes and concludes the paper.

IID TEST

The IID test of SP 800-90B consists of permutation testing and five additional chi-square tests.
The permutation testing is the most time-consuming step in the entire IID test. Therefore, we
only focus on the permutation testing in this study.

We define several terms before introducing the permutation testing. A sample is data obtained
from one output of the (digitized) noise source and the sample size is the size of the (noise)
sample in bits. For example, we collect a sample of the noise source GetTickCount in Windows
by calling the GetTickCount () function once. In this case, the sample size is 32 bits. However,
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Algorithm 1 Permutation testing (Sonmez Turan et al., 2018).

Input: S =(s1,...,51,), where s; is the noise sample and L = 1,000, 000.
Output: Decision on the IID assumption.
1: for statistical test ¢ do
2 Assign the counters C; o and Cj; 1 to zero.
3 Calculate the test statistic TiIN on S.
4: end for
5: for j =1 to 10,000 do
6:  Permute S using the Fisher—Yates shuffle algorithm.
7. Calculate the test statistic TPMHe on the shuffled data.
g if (TPhufle > TIN) then
9: Increment Cj .
10:  else if (750uffle = TIN) then

11: Increment C; 1.
12: end if
13: end for

14: if ((C@o +C¢71 <5)or (C@o >9,995)) for any i then
15:  Reject the IID assumption.

16: else

17:  Assume that the noise source outputs are IID.
18: end if

as certain estimators of SP 800-90B do not support samples larger than 8 bits, it is necessary to
reduce the sample size. GetTickCount is the elapsed time (in milliseconds) since the system was
started and it is thus easy to conclude that the low-order bits in the sample of GetTickCount
contain most of the variability. Therefore, it would be reasonable to reduce the 32-bit sample to
an 8-bit sample by using the lowest 8 bits. The tests of SP 800-90B are performed on input data
consisting of one million samples, where each sample has a reduced size of 8 bits. Furthermore,
the maximum of the min-entropy per sample is 8.

Algorithm 1 presents the algorithm of the permutation testing described in SP 800-90B. The
permutation testing is the step that involves identifying evidence against the null hypothesis
that the noise source is IID. The permutation testing first performs statistical tests on one
million samples of the noise source, namely the original data. We refer to the results of the
statistical tests as the original test statistics. Thereafter, permutation testing is carried out
10,000 iterations, as follows: In each iteration, the original data are shuffled, the statistical tests
are performed on the shuffled data, and the results are compared with the original test statistics.
After 10,000 iterations, the ranking of the original test statistics among the shuffled test statistics
is computed. If the rank belongs to the top 0.05% or bottom 0.05%, the permutation testing
determines that the original data (input) are not IID. That is, it is concluded that the original
data are not IID if Equation 1 is satisfied for any ¢ that is the index of the statistical test.
For any i, the counter Cj o is the number of j in step 5 of Algorithm 1 satisfying the shuffled
test statistic TiShufﬂe > of the original test statistic TZ-IN. The counter C; 1 is the number of j
satisfying TiShu‘ﬂe = TiIN7 whereas the counter C} 2 is the number of j satisfying TiShume < TiIN.

(Cip +C¢71 < 5) or (C@o > 9,995) (1)

Equivalently, the permutation testing determines that the original data are IID if Equation 2
is satisfied for all 7 that is the index of the statistical test.

(Ci’o +Ciq1 > 5) and (Ci’l +Ci2> 5) (2)

The NIST optimized the permutation testing of the NIST program written in C+-+ using
Equation 2. Thus, even if each statistical test is not performed 10,0000 times completely, the
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12 permutation testing can determine that the input data are ITD. Algorithm 2 is the improved
13 version of the permutation testing optimized by the NIST.

Algorithm 2 Permutation testing of NIST program written in C++-.

Input: S =(s1,...,51,), where s; is the noise sample and L = 1,000, 000.
Output: Decision on the IID assumption.

1: for statistical test i do

2:  Assign the counters C; o and Cj 1 to zero.

3:  Calculate the test statistic TiIN on S.

4: end for

5: for j =1 to 10,000 do

6:  Permute S using the Fisher—Yates shuffle algorithm.

7. for statistical test i do

8 if status; = true then

9 Calculate the test statistic TiShufHe on the shuffled data.

10: if (75hufle > TIN) then

11: Increment C; o.

12: else if (7°hufle — 7IN) then
13: Increment C; ;.

14: else

15: Increment Cj 2.

16: end if

17: if ((C@O +Ciq1 > 5)and (Ci,l +Cio> 5)) then
18: state; = false.

19: end if

20: end if

21:  end for

22: end for

23: if ((Ci0+Ci1 <5)or(Ci o >9,995)) for any i then
24:  Reject the IID assumption.

25: else

26:  Assume that the noise source outputs are IID.
27: end if

Algorithm 3 Fisher—Yates shuffle (Sénmez Turan et al., 2018).

Input: S =(s1,...,8), where s; is the noise sample and L = 1,000,000.
Output: Shuffled S = (s1,...,5L)-

1: for i from L downto 1 do

2 Generate a random integer j such that 1 <j <i.

3:  Swap s; and s;.

4: end for

144 We briefly introduce the shuffle algorithm and the tests used in the permutation testing.
us  The shuffle algorithm is the Fisher—Yates shuffle algorithm presented in Algorithm 3. The
us permutation testing uses 11 statistical tests, the names of which are as follows:

Excursion test

Number of directional runs

Length of directional runs

Number of increases and decreases
Number of runs based on the median
Length of runs based on the median
Average collision test statistic
Maximum collision test statistic
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e Periodicity test
e Covariance test
e Compression test™*

The aim of the periodicity test is to measure the number of periodic structures in the input
data. The aim of the covariance test is to measure the strength of the lagged correlation. Thus,
the periodicity and covariance tests take a lag parameter as input and each test is repeated
for five different values of the lag parameter: 1, 2, 8, 16, and 32 (Sénmez Turan et al., 2018).
Therefore, a total of 19 statistical tests are used in the permutation testing.

If the input data are binary (that is, the sample size is 2), one of two conversions is applied
to the input data for some of the statistical tests. The descriptions of each conversion and the
names of the statistical tests using that conversion are as follows (Sénmez Turan et al., 2018):

Conversion |

Conversion I divides the input data into 8-bit non-overlapping blocks and counts the number
of 1s in each block. If the size of the final block is less than 8 bits, zeroes are appended. The
numbers and lengths of the directional runs, numbers of increases and decreases, periodicity test,
and covariance test apply Conversion I to the input data.

Conversion 11

Conversion II divides the input data into 8-bit non-overlapping blocks and calculates the integer
value of each block. If the size of the final block is less than 8 bits, zeroes are appended. The
average collision test statistic and maximum collision test statistic apply Conversion II to the
input data.

As an example of the conversions, let the binary input data be (0,1,1,0,0,1,1,0,1,0,1,1).
For Conversion I, the first 8-bit block includes four 1s and the final block, which is not complete,
includes three 1s. Thus, the output data of Conversion I are (4,3). For Conversion II, the integer
value of first block is 102 and the final block becomes (1,0,1,1,0,0,0,0) with an integer value of
88. Thus, the output of Conversion II is (102, 88).

PROPOSED GPU IMPLEMENTATION

Target of parallel processing

Steps 5 to 22 of Algorithm 2, with 10,000 iterations, consume most of the processing time of the
permutation testing. The shuffle algorithm and 19 statistical tests are performed on the data
with one million samples of the noise source in each iteration. Hence, it is natural to consider
the GPU-based parallel implementation of 10,000 iterations, which are processed sequentially in
the permutation testing.

The implementation of the compression test* differs from those of the other statistical tests
used in the permutation testing. The compression test™ uses bzip2 (Seward, 2019), which
compresses the input data using the Burrows—Wheeler transform (BWT), the move-to-front
(MTF) transform, and Huffman coding. Research on the parallel implementation of bzip2 using
a GPU is ongoing. In Patel et al. (2012), all three main steps, namely the BWT, MTF transform,
and Huffman coding, were implemented in parallel using a GPU, but the performance was 2.78
times slower than that of the CPU implementation. In Shastry et al. (2016), only the BWT
was computed on a GPU and a performance improvement of 1.4 times that of the standard
CPU-based algorithm was achieved. However, this approach is not applicable in this case,
because our parallel test should be implemented in the GPU together with other permutation
tests. Moreover, it is extremely rare for a noise source to be determined as non-IID only by the
compression test results among the 19 statistical tests used in the permutation testing. Therefore,
we design the GPU-based parallel implementation of the permutation testing consisting of the
shuffle algorithm and 18 statistical tests, without the compression algorithm.

Overview of parallel permutation testing
Approximately 9.3 GB (= 10,000 x one million bytes of data) of the global memory of the GPU
is required for the CPU to invoke a CUDA kernel to process 10,000 iterations of the permutation
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205 testing in parallel on the GPU. Considering the total amount of the global memory of the GPU,
26 which depends on the hardware specifications, we do not allocate more than 2 GB at once.
27 Therefore, we propose parallel implementation of the permutation testing, which processes N
28 iterations in parallel on the GPU according to the user’s GPU specification and repeats this
20 process R =[10,000/N7] times.

Host/CPU Device/GPU

Input: § = (54,52, ..., 51,000,000)
For each test i

Assign the counters C; , , C; ; and (; ; to zero.

Calculate the test statistic 7; on S.

Allocate memory on the device.

AN S R -

Copies data from host to device.

6: Curandinit kernel <<< B = N/T, T >>>(..) 55" g‘%v %55 <

7: While ((stop ==true) | (round <R =[10,000/N1]))

8:  Shuffling kernel <<< B = N/T, T >>> (...) % % % % % % % <
(22221 IR22221|R222 )

vvvv% v%vv% %vvﬁ

9:  Statistical tests kernel <<<B =9 X N/T, T >>>(..) <

v%v%v V%i%i %v%v%

DRAM

10:  Copies data from device to host.

11:  round++

12: If((Cyo + Ciq > 5) && (Ciq + Cip > 5)) forall i

13: stop = true.

14: If (stop == false), reject the IID assumption;

else, assume that the noise source outputs are IID.

Figure 2. CPU/GPU workflow of permutation testing.

No. Use of variable Size of variable (bytes)
1 Original data (input) 1,000,000
2 N shuffled data N x 1,000,000
3 N seeds used by curand () function N x sizeof(curandState) = N x 48
4 18 Original test statistics N x sizeof(double) = 144
5 Counter C;0,C;,1,Ci 0 for 1 <4 <18 18 x sizeof(int) x 3 = 216
o | e e Conon § ¥z

Table 2. Use and sizes of variables allocated to GPU.

210 Figure 2 presents the workflow of the CPU and GPU. The host refers to a general CPU that
o executes the program sequentially, whereas the device refers to a parallel processor such as a
a2 GPU. In steps 1 to 3 of Figure 2, the host performs 18 statistical tests on one million bytes of
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the input data (without shuffling). In step 4, the host calls a function that allocates the device
memory required to process IV iterations in parallel on the device. The usage and sizes of the
variables are listed in Table 2. In step 5, the input data (No. 1 in Table 2), and the results of
the statistical tests in steps 1 to 3 (No. 4 in Table 2) are copied from the host to the device. In
step 6, the host launches a CUDA kernel CurandInit, which initializes the N seeds used in the
curand () function. The curand () function that generates random numbers using seeds on the
device is used in the CUDA kernel Shuffling. When the host receives the completion of the
kernel CurandInit, the host proceeds to steps 7 to 13, in which N iterations are processed in
parallel on the device, and this process is repeated R times. To process N iterations, the host
launches the CUDA kernel Shuffling (step 8) and then launches the CUDA kernel Statistical
test (step 9) as soon as the host receives the completion of the kernel Shuffling. When the
host receives the completion of the kernel Statistical test, in step 10, the counters C; g,
Ci1, and C; o for i € {1,2,...,18}, which indicate the indices of the statistical tests, are copied
from the device to the host. Following the operations in steps 17 to 19 of Algorithm 2, which
correspond to those in steps 12 and 13 of Figure 2, the host moves on to step 14 if Equation 2 is
satisfied for all 7. Finally, in step 14, the host determines whether or not the input data are IID.

The descriptions of the CUDA kernels Shuffling and Statistical test designed for
processing NN iterations in parallel on the GPU are as follows:

CUDA kernel Shuffling

The kernel Shuffling generates N shuffled data by permuting one million bytes of the original
data N times in parallel. Thus, each of N CUDA threads permutes the original data using the
Fisher—Yates shuffle algorithm and then stores the shuffled data in the global memory of the
device. As the shuffle algorithm uses the curand () function, each thread uses its unique seed
that is initialized by the kernel CurandInit with its index, respectively.

CUDA kernel Statistical test

The kernel Statistical test performs 18 statistical tests on each of N shuffled data, and
compares the shuffled and original test statistics. The size of each shuffled data is one million
bytes and N shuffled data are stored in the global memory of the device. In this section, we
present two methods that can easily be designed to handle this process in parallel on the GPU,
and finally, we propose an optimized method.

Device/GPU threadidx = 0
e threadldx= 1 |
DRAM . threadidx =N =11
Memory Index: (0) mE B (N—-1) - - \g B
(N) Fen-1) | e i
2N T 1(3N-1 :
<Xl ( ) \ Test 18
L blockldx = 0 blockldx = N/T -1

(# of thread per block = T)

(999,999N) —— (1,000,000N — 1)

Figure 3. General parallel method 1 of kernel Statistical test.

Parallelization method 1 One CUDA thread performs 18 statistical tests sequentially on
one shuffled dataset. This method is illustrated in Figure 3. If this method is applied to
the kernel Statistical test, B’ = (N/T) CUDA blocks are used when the number of
CUDA threads is T. However, because each thread runs 18 tests in sequence, room for
improvement is apparent in this method.
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Device/PU threadldx= 0
L threadidx = 1
Lol theadidc=N-1 GG
P Test 1
b blockldx = 0 blockldx = N /T - 1
: ; ' (# of thread per block = T)
Lo : threadldx = 17N
FTTTTTT T ;T T T T T TS T TS T 1
1 ! threadldx = 17N + 1! .
"""" [ S A} °
DRAM L thresdix =N 1L
N b Y
Memory Index: (0) (N—-1) .
) -y Test 18
(2N) (BN -1
L blockldx = 17 X N/T blockldx =18 X N/T -1
(# of thread per block = T)
(999,999N) —— (1,000,000N — 1)
LV |

Figure 4. General parallel method 2 of kernel Statistical test.

Device/GPU threadldx= 0
e threadldx= 1
Dol theeadx=N-L GG
o [ Test 1 |
b blockldx = 0 blockldx = N/T - 1
f : ] (# of thread per block = T)
- : threadldx = 8N
i E T T T T T T e T 1
| ! threadldx =8N +1 ! .
_______ [ i Al .
DRAM L threadidx=ON =1 L E
Memory Index: (0) - (N—-1) N \ Y Y
™) Cev-n L Test 17&18
(2N) —— (3N - 1)
L blockldx = 8 X N/T blockldx =9 X N/T -1
: (# of thread per block = T)
(999,999N) ——1(1,000,000N — 1)
v LV |

Figure 5. Optimized parallel method of kernel Statistical test.
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Parallelization method 2 In this method, each block performs its designated statistical test
out of 18 tests on one shuffled dataset shared by 18 blocks. Thus, for one shuffled set,
18 statistical tests are run in parallel, and this method is a parallelization of the serial
part in method 1 above. This method is illustrated in Figure 4, which indicates the kernel
Statistical test with B’ = ((N/T) x 18) CUDA blocks and T' threads in a block.

Optimized parallelization This method optimizes parallelization method 2. To hide the
latency in accessing the slow global memory of the GPU, we analyze the runtime of 18
statistical tests from an algorithmic perspective and merge several statistical tests with
similar access to the global memory into a single test. Therefore, 9 merged statistical
tests replace 18 statistical tests. This method is depicted in Figure 5, where the kernel
Statistical test uses B’ = ((IN/T) x9) CUDA blocks, with T threads in each block.

If the noise sample size is 1 bit, one of two conversions is applied to certain statistical tests.
With slight modifications to the kernels Shuffling and Statistical test, which are designed
for 8-bit samples, as described above, we can parallelize the permutation testing when the input
data are binary. In the kernel Shuffling, N CUDA threads firstly generate N shuffled data in
parallel. As no conversions are applied to the excursion test and runs based on the median test,
each thread performs these two tests sequentially on the shuffled data designated for processing.
In the runs based on the median test, two statistical tests, namely the number of runs based
on the median and the length of the runs based on the median, are merged. Thereafter, each
thread proceeds to Conversion II for its own shuffled data and stores the results (No. 6 in Table
2) in the global memory of the GPU. The kernel Statistical test runs seven merged tests
in parallel, with the exception of two tests that are already performed in the kernel Shuffling.
Therefore, B’ = (N/T) x 7 CUDA blocks are used when the number of CUDA threads is 7. The
data after Conversion I are the result of calculating the Hamming weight of the data following
Conversion II. Instead of storing the data after Conversion II as well as the data after Conversion
I separately in the global memory, to minimize the use of the global memory, we use a method
to calculate the Hamming weight of the data after Conversion II in the merged statistical tests
applied by Conversion 1.

EXPERIMENTS AND PERFORMANCE EVALUATION

In this section, we present the performance measurement of the proposed method and compare
its performance with the NIST program written in C4++. The performance was evaluated using
two hardware configurations (Table 3).

Prior to the experiment, we set the values of the parameters used. To process N iterations in
parallel on the GPU, we required N x 1,000,000 bytes of the global memory of the GPU. Both
devices used in the experiment had a global memory of more than 2 GB; however, to minimize
the size of the global memory used in our proposed method by considering a common device with
a specification lower than that used in the experiment, we set N to 2,048 (=~ 2 GB/1,000,000
bytes). Then we set T', the number of threads per block used in the CUDA kernel, to 256, which
was a multiple of the warp size (= 32). As N and T were determined, B (the number of blocks
in the kernel Shuffling), was set to 8(= N/T'). In the same manner, B’ (the number of blocks
in the kernel Statistical test), was set to 72(= N/T x9).

GPU optimization concepts

We conducted experiments on the optimization concepts considered while parallelizing the
permutation testing. The input data of the permutation testing used in the experiment were
data consisting of one million samples collected from the noise source GetTickCount, where the
sample size was 8 bits.

Parallelism and merging statistical tests

To verify that the proposed optimized parallel method was optimal compared to parallelization
methods 1 and 2, we conducted an experiment and measured the execution times, as indicated
in Table 4, which presents the performance of the kernel Statistical test for each method. It
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Name Device A Device B
CPU model Intel(R) Core (TM) i7-8086K | Intel(R) Core (TM) i7-7700
CPU frequency 4.00 GHz 3.60 GHz
CPU cores 6 4
Accelerator type NVIDIA GPU NVIDIA GPU
Models TITAN Xp GeForce GTX 1060
Multiprocessors (MPs) 30 10
CUDA cores/MP 128 128
CUDA capability major 6.1 6.1
Global memory 12,288 MB 6,144 MB
Memory clock rate 5,750 MHz 4,004 MHz
Memory bus width 384 bits 192 bits
Registers/block 65,536 65,536
Threads/MP 2,048 2,048
Threads/block 1,024 1,024
Warp size 32 32
CUDA driver version 10.1 10.1
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Table 3. Configurations of experimental platforms.

Execution time (s)
Method
Device A Device B
Parallelization method 1 19.83 27.81
Parallelization method 2 13.55 30.89
Our optimization 9.38 13.53

Table 4. Execution time of kernel Statistical test according to parallel method (number of
CUDA blocks = 8; number of threads per block = 256).

can be observed from the table that our optimization technique was effective on both Device A
and Device B.

When the operation time of each CUDA thread in the kernel where each parallel method was
applied is represented graphically, it can be confirmed that the difference in the execution times
between each method presented in Table 4 is reasonable. Figure 6 displays the operation times
of the CUDA threads with each parallelization method on the GPU, assuming that the GPU
had four MPs. The task of the GPU scheduler was to allocate the CUDA blocks to the MPs,
however, we allocated arbitrarily for visualization as Figure 6. When each statistical test was
run in parallel on the GPU (Device A) for N shuffled data, the 18 statistical tests had different
execution times, as indicated in Table 5(left). Therefore, we expressed the different lengths of
the threads in the CUDA blocks running each statistical test, as illustrated in Figure 6 (left and
center). In the proposed method, several statistical tests were merged for optimization so that
the execution time of the merged statistical test (Table 5(right)) was equal to or slightly longer
than each execution time of the original statistical tests prior to merging (Table 5 (left)). Thus,
the lengths of the threads in the block running Test 1&2 were slightly longer than those of the
threads in the block running Test 1 or Test 2, as indicated in Figure 6(right). As illustrated in
Figure 6, we confirmed that our optimization outperformed parallelization methods 1 and 2.
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Figure 6. Operation time of CUDA threads in kernel Statistical test when applying each
method on device.

4

13147 1516 &’

1112 ¢ 1718 9’

2342 563 784

The index of the statistical test in Table 5

. The index of the merged statistical test in Table 5

Figure 7. Number of registers used by each CUDA thread running each statistical test and each
merged statistical test.

315 As more threads and thread blocks are likely to reside on an MP when a kernel uses fewer
sis  registers, which may improve the performance, the number of registers used by each thread is
ar  one of the key factors for performance improvement(NVIDIA, 2019). To provide an analysis in
sis terms of the number of registers with which the optimized method performance was superior
319 to the others, we firstly measured the number of registers used by each thread running each
a0 statistical test and each merged test in the kernel Statistical test, respectively. Figure 7
a1 presents the measured numbers of registers per thread. In Figure 7, the numbers 1 to 18 on the
s X-axis represent the tests indicated on the left side of Table 5, whereas the numbers 1’ to 9’
23 represent the tests on the right. According to Figure 7, the maximum number of registers in the
24 merged statistical tests was equal to the maximum number of registers in the statistical tests.
a5 Therefore, we can confirm that the statistical tests we merged did not degrade the performance
16 by using the same maximum number of registers as the tests before being merged. The maximum
27 number of registers in the kernel to which each method was applied was 34 in all cases and
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No Name of Execution No Name of merged Execution
) statistical test time (s) ) statistical test time (s)
1 Excursion test 0.20 1 Excursion test 0.20
9 Number of directional 0.04 9/ Directional runs and 0.04
runs number of inc/dec
3 |Length of directional runs 0.04
4 Numbers of increases 0.04
and decreases
5 Number of s based on 0.10 3 Runs based on median 0.11
median
6 Length of runs based on 010
median
Average collision , - .
7 . 9.09 4 Collision test statistic 9.32
test statistic
Maximum collision

8 test statistic 9-09

9 | Periodicity test (lag = 1) 0.06 5 Per/Cov test (lag = 1) 0.11
10 | Covariance test (lag = 1) 0.08

11 | Periodicity test (lag = 2) 0.05 6’ Per/Cov test (lag = 2) 0.11
12 | Covariance test (lag = 2) 0.07

13 | Periodicity test (lag = 8) 0.06 7 Per/Cov test (lag = 8) 0.11
14 | Covariance test (lag = 8) 0.08

15 |Periodicity test (lag = 16) 0.06 8" | Per/Cov test (lag = 16) 0.11
16 |Covariance test (lag = 16) 0.08

17 |Periodicity test (lag = 32) 0.06 9" | Per/Cov test (lag = 32) 0.11
18 |Covariance test (lag = 32) 0.08

Table 5. Left: execution time of each statistical test on GPU; right: execution time of each
merged statistical test on GPU (Device A, number of CUDA blocks = 8, number of threads per
block = 256).

each block had 256 threads. Therefore, up to 7 blocks could reside on the MPs as they required
7 x 256 x 34 registers, which was almost 65,536: the maximum number of registers available on an
MP. The CUDA kernel Statistical test used 8, 144, and 72 CUDA blocks for parallelization
methods 1 and 2, and our method, respectively. In Device A, which had 30 MPs (Table 3), the
numbers of active blocks per MP were 1, 3 ~ 4, and 2 ~ 3 for the three methods, respectively.
These numbers of active blocks per MP were less than the maximum number of blocks per MP,
which was 7. By analyzing the number of registers per MP and the operation time of each
block for each method, as indicated in Figure 6, we could confirm that the optimized method
on Device A was superior. In Device B, which had 10 MPs (Table 3), the numbers of active
blocks were 1 and 7 for parallelization method 1 and our method, respectively. When method
2 was applied in the kernel Statistical test, the number of active blocks was greater than
7. However, the maximum number of blocks per MP was 7, which explains why method 2 was
slower than method 1, as indicated in Table 4. Thus, we also found that the optimized method
performed better on Device B with fewer MPs.
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Coalesced memory access

In this study, we used the memory coalescing technique (Figure 8) to transfer data from slow
global memory to the registers efficiently. Table 6 displays the performance of our parallel
implementation of the permutation testing before and after using this technique. As a result, we
obtained an improvement of 1.1 times.

i t; : i-th thread i

Before using the memory coalescing technique

1,000,000-byte 1,000,000-byte

{ Globalmemory | t, |t |t |t |t ~ tv Ity Ity | tn | ta |
N % 1,000,000-byte
| After using the memory coalescing technique
N-byte N-byte N-byte

|
Globalmemory | t; | t, | t3 t, |t | t3

[

N % 1,000,000-byte

| |

Figure 8. Memory coalescing technique.

Before using memory
coalescing technique (s)

Device A 67 60
Device B 190 176

After using memory
coalescing technique (s)

Table 6. Performance of proposed parallel implementation of permutation testing depending on
whether memory coalescing technique was used.

Performance evaluation with NIST program according to noise source

We measured the performances of the proposed parallel implementation of the permutation
testing using the GPU for both the IID and non-IID noise sources. Moreover, we compared these
performances with those of the permutation testing in the NIST program written in C++.

Two noise sources were used in the experiment. The first noise source, truerand, was provided
by the NIST. This noise source was IID and the estimated min-entropy was 7.2 bits when the
noise sample size was 8 bits. The second noise source, GetTickCount, could be collected through
the GetTickCount () function in the Windows environment, and its estimated min-entropy was
1.6 bits when the noise sample size was 8 bits.

Table 7 presents the execution times of the NIST program on the CPU and the proposed
program on the GPUs, measured for each noise source. Each execution time in Table 7 was the
average time required for 50 executions. In the case of truerand (the IID noise source), it was
unlikely that each of the 18 statistical tests would run all 10,000 iterations in the permutation
testing of Algorithm 2, where Equation 2 was used. In the NIST program, if any statistical test
satisfied Equation 2, that test was no longer performed in the iterations. However, because the
proposed program processed N iterations of the 18 statistical tests in parallel on the GPU, it
verified whether Equation 2 was satisfied using the results of N iterations, and if this was the
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case, it did not proceed with N iterations any further. Therefore, when the noise source was
IID, the performance of the proposed program was up to 10 times better than that of the NIST
program, as indicated in Table 7. However, if the noise source was non-IID, it was more likely
that the 18 statistical tests would run all 10,000 iterations. Thus, in the case of non-IID, from
Table 7, the proposed program was up to 23 times faster than the NIST program.

Name of Sample NIST program Proposed program (s)
noise source size written in C++ (s) Device A Device B

1 37 4 6
truerand 4 60 6 13
8 23 12 19
1 428 19 30
GetTickCount 4 467 25 39
8 605 60 91

Table 7. Performances of proposed program and NIST program written in C++ according to
noise source.

CONCLUSIONS

The security of modern cryptography is heavily reliant on sensitive security parameters such
as encryption keys. RNGs should provide cryptosystems with ideal random bits, which are
independent, unbiased, and most importantly, unpredictable. To use a secure RNG, it is necessary
to estimate its input entropy as precisely as possible. The NIST offers two programs for entropy
estimations, as outlined in SP 800-90B. However, a long time is required to manipulate several
noise sources for an RNG.

This paper has proposed GPU-based parallel implementation of the permutation testing,
which requires the longest execution time in the IID test of SP 800-90B. The proposed method
is designed to use massive parallelism of the GPU by balancing the number of registers and the
execution time for statistical tests, as well as optimizing the use of the global memory for data
shuffling. We experimentally compared our GPU optimization with the NIST. When applied to
an IID noise source, the proposed program was 10 times faster than the NIST program written
in C++. Moreover, for a non-IID noise source, our proposal improved the performance up to 23
times. It is expected that the time required for analyzing the RNG security will be significantly
reduced for developers and evaluators by using the proposed approach, thereby improving the
validation efficiency in the development of cryptographic modules. For future work, we will
implement the compression test excluded in this study in parallel on the GPU.
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