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Patient privacy data security is a pivotal area of research within the burgeoning field of
smart healthcare. This study proposes an innovative hybrid blockchain-based framework
for the secure sharing of electronic medical record (EMR) data. Unlike traditional privacy
protection schemes, our approach employs a novel tripartite blockchain architecture that
segregates healthcare data across distinct blockchains for patients and healthcare
providers while introducing a separate social blockchain to enable privacy-preserving data
sharing with authorized external entities. This structure enhances both security and
transparency while fostering collaborative efforts across different stakeholders. To address
the inherent complexity of managing multiple blockchains, a unique cross-chain signature
algorithm is introduced, based on the Boneh-Lynn-Shacham (BLS) signature aggregation
technique. This algorithm not only streamlines the signature process across chains but
also strengthens system security and optimizes storage efficiency, addressing a key
challenge in multi-chain systems. Additionally, our external sharing algorithm resolves the
prevalent issue of medical data silos by facilitating better data categorization and enabling
selective, secure external sharing through the social blockchain. Security analyses and
experimental results demonstrate that the proposed scheme offers superior security,
storage optimization, and flexibility compared to existing solutions, making it a robust
choice for safeguarding patient data in smart healthcare environments.

PeerJ Comput. Sci. reviewing PDF | (CS-2024:03:97750:2:1:NEW 26 Oct 2024)

Manuscript to be reviewedComputer Science



1 A hybrid blockchain-based solution for secure sharing 

2 of electronic medical record data
3

4 Gang Han1,2,3, Yan Ma3, Zhongliang Zhang1, and Yuxin Wang3

5

6 1 School of Management, Hangzhou Dianzi University, Hangzhou, Zhejiang, China

7 2 The State Key Laboratory of Integrated Service Networks, Xidian University, Xi�an, Shaanxi, 

8 China

9 3 The School of Cyberspace Security, Xi�an University of Posts and Telecommunications, Xi�an, 

10 Shaanxi, China

11

12 Corresponding Author:

13 Yan Ma 3

14 Chang'an District, Xi'an, Shaanxi, China

15 Email address: vickiem528@gmail.com

16

17 Abstract

18

19 Patient privacy data security is a pivotal area of research within the burgeoning field of smart 

20 healthcare. This study proposes an innovative hybrid blockchain-based framework for the secure 

21 sharing of electronic medical record (EMR) data. Unlike traditional privacy protection schemes, 

22 our approach employs a novel tripartite blockchain architecture that segregates healthcare data 

23 across distinct blockchains for patients and healthcare providers while introducing a separate social 

24 blockchain to enable privacy-preserving data sharing with authorized external entities. This 

25 structure enhances both security and transparency while fostering collaborative efforts across 

26 different stakeholders. To address the inherent complexity of managing multiple blockchains, a 

27 unique cross-chain signature algorithm is introduced, based on the Boneh-Lynn-Shacham (BLS) 

28 signature aggregation technique. This algorithm not only streamlines the signature process across 

29 chains but also strengthens system security and optimizes storage efficiency, addressing a key 

30 challenge in multi-chain systems. Additionally, our external sharing algorithm resolves the 

31 prevalent issue of medical data silos by facilitating better data categorization and enabling 

32 selective, secure external sharing through the social blockchain. Security analyses and 

33 experimental results demonstrate that the proposed scheme offers superior security, storage 

34 optimization, and flexibility compared to existing solutions, making it a robust choice for 

35 safeguarding patient data in smart healthcare environments.

36

37

38

39

PeerJ Comput. Sci. reviewing PDF | (CS-2024:03:97750:2:1:NEW 26 Oct 2024)

Manuscript to be reviewedComputer Science



40 Introduction

41 Blockchain technology, recognized as a decentralized and secure distributed ledger system, 

42 has been significantly adopted in sectors such as finance and supply chains [1-3]. Its decentralized 

43 nature ensures that there is no single point of failure, making it resilient against attacks and system 

44 breakdowns, while its inherent immutability guarantees that once data is recorded, it cannot be 

45 tampered with. These characteristics are particularly valuable in the healthcare domain, where the 

46 integrity and trustworthiness of sensitive medical records are paramount. Moreover, blockchain�s 

47 transparency allows authorized healthcare providers, patients, and other entities to securely verify 

48 and access data, which enhances trust in the system while safeguarding patient privacy through 

49 cryptographic techniques. Given these benefits, there has been burgeoning interest in applying 

50 blockchain technology to healthcare in recent years, where it has been envisioned as a novel means 

51 to manage patient records, diagnostic data, prescriptions, and other sensitive information [4-6].

52 Most previous studies on blockchain-based healthcare systems adopted an on-chain and off-

53 chain storage model to achieve system decentralization and alleviate storage pressure [7-8]. For 

54 instance, vast amounts of encrypted data are stored on cloud servers, while single blockchains store 

55 the addresses. However, in practical scenarios, this storage model can lead to significant disarray 

56 in the storage spaces both on-chain and off-chain, consequently reducing system functionality and 

57 increasing the likelihood of system attacks.

58 Some current solutions improve data accessibility among healthcare providers by modifying 

59 access control policies or managing workflows [9-11]. These approaches typically use a single 

60 blockchain to store all medical-related data, which enhances system security and logical coherence 

61 to some extent but does not fundamentally solve the issue of chaotic storage models. In terms of 

62 system security, some methods alter the blockchain consensus mechanism [12-14] to avoid 51% 

63 attacks. However, due to the sensitivity and integrity requirements of medical data, more 

64 decentralized and verifiable consensus methods, which still carry certain risks of attacks, are 

65 necessary [15].

66 To address these issues, this paper proposes a novel method that introduces a hybrid 

67 blockchain-based solution for the secure sharing of electronic medical record (EMR) data. This 

68 approach employs three blockchains to identify different functions within the healthcare system 

69 and designs a unique cross-chain signature algorithm tailored for this system. This method 

70 enhances data security while optimizing storage space. Our approach makes the system resilient 

71 to 51% attacks, achieves data fitting, and improves the logical structure of data storage.

72 The contributions of this paper are as follows:

73 � A hybrid blockchain-based solution is proposed for secure sharing of EMR data, which 

74 rationally distributes healthcare system functions through a multi-chain storage model. This model 

75 reduces storage pressure and enhances the system�s resistance to 51% attacks.

76 � A cross-chain signature algorithm is designed to improve data privacy protection, achieve 

77 data fitting, and alleviate the chaotic storage space issue in blockchain healthcare systems, making 

78 the storage model more organized.
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79 � The introduction of a social chain enhances external data sharing capabilities and 

80 implements an efficient data layering strategy.

81 The remainder of this paper is organized as follows: Section II discusses related work, Section 

82 III introduces relevant background knowledge, Section IV presents the proposed system solution, 

83 Section V provides experiments and security analysis, and finally, Section VI analyzes the 

84 limitations of the solution and concludes the paper.

85

86 Related work

87 Blockchain technology has garnered significant attention in the design of EMR systems to 

88 address the challenges of fragmented health data, privacy protection, and secure data sharing. 

89 Previous studies typically adopt a hybrid on-chain and off-chain storage model to achieve 

90 decentralization and alleviate storage pressure. For instance, a distributed electronic health record 

91 (EHR) ecosystem was proposed that integrates EMR into a private and permissioned blockchain. 

92 This approach aims to unify fragmented patient records across various healthcare organizations, 

93 enhancing data consistency and security [16]. Similarly, Chelladurai et al. proposed a blockchain-

94 based EHR system that offers a regulated solution for patients, physicians, and healthcare 

95 providers that addresses data fragmentation issues [17]. Kim et al. introduced a secure and efficient 

96 solution for managing EHRs using blockchain for data integrity, access control, and secure health 

97 data sharing, combined with cloud computing [18]. Fatokun et al. further expanded on this concept 

98 by proposing a patient-centric EHR system on the Ethereum blockchain platform that provides 

99 patients with greater control over their data and eliminates the need for third-party systems [19].

100 Other researchers have focused on enhancing data privacy and system scalability. Shuaib et 

101 al. proposed a blockchain-based healthcare data-sharing system that integrates a decentralized file 

102 system and a threshold signature to mitigate privacy-linking attacks and scalability challenges [20]. 

103 Liu et al. addressed secure storage and sharing of EMRs with a consortium blockchain-based 

104 solution that incorporates anonymous and traceable identity privacy protection, dual blockchain 

105 and cloud server storage, and an improved proxy re-encryption scheme [21]. In addition, Guo et 

106 al. developed a hybrid blockchain-edge architecture employing attribute-based cryptographic 

107 mechanisms for managing EHRs. This architecture features an innovative attribute-based 

108 signature aggregation (ABSA) scheme, multi-authority attribute-based encryption (MA-ABE), 

109 and Paillier homomorphic encryption (HE) for patient anonymity and EHR security [22]. Liu et 

110 al. suggested using proxy re-encryption and sequential multi-signature combined with cloud 

111 platform services to further protect patient privacy data on the blockchain [23]. Yuan et al. 

112 proposed a detailed, secure sharing scheme for medical data leveraging blockchain technology, 

113 addressing the issues of low throughput and instability in single-chain models while enhancing 

114 data confidentiality [24].

115 Recent studies have also explored the use of Byzantine consensus mechanisms in blockchain-

116 based healthcare systems. For example, a blockchain-based healthcare platform with Byzantine 

117 fault tolerance (BFT) was proposed, ensuring data integrity, confidentiality, and availability, which 

118 is crucial for healthcare applications [25]. Another study introduced an efficient and secure health 
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119 data sharing framework using blockchain with Byzantine consensus, which addressed issues like 

120 data tampering and unauthorized access [26]. Additionally, a novel approach for secure EHR using 

121 Hyperledger Fabric with BFT was explored that would enhance patient data security and 

122 accessibility while maintaining high performance and reliability [27].

123 As shown in Table 1, while these initiatives illustrate significant progress in integrating 

124 blockchain technology into EMR systems, they often rely on single blockchain models or hybrid 

125 storage solutions that may lead to chaotic storage management and reduced system functionality. 

126 Additionally, current methods for enhancing system security, such as modifying consensus 

127 mechanisms, still face challenges in completely mitigating the risks of attacks, especially given 

128 the sensitivity of medical data. To address these limitations, our research introduces a novel hybrid 

129 blockchain-based solution for the secure sharing of EMR data. By employing three blockchains 

130 for different functions within the healthcare system and designing a unique cross-chain signature 

131 algorithm, our approach optimizes storage space, enhances data security, and improves system 

132 resilience to 51% attacks. This method ensures organized data storage, provides a more robust 

133 solution for secure EMR data sharing, and advances the state of blockchain applications in 

134 healthcare.

135

136 Preliminaries

137 This section provides a brief review of relevant knowledge.

138 A. Blockchain-related theory

139 Blockchain represents a novel application paradigm of computer technology that integrates 

140 various cutting-edge technologies including distributed data storage, P2P transmission, consensus 

141 mechanism, and encryption algorithms. It serves as a decentralized and trustless infrastructure that 

142 operates on a distributed computing paradigm. The theoretical foundations of blockchain-

143 primarily draw upon information asymmetry theory, free currency theory, and BFT theory, while 

144 the technical support is provided by P2P network technology, timestamp technology, asymmetric 

145 encryption, smart contracts, and database technology [28-30]. Generally, the infrastructure of 

146 blockchain is comprised of a data layer, network layer, consensus layer, incentive layer, contract 

147 layer, and application layer, as illustrated in Fig 1.

148

149 B. Attribute-based encryption

150 The basic idea of attribute-based encryption (ABE) is to integrate the access control of data 

151 into the decryption process of the cipher text, providing a new perspective on the access control of 

152 encrypted data [31-32]. The most important feature of this encryption method is that it does not 

153 rely on the user's identity information to encrypt and decrypt the data, but on a set of attributes of 

154 the user, and only when the user's attributes satisfy the access policy defined in the ciphertext can 

155 the user successfully decrypt the original text.

156 There are two main types of attribute-based encryption techniques, key-policy attribute-based 

157 encryption (KP-ABE) and ciphertext-policy attribute-based encryption (CP-ABE) [33]. In KP-

158 ABE, the key is determined by an access structure and the ciphertext is marked by a set of 
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159 attributes. A user can only decrypt a ciphertext if the access structure of his key matches the set of 

160 attributes of the ciphertext. In contrast, in CP-ABE, the access policy is specified by the ciphertext 

161 and the user's key is marked by a set of attributes. The user can only decrypt a ciphertext if the set 

162 of attributes of the key satisfies the access policy of the ciphertext.

163

164 C. BLS signature

165 Boneh-Lynn-Shacham (BLS) signature is a type of digital signature scheme that offers a 

166 short, computationally efficient signature and the ability to aggregate signatures [34]. BLS 

167 signature scheme is based on bilinear pairings on elliptic curves, which makes it possible to 

168 compress multiple signatures from multiple users into a single signature. This aggregation 

169 capability is particularly valuable for systems that need to manage a large number of signatures, 

170 like blockchain networks. This algorithm needs a bilinear pairing . The pairing is �0 × �1→�
T

171 efficiently computable, non-degenerate, and all three groups have prime order . This paper let  q �0
172 and  be generators of  and , respectively. It also needs a hash function . The hash �1 �0 �1 �0

173 function will be treated as a random oracle in the security analysis.

174 BLS signature aggregation works as follows:

175 KeyGen (): choose a random  and . Output  and .� �←ℤ� ℎ←��
1 ∈ �1 ��≔(ℎ) ��≔(�)

176 Sign : output . The signature is a single group element.(��,�) �←�0(�)� ∈ �0

177 Verify : if  output "accept", otherwise output "reject".(��,�,�) �(�1,�)= �(��,�0(�))
178

179 Hybrid blockchain-based solution for secure sharing of EMRs

180 A. Notation table

181 To facilitate understanding of the proposed method, Table 2 summarizes the symbols used 

182 throughout this paper.

183

184 B. System architecture

185 The proposed scheme consists of three interconnected blockchains: the patient blockchain, 

186 healthcare provider blockchain, and social blockchain. A combination of on-chain and off-chain 

187 structures is employed to store medical records, providing the necessary flexibility and scalability 

188 to securely store and manage large volumes of sensitive healthcare information. The Blockchain-

189 based healthcare architecture is shown in Fig 2. The data sharing process of the system is illustrated 

190 in Fig 3, which demonstrates the data flow between blockchains, the signature algorithm, and other 

191 steps.

192

193 (1) Patient blockchain

194 The patient blockchain stores the signature signed by the patient, along with hashed data that 

195 includes encrypted personal information . This information encompasses sensitive patient ���(���)
196 data such as name, age, gender, and other privacy-related information. To ensure the security and 
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197 privacy of the data, it is uploaded to IPFS by the patient and then hashed by IPFS. Given the 

198 smaller size of personal data compared to medical data, CP-ABE is employed to encrypt personal 

199 data, allowing for a higher degree of privacy protection. Personal information and EHR are stored 

200 separately in distinct blockchains to enhance the security of EHR. This approach prevents 

201 adversaries from associating medical data with specific patients, thereby reducing the risk of data 

202 breaches and safeguarding patient privacy.

203 Patients and healthcare providers can access data from the patient blockchain and retrieve 

204 ciphertext from IPFS. This ciphertext can then be decrypted to reveal the actual personal 

205 information of the patient. In typical scenarios, healthcare providers require access to medical data 

206 from a healthcare provider blockchain that is connected to a patient's personal information, which 

207 can then be used to make a diagnosis.

208 (2) Healthcare provider blockchain

209 The healthcare provider blockchain primarily stores aggregate signatures , which are ��
210 composed of signatures generated by various institutions, along with dataset , where �� �� = ��||
211 . The dataset is comprised of the medical data ciphertext , its hash value , and �� �� = ��(��) �(��)
212 the symmetric key  encrypted with the patient's public key for encrypting medical data . � ����(�)
213 Specifically,  can be expressed as . This approach ensures that the �� �� = ��||�(��)||����(�)
214 medical data and associated signatures are securely stored, while also maintaining the privacy and 

215 confidentiality of patient information.

216 Similarly to the patient blockchain, patients and healthcare providers can access data from 

217 the healthcare provider blockchain and retrieve ciphertext from IPFS. Given the critical nature of 

218 medical data during physician diagnostic and data access procedures, additional security measures 

219 are necessary to enhance the protection of sensitive medical data.

220 (3) Social blockchain

221 The social blockchain serves as a crucial component in our scheme, facilitating connections 

222 to external blockchain networks. Transactions involving data sharing with other systems are 

223 uploaded to this blockchain. Each transaction includes the hashed ciphertext that has already been 

224 shared with others and the signature of the data's owner. To enable better differentiation of which 

225 parts of a patient's EHR are shared, a data processor is used to classify the medical records, dividing 

226 the data into finer-grained categories. When a patient transfers to another hospital, the social 

227 blockchain connects to the external blockchain network system, and the relevant patient data is 

228 transferred accordingly. The social blockchain does not require direct interaction with patients and 

229 healthcare providers. Our data classification scheme provides an effective solution for transferring 

230 different types of data, thereby reducing the workload for users.

231 C. Cross-chain signature algorithm

232 This paper proposes the cross-chain signature algorithm, which facilitates the execution of 

233 signature protocols among users on different chains, addressing two practical issues. First, it 

234 enhances the privacy of medical data by leveraging the immutability and decentralization of 

235 blockchain technology. Second, it enables the fitting of heterogeneous data in a distributed storage 
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236 system within the blockchain. Our signature algorithm ultimately produces two types of aggregate 

237 signatures , which is used to enhance data privacy, and , which is used to achieve data ��� ���
238 fitting. The algorithm involves two main categories of users: patients in the patient blockchain and 

239 medical service providers in the medical service provider blockchain.

240 Regarding the aggregate signature , it is assumed that when patients generate data, they ���
241 transmit the ciphertext of the data along with other relevant information to all medical institutions. 

242 Subsequently, each user signs the ciphertext data. After obtaining the individual signatures from 

243 each user, an aggregate operation is performed to compute the aggregate signature . Similarly, ���
244 when new medical data is generated within medical institutions, the ciphertext is shared with other 

245 users, and the same signing and aggregation process is executed. For the aggregate signature , ���
246 users participating in the system continuously generate new data. Any user is required to compute 

247 the aggregate signature  of all signatures  generated before time . Finally, at time , users ��� �� �� ��
248 upload both  to the new block.(���,���)
249 Since each user has access to the same data ciphertext and signatures, attackers cannot 

250 identify the true source of the data, thereby preventing targeted attacks and enhancing the privacy 

251 of medical data. Additionally, the presence of the aggregate signature  allows for the ���
252 identification of all data signatures generated by a particular user, thereby achieving the fitting of 

253 heterogeneous data.

254 (1) Aggregate signature ���
255 The process of obtaining the signature is illustrated in Fig 4. As an example of patient-���
256 generated data, the details of the signature process are as follows:

257 Our scheme needs a bilinear pairing e: , the hash function H0: , and a second �0 × �1→�
T

�→�0

258 hash function H1:  where .��
1→�� �≔{1,2,…,2128}

259 a) KeyGen ( )

260 The system assigns the public key  and secret key  to medical staff for signing.��1 ��1

261 b) Prepare data �1

262 The patient's personal data, denoted as , is self-generated by the patient, followed by �1

263 encryption to derive the ciphertext . Subsequently,  is subjected to a hashing �1= ��(�1) �1
264 process to yield the hashed data, denoted as . The culmination of this process results in the �(�1)
265 final prepared data .�1= �1||�(�1)
266 c) Sign (�1,��1)

267 This algorithm takes the prepared data  and the signing key  as inputs. Eventually, it �1 ��1

268 returns the signature  as a result.�1
269 �1←�0(�1)

��
1 ∈ �0
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270 d) Share data  and sign�1

271 The patient shares the data  with other healthcare providers, thus each provider has the �1

272 same data  and uses their signing key  to output different signatures .�1 ��� ��
273 ��←�0(�1)

��� ∈ �0

274 e) Signature aggregate ((��1,�1),(��2,�2),�,(���,��))
275 This algorithm takes all the individual signatures related to different users, then computes �1,
276  and outputs the aggregation signature .�2,�,�� ��
277 (�1,�2,�,��)←�1(��1,��2,�,���) ∈ ��
278 ��←�t11����� ∈ �0

279 f) Public key aggregate

280 This process involves advanced preparation for verifying the signature. The algorithm 

281 incorporates all the relevant individual public keys associated with different healthcare providers, 

282 then computes  and outputs the aggregation of the public key .�1,�2,�,�� ���
283 (�1,�2,�,��)←�1(��1,��2,�,���) ∈ ��
284 ���←���

1
1 ,���

2
2 ,�,����� ∈ �1

285 g) Verify (�(�1),���,��)
286 This algorithm takes the hashed data , the aggregation of the public key , and the �(�1) ���
287 aggregation signature  to verify if  the output �accepts�, or �� �(�1,��)= �(���,�0(�(�1)))

288 otherwise output �rejects�.

289 The verification process is proven as below:
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290

�(�1,��)
= �(�1,��

1
1����� )

= �(�1,��
1
1 ) ∙ �(�1,��

2
2 ) ∙ � ∙ �(�1,���� )

= �(��
1
1 ,�1) ∙ �(��

2
1 ,�2) ∙ � ∙ �(���

1 ,��)
= �(��

1
1 ,�0(��)�

1) ∙ �(��
2
1 ,�0(��)�

2) ∙ � ∙ �(���
1 ,�0(��)��)

= �((��
1
1 )

�
1
,�0(��)) ∙ �((��

1
1 )

�
2
,�0(��)) ∙ � ∙ �((��

1
1 )

��
,�0(��))

= �((��
1
1 )

�
1
,�0(��)) ∙ �((��

2
1 )

�
1
,�0(��)) ∙ � ∙ �((���

1 )
�
1
,�0(��))

= �(���
1
1 ,�0(��)) ∙ �(���

2
2 ,�0(��)) ∙ � ∙ �(����� ,�0(��))

= �(���
1
1������ ,�0(��))

= �(���,�0(��))
291 (2) Aggregate signature ���
292 The process of obtaining the signature is illustrated in Fig 5. This process is generally ���
293 similar to the one described above, with the signing data being the privacy data generated by User 

294 1 at different times. At time , all signatures of User 1 are . The aggregate �� �1�
1
,�1�

2
,�,�1��

295 signature  is then computed as .���
1

�� ���
1

��←�1�
1

�
1
���1�

1

��
296 The property of aggregate signatures, which allows for the verification of individual signature 

297 existence, is utilized to create an invisible chain formed by the aggregate signatures. This enables 

298 the identification and categorization of all data uploaded by a particular user from the mixed data, 

299 achieving the fitting of a specific type of data. This not only organizes the system's data more 

300 effectively but also enhances the efficiency and accuracy of data management.

301 Suppose User 1 updates data at time  and generates the aggregate signature . This �� ���
1

��
302 data and signature are then uploaded to the off-chain IPFS distributed storage system. Additionally, 

303 at times , the system stores aggregate signatures of a large amount of user data, �� ‒ 1,�� ‒ 2,�,�1
304 denoted as . All these signature collections are referred to as . For , the system ������ ℋ ∀������ ∈ ℋ
305 can search and verify all data generated by User 1 at times  within the aggregate signatures. �� < ��
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306 The existence of  can be confirmed through effective aggregation. The verification formula ���
1

��
307 is .e(���

1
��,�1)= �(�(�),���) ∙ �(���

1
�� ‒ 1,�1) ‒ 1

308 a) The aggregate signature  and the aggregate public key  are considered. Suppose ���
1

�� ���
1

��
309  is a part of the aggregate signature .���

1
�� ‒ 1 ���

1
��

310 e(���
1

��,�1)
311 = �(�1�

1
∙ �1�

2
∙ �� ∙ �1��,�1)

312 = �(���
1

�� ‒ 1 ∙ �1��,�1)
313 b) Next, the following computation is performed:

314 e(�(�),���) ∙ �(���
1

�� ‒ 1,�1) ‒ 1
315 = �(�(�),���

1) ∙ �(���
1

�� ‒ 1,�1) ‒ 1
316 = �(�(�),��1 ∙ ��1 ∙ �� ∙ ��1) ∙ �(���

1
�� ‒ 1,�1) ‒ 1

317 = �(�(�),�1)�� ∙ � ∙ �(�� ∙ H(�),�1) ‒ 1
318 = �(�(�),�1)�� ∙ � ∙ �(�� ∙ H(�),�1) ‒ ��
319 = �(�(�),�1)�� ∙ (� ‒ 1)
320 Here,  is used to "cancel out" the contribution of  in the aggregate �(���

1
�� ‒ 1,�1) ‒ 1 ���

1
�� ‒ 1

321 signature. If the equation holds, then it can be concluded that the signature  is indeed a ���
1

�� ‒ 1
322 part of the aggregate signature .���

1
��

323 c) Finally, the expression  is obtained, which is equal to the e(���
1

��,�1)= �(�(�),�1)�� ∙ (� ‒ 1)
324 left-hand side of the equation, indicating that the signature  is a part of the aggregate ���

1
�� ‒ 1

325 signature .���
1

��
326

327 D. System operation details

328 (1) Patient blockchain: personal information addition

329 When a patient is initially registered in the system, they are required to provide basic personal 

330 information. To ensure privacy, the CP-ABE encryption method is utilized to encrypt the patient's 

331 private data. The encrypted data is uploaded into IPFS, where a hash value is generated and then 
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332 transferred to the patient blockchain along with the signature . Further details regarding this ��
333 process are outlined below: 

334 a) Setup (�)→(��,��)
335 This procedure takes the security parameter  as input and produces the public parameter  � �
336 and master key  for the proposed CP-ABE mechanism.��
337 b) KeyGen (��,�)→��
338 This procedure takes the master key  and the attribute set  as input and generates the user �� �
339 attribute secret key .��
340 c) Encrypt (�,�,�)→�
341 This procedure takes the public parameter  , accesses the structure  and the patient�s personal � �
342 information , and encrypts the plaintext  into the ciphertext .� � �
343 d) Sign (�)→��
344 In this process, the user generates shareable data  using the signature algorithm described ��
345 above and signs  to obtain the corresponding signed data .�� ��
346 e) Data upload to the blockchain

347 The signature  and the  value returned by IPFS are incorporated into a data transaction �� ℎ��ℎ
348  and subsequently uploaded to the patient blockchain.�� = ��||��||ℎ��ℎ
349 f) Decrypt (�,�,��)→�
350 This procedure takes the public parameter , ciphertext , and secret key . as input and � � ��
351 generates the plaintext .�
352 (2) Healthcare provider blockchain: health record addition

353 Healthcare data is decentralized among a variety of healthcare providers, and encompasses 

354 entities such as hospitals, insurers, pharmacies, and governmental regulatory bodies. Different 

355 from the ciphertext present in the patient blockchain, this medical data is considerably more 

356 substantial in volume. Initially, the medical data is encrypted using symmetric encryption. 

357 Subsequently, the symmetric encryption key itself is encrypted via CP-ABE. The final encrypted 

358 data can be procured by concatenating these two ciphertexts. Further details regarding this process 

359 are outlined below:

360 a) Key generation

361 When a user affiliated with a healthcare provider partakes in the system, a symmetric 

362 encryption key  is allocated by the system. The key assignment for CP-ABE is the same as that �
363 in the patient blockchain and is not described in detail here.

364 b) Encrypt (�,�,�,�)→�
365 Within this process, the healthcare provider generates the medical data , which is encrypted �
366 using the key , resulting in . Following this, attribute encryption is performed on � �� = ����(�)
367 the key  .  which is the final ciphertext data .� �������(�,�,�)→�� (��||��) �
368 c) Sign (�)→��
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369 In this process, the user generates shareable data  using the signature algorithm described ��
370 above and signs  to obtain the corresponding signed data .�� ��
371 d) Data upload to the blockchain

372 The signature  and the  value returned by IPFS are incorporated into a data transaction �� ℎ��ℎ
373  and subsequently uploaded to the healthcare provider blockchain.�� = ��||��||ℎ��ℎ
374 e) Decrypt (�,�,��,�)→�
375 This procedure takes the public parameter , the ciphertext , and the secret key . as input � �� ��
376 and generates the symmetric encryption key . The key  is subsequently employed to decrypt the � �
377 ciphertext , facilitating the retrieval of the original data .�� �
378 (3) Social blockchain: data sharing externally

379 The social blockchain establishes a connection with the external blockchain system to 

380 facilitate the sharing of medical data among different healthcare institutions. To ensure proper data 

381 sharing, a data processor categorizes the medical data into five levels of sensitivity. Only the data 

382 that meets the sharing criteria are allowed to pass through the social blockchain for further 

383 dissemination among authorized entities within the network. The five levels of sensitivity are:

384 Level 1: Fully public data. This category includes information such as the hospital's name, 

385 address, and telephone number, which can be openly shared with the public on the Internet without 

386 any restrictions or privacy concerns.

387 Level 2: Data available for widespread access. This category is comprised of data that can be 

388 accessed on a large scale, typically after obtaining approval through a formal application process. 

389 These datasets are often made available for research and analysis purposes, facilitating scientific 

390 investigations and advancements in various domains.

391 Level 3: Data available for restricted access. This category includes data that can be accessed 

392 on a medium scale, typically limited to usage within the authorized project team operating under 

393 the purview of a specific institution. Access to this data is granted only to team members involved 

394 in the project, ensuring compliance with institutional policies and safeguarding the privacy and 

395 security of the data.

396 Level 4: Data available for limited access. This category pertains to data that can be accessed 

397 on a smaller scale, specifically restricted to individuals directly involved in the consultation 

398 process. Access to this data is confined to healthcare professionals and relevant stakeholders who 

399 require access to providing healthcare services and facilitating the consultation. Strict 

400 confidentiality measures are implemented to protect the privacy and sensitivity of the data.

401 Level 5: Data available for highly restricted access. This category encompasses data that can 

402 only be accessed on a very limited scale and under stringent restrictions. For instance, specific 

403 disease-related information, such as on AIDS or STDs, is strictly limited to access by primary care 

404 providers who require the data for clinical purposes. Comprehensive controls and protocols are in 

405 place to ensure the utmost confidentiality and privacy protection of this sensitive information, 

406 adhering to regulatory guidelines and ethical considerations.
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407 The data-sharing process is shown in Fig 6. When an external user requires access to medical 

408 data, the system employs an automated process to determine the appropriate levels of data 

409 accessibility based on the user's attributes. Upon identification, the user can retrieve the 

410 corresponding hash from the social blockchain, which serves as a reference for obtaining the 

411 authorized data from the IPFS storage system. This dynamic approach ensures that users can 

412 securely retrieve and access the specific data they are permitted to view, maintaining the privacy 

413 and confidentiality of the overall healthcare ecosystem.

414 Two algorithms have been conceptualized, specifically tailored for the tasks of automatic data 

415 hierarchy creation and data dissemination. Algorithm 1 illustrates the mechanism of data 

416 categorization. This mechanism involves a detailed stratification of data according to sensitivity 

417 levels, thereby differentiating information that is permissible for open distribution from datasets 

418 that demand heightened sensitivity.

Algorithm 1: Medical data (MD) categorization based on sensitivity level

Input: MD

Output: Categorized data (CD) with sensitivity level (SL)

# Stage I: Determining Sensitivity Level

1: Determine the SL of RMD based on predefined criteria SL

# Stage II: Categorizing data

2: CD = { 'data': MD, 'sensitivity': SL }

# Stage III: Returning categorized data

3: Return CD

419 Algorithm 2 elaborates the process of medical information distribution leveraging social 

420 blockchain technology. This process necessitates an evaluation of user permissions, only those 

421 users satisfying the specified criteria are granted data access. Furthermore, the data distribution 

422 procedure is inscribed in the framework of the social blockchain infrastructure, thereby 

423 establishing unequivocal transparency and traceability.

Algorithm 2: Medical data sharing via social blockchain

Input: Categorized Data CD, User User

Output: Hash value (HV) or none

# Stage I: Checking user permission

1: Check user permission for CD ['sensitivity'] Permission

2: If permission is false Return none

# Stage II: Retrieving HV from IPFS and uploading to social blockchain

3: Retrieve HV from IPFS for CD['data'] HV

4: Upload HV to social blockchain Record

5: Return HV

424 Experiments and analysis

425 A. Safety analysis
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426 (1) Data privacy protection

427 This healthcare blockchain scheme employs a robust system of encryption and signature to 

428 safeguard both patient personal data and medical data, ensuring privacy and data integrity.

429 In the case of patient's personal data, it undergoes an encryption process based on specific 

430 attributes during the uplink phase. The decryption of this data is solely possible for users 

431 possessing the corresponding attributes . Unauthorized attackers lacking these decryption A

432 attributes fail to generate a valid key , and hence, cannot access the patient's information. This ��
433 mechanism provides an essential layer of privacy protection for personal data.

434 The system handles medical data  emanating from different medical institutions in a unique ��
435 way to ensure its security. During the signature process, each medical institution encrypts the 

436 updated medical data and distributes the resulting ciphertext to the other participating institutions. 

437 Each of these institutions subsequently signs the received ciphertext independently. Finally, the 

438 aggregated signature along with other associated data is uploaded to the blockchain.

439 Given that every medical institution holds the ciphertext and the signature of the data, and 

440 only the originating institution knows the actual plaintext, an attacker, even upon acquiring the 

441 ciphertext data and signature, cannot discern the real data generator. Further, without the necessary 

442 decryption tools, they cannot decrypt the data. This system effectively serves to protect the 

443 confidentiality and privacy of medical data.

444 (2) Anti-counterfeiting attacks

445 The BLS signature aggregation algorithm provides robust security measures, making it an 

446 ideal tool for user identity protection in blockchain structures utilized by healthcare organizations. 

447 This cryptographic method involves the creation of a pair of public and private keys . (���,���)
448 The private key  is generated randomly, and the public key  is a calculated product of this ��� ���
449 private key and a generator point  on an elliptic curve, specifically, . To establish a �1 ��� = ����

1

450 signature , the user employs the private key  to perform operations on the hash of the message, �� ���
451 effectively creating the signature . The verification process necessitates three inputs: the public ��
452 key , the original message, and the produced signature . The verifier employs the same hash ��� ��
453 function to create the hash of the message and subsequently utilizes the public key  to ���
454 authenticate the signature.

455 This procedure is fortified against forgery attempts by adversaries, chiefly due to the inherent 

456 mathematical complexity of the discrete logarithm problem. This problem renders it 

457 computationally unfeasible for attackers to deduce the private key  from the public key . ��� ���
458 Thus, unless the attacker gains access to the private key , they cannot forge a valid signature. ���
459 The degree of difficulty in obtaining the private key  is safeguarded by the intrinsic complexity ���
460 of the discrete logarithm problem.

461 (3) Man-in-the-middle attacks

462 In the proposed scheme each user is allocated a pair of public and private keys . (���,���)
463 The user utilizes the private key  to digitally sign the message, followed by the transmission of ���
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464 this signed message coupled with the public key . The recipient, on their end, uses the sender's ���
465 public key  to authenticate the signature, ensuring the authenticity and integrity of the received ���
466 message. An adversary would need access to the sender's private key  to forge a legitimate ���
467 signature, a highly improbable event given the stringent security practices around private key 

468 management.

469 Consequently, the feasibility of executing a man-in-the-middle attack becomes practically 

470 negligible unless an adversary successfully gains access to the sender's private key , which ���
471 should ideally be concealed and securely stored. Furthermore, even if an adversary manages to 

472 intercept the communication and manipulate the message, their lack of the accurate private key 

473  will lead to signature verification failure at the recipient's end, revealing the attempted ���
474 tampering.

475 (4) Resistance to replay attacks

476 In this paper, each transaction documented in the tripartite blockchain structure possesses a 

477 distinct identifier , which is essentially a single-use numeric value, and is regenerated for every �
478 new transaction. This strategy maintains the singularity of each transaction within the system. 

479 Consequently, in instances where an adversary attempts to replay an already processed transaction 

480 , the intrinsic checks within the system swiftly identify . As the system has recorded this �' �'= �
481 transaction already, it instantly rejects the replayed transaction. This automated verification and 

482 rejection mechanism fortifies the system's resilience against replay attacks, thereby enhancing the 

483 comprehensive security framework of the blockchain.

484 Moreover, each block in the blockchain includes a timestamp , which denotes the exact �
485 instance of block creation. This timestamp instills a chronological order within the blockchain, 

486 facilitating the tracking and verification of the transactional sequence. Thus, any replayed 

487 transaction with a timestamp  would be instantaneously flagged as having been transmitted �' ≠ �
488 at an incorrect time, leading to its rejection.

489 (5) Attack surface analysis

490 To systematically analyze the potential attacks and demonstrate our system's defenses, Table 

491 3 provides a comprehensive overview of different attack types, their descriptions, and the 

492 corresponding defense mechanisms implemented in our system. Each attack type is associated 

493 with a specific defense mechanism designed to counteract the threat effectively.

494 B. Performance comparison

495 Based on the works referenced in [16-27], the proposed scheme is compared with those of 

496 Kim et al. [18] and Liu et al. [21]. The focus of the comparison is on analyzing the total 

497 computation time, complexity, and storage space required during the processes of authentication, 

498 encryption, and signing of medical data before upload, as shown in Table 4.

499 Assume that  denotes the encryption time in the elliptic curve cryptography system,  ������ �ℎ
500 represents the computation time of the hash function,  refers to the re-encryption key ���������
501 generation time,  is the time for an exponentiation operation,  is the time for a bilinear ���� ���
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502 pairing operation,  is the time for generating a signature, and  represents the number of �� �
503 attributes involved in the encryption process.

504 For storage space, let  epresent the storage size of metadata,  represent the storage ����� ����
505 size of the encrypted data, and  represent the storage size of the aggregated signature.��
506 Table 4 provides a performance comparison of the different schemes in terms of data 

507 generation time, complexity, and storage space. The results show that the proposed scheme 

508 employs more efficient encryption and signature techniques, ensuring that the data generation time 

509 remains within a reasonable range while avoiding a significant increase in complexity. Most 

510 importantly, by utilizing an aggregated signature, the storage space required is considerably 

511 reduced, which further enhances storage efficiency.

512 C. Block security comparison

513 (1) Comparison with existing systems

514 Attacks on the blockchain are mainly based on the important concept of computing power. 

515 When an attacker has enough computing power, that is, when the attacker's computing power 

516 exceeds 50% of the blockchain consensus network, most blockchain systems can be compromised. 

517 However, in practical application scenarios, blockchain systems run with a certain amount of time 

518 accumulation, and it is almost impossible for attackers to achieve successful attacks through "51% 

519 computing power attacks." Therefore, this paper analyzes the security of blockchain based on the 

520 "gambling probability" method of attack.

521 This paper assumes that a malicious attack node (MAN) successfully joins the blockchain 

522 EMR system proposed in this paper and launches an attack on any one of the chains, causing a 

523 consensus node on that chain to fork. According to the Bitcoin white paper, blockchain nodes 

524 always follow the longest chain as the correct blockchain and extend it. Therefore, in order for 

525 MAN to succeed in the attack, it must produce a longer chain to replace the honest nodes' chain. 

526 This attack process can be viewed as a binomial random walk. The specific discussion of this 

527 process is as follows:

528 {
1            ,� > �
(
��)� ‒ �  ,� ≤ � �

529 As  can be any non-negative integer, the probability distribution of  follows a Poisson � �
530 distribution, which is calculated as follows:

531

∞∑� = 0��� ‒ ��!
532 Therefore, the formula for calculating the probability of MAN successfully attacking the 

533 chain is as follows:

534 � = ∞∑� = 0��� ‒ ��! ∙ {1           ,� > �
(
��)� ‒ � ,� ≤ � �

535 The formula after simplification is：

PeerJ Comput. Sci. reviewing PDF | (CS-2024:03:97750:2:1:NEW 26 Oct 2024)

Manuscript to be reviewedComputer Science

K
Metinle İlgili Yorum Yap
These long explanations do not give the real effect of your attack resistance. Maybe you can define a theorem about related attack resistance. Then you have to prove by looking at your working flow.

K
Metinle İlgili Yorum Yap
Please add the notations meaning

K
Metinle İlgili Yorum Yap
Please add information about what is the meaning of block security.



536 MAN uses a "gambling attack" to attack the EMR system in order to obtain all EMR data. 

537 The probability of a successful attack depends mainly on the probability of MAN generating the 

538 next block and the number of "chains" used in the blockchain system. This solution combines 

539 smart healthcare with a three-chain structure, while the solutions presented in references [20] and 

540 [22] are single-chain structures, and the solutions presented in references [21] and [23] are both 

541 double-chain structures.

542 Based on the above analysis, the specific experimental plan of this paper is to have MAN 

543 generate the next block with probabilities of 0.10, 0.15, 0.20, 0.25, 0.30, 0.35, 0.40, and 0.45 

544 respectively. These probabilities were selected to represent a wide range of potential attack 

545 intensities, reflecting both realistic scenarios where attackers have limited computing power and 

546 more severe cases.

547 The selection of probabilities from 0.10 to 0.45 was based on the following considerations:

548 a) Representativeness: These probabilities cover a range from low to high attack success 

549 rates, fully reflecting the system security under different levels of attack intensity.

550 b) Practical application: In actual blockchain applications, attackers usually find it 

551 challenging to obtain extremely high computing power. Therefore, selecting probabilities that 

552 increment from low values is more in line with real-world scenarios.

553 c) Scientific basis: The commonly used blockchain attack models in the literature also adopt 

554 similar probability ranges, ensuring the comparability and scientific validity of our experiments.

555 The minimum secure block number that HN needs to generate is then calculated and counted 

556 for the EMR system of the blockchain to ensure the attack success probability is below 0.1, 0.01, 

557 and 0.001 respectively.

558 In the experimental design, several potential confounding variables were controlled to ensure 

559 the reliability of the results:

560 a) Node type and number: The type and number of nodes used in all experiments were kept 

561 consistent.

562 b) System load: The system load was controlled throughout the experiments to maintain 

563 uniform starting conditions.

564 c) Environmental settings: All experiments were conducted in the same hardware and 

565 software environment to avoid discrepancies due to equipment differences.

566 d) Repetition of experiments: Each set of experiments was repeated multiple times, and the 

567 average value was taken to reduce random errors.

568 To ensure the statistical significance of our results, a power analysis was conducted using 

569 MATLAB. The significance level was set at 0.05, with a target power of 0.80, indicating an 80% 

570 chance of detecting a true effect. Based on previous studies, a medium effect size was assumed. 

571 This analysis determined the minimum sample size needed to detect meaningful effects at different 

572 attack probabilities, ensuring the robustness of our findings.

573 The experimental tools and simulation environment used in this paper were a personal 

574 computer with an Intel(R) Core(TM) i5-1035G1 CPU @ 1.00GHz 1.19 GHz processor, 8.00GB 

575 memory, and a 64-bit Windows operating system. The experimental results are shown in Fig. 7, 8, 

576 and 9.

577 a) Probability of MAN attack below 0.1

578 Experimental results presented in Fig. 7 demonstrate that to maintain the probability (P) of a 

579 successful MAN attack on the blockchain system below 0.1, this scheme's increase in the minimum 
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580 number of secure blocks required is smaller than that of other comparison schemes once the MAN's 

581 block generation probability reaches 0.2. Furthermore, elevating the MAN's block generation 

582 probability to 0.45 leads to a substantial enhancement in security. Specifically, the required 

583 minimum number of secure blocks is lowered by 73.5% in comparison to the single-chain scheme, 

584 and by 44.4% relative to the double-chain scheme.

585 b) Probability of MAN attack below 0.01

586 Experimental results depicted in Fig. 8 indicate that, to maintain the probability (P) of a 

587 successful MAN attack on the blockchain system below 0.01, increasing the MAN's block 

588 generation probability to 0.45 significantly enhances security. Specifically, this adjustment 

589 reduces the minimum number of secure blocks required by 71.3% compared to the single-chain 

590 scheme and by 38.2% when compared to the double-chain scheme.

591 c) Probability of MAN attack below 0.001

592 Experimental findings presented in Fig. 9 reveal that, to keep the probability (P) of a MAN 

593 successfully attacking the blockchain system under 0.001, the increase in the minimum number of 

594 secure blocks required at the genesis block by this scheme is less than that required by comparison 

595 schemes. Further, when the probability of MAN generating the next block is raised to 0.45, there 

596 is a significant improvement in security. Specifically, the minimum number of secure blocks 

597 needed by this scheme is reduced by 70.0% compared to the single-chain scheme, and by 36.2% 

598 in comparison to the double-chain scheme.

599 (2) Comparison with fortified chain systems

600 To highlight the novelty of our proposed model, a comparison was made with existing 

601 fortified chain-based EMR sharing systems [35-36]. Fortified chains enhance the security of 

602 blockchain systems through mechanisms such as enhanced consensus protocols and additional 

603 security layers. However, these systems often introduce significant redundancies, leading to 

604 increased complexity and resource consumption. In contrast, our proposed three-chain structure 

605 provides superior performance in terms of security and efficiency by eliminating unnecessary 

606 redundancies.

607 Table 5 summarizes the comparison of security and efficiency metrics between our proposed 

608 three-chain system and fortified chain systems. The key metrics include the required minimum 

609 secure blocks, throughput, latency, and redundancy.

610 Fortified chain systems typically incorporate multiple layers of security protocols to enhance 

611 resilience against attacks, which can lead to excessive redundancy. This redundancy not only 

612 increases computational overhead but also complicates the system architecture. Our proposed 

613 three-chain system addresses these issues by optimizing the blockchain structure and consensus 

614 mechanisms, thereby maintaining high security without unnecessary redundancy.

615 The following points illustrate how our system reduces redundancy:

616 a) Optimized consensus mechanism: By utilizing an efficient consensus algorithm, our 

617 system reduces the need for multiple security layers, streamlining the block validation process.
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618 b) Three-chain structure: The separation of data into three distinct chains (Patient, 

619 Healthcare Provider, and Social) allows for targeted security measures, reducing the overall 

620 computational load and improving performance.

621 c) Focused security: Instead of applying broad, redundant security protocols, our system 

622 implements focused security measures that address specific threats, ensuring robust protection 

623 with minimal overhead.

624 In summary, while fortified chain-based systems have their own strengths, particularly in 

625 enhancing security through additional layers, our proposed three-chain structure offers a distinct 

626 advantage by balancing high security with greater efficiency. This makes our approach particularly 

627 practical and valuable for real-world applications in smart healthcare, where both performance and 

628 security are critical.

629 D. System performance analysis

630 To further validate the scheme, the Faker library was used to generate random medical data, 

631 and smart contracts were deployed on a local Ethereum network using Solidity. Transaction 

632 latency, throughput, and gas consumption were assessed for the proposed model.

633 A sample size of 1,000 transactions was selected to evaluate the performance of the system. 

634 This choice was based on the following considerations:

635 (1) Representativeness: A sample size of 1,000 transactions is large enough to capture the 

636 variability in transaction latency and throughput under typical operating conditions, providing a 

637 comprehensive assessment of the system's performance.

638 (2) Practical application: In real-world blockchain applications, it is common to handle a large 

639 number of transactions. Testing with 1,000 transactions ensures that the evaluation reflects realistic 

640 usage scenarios and can provide insights into how the system performs under substantial load.

641 (3) Scientific basis: Prior studies and benchmarks in blockchain performance testing often 

642 utilize similar or smaller sample sizes to evaluate system performance metrics, ensuring the 

643 comparability and scientific validity of our experiments.

644 By varying transaction send rates, the average latency per transaction was tested on the Patient 

645 blockchain, Healthcare provider blockchain, and Social blockchain. As shown in Fig. 10, latency 

646 increases with the number of transactions, remaining under 6 seconds at 50 transactions per second 

647 (tps). The Social blockchain exhibits slightly lower latency compared to the Patient and Healthcare 

648 provider blockchains, attributed to the pre-classification of data, allowing only low-sensitivity data 

649 to be shared.

650 Furthermore, the maximum and minimum throughput of the Patient blockchain, Healthcare 

651 provider blockchain, Social blockchain, and the entire system were evaluated at transaction send 

652 rates ranging from 10 tps to 40 tps. As shown in Fig. 11, the throughput across different transaction 

653 send rates concentrates around 35 tps.

654 In the performance testing, several potential confounding variables were controlled to ensure 

655 the validity of the results:

656 (1) Data generation: The Faker library was used to generate random but consistent medical 

657 data across different experiments.
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658 (2) Smart contract deployment: All smart contracts were deployed using the same 

659 configuration and version of Solidity on the same local Ethereum network to maintain consistency.

660 (3) System environment: The tests were conducted on the same hardware and software 

661 environment used in the block security comparison tests, ensuring uniformity.

662 (4) Repetition and averaging: Each performance test was repeated multiple times, and the 

663 results were averaged to minimize random variations.

664 Our findings indicate that while the use of blockchain introduces some overhead, it does not 

665 significantly degrade the overall system performance. Specifically, the latency and throughput 

666 metrics remain within acceptable ranges, demonstrating that the integration of blockchain is 

667 feasible without compromising efficiency. More importantly, the blockchain-based system 

668 significantly enhances data security and integrity, offering robust protection against tampering and 

669 unauthorized access.

670 These results underscore the practicality and feasibility of using blockchain in our system. 

671 The enhanced security and data integrity provided by blockchain outweigh the modest increase in 

672 complexity and resource consumption, making it a valuable addition to our EMR system.

673 Discussion

674 Our findings highlight the effectiveness of a hybrid blockchain-based solution for secure 

675 EMR data sharing, optimizing storage, enhancing security, and improving resilience against 51% 

676 attacks.

677 (1) Comparison with existing literature:

678 Previous studies, such as those by Chelladurai et al. [17], Kim et al. [18], and Liu et al. [21], 

679 have focused on hybrid storage solutions and improving data privacy in blockchain-based EMR 

680 systems. While these solutions have achieved decentralization and scalability, they often face 

681 challenges related to disorganized storage management and limitations in security mechanisms. 

682 Additionally, even enhanced consensus protocols, such as those utilizing Byzantine fault tolerance 

683 (BFT) [25-27], struggle to fully protect against advanced attack vectors, especially in 

684 environments dealing with sensitive healthcare data. The proposed tripartite blockchain model, 

685 with its cross-chain signature algorithm, addresses these issues by offering organized data storage 

686 and a more robust defense against attacks.

687 (2) Significance to the research area:

688 Our research advances the field by providing a more secure and efficient method for EMR 

689 data sharing. This hybrid blockchain model enhances interoperability between healthcare 

690 providers, improving patient care and reducing administrative burdens. It sets a new benchmark 

691 for future studies on blockchain-based healthcare systems.

692 (3) Broader implications and future research:

693 The principles of our hybrid blockchain approach can be applied to other fields requiring 

694 secure data sharing, such as finance and supply chain management. Future research could explore 

695 the scalability of our method in larger datasets and real-world implementations, and develop more 

696 advanced consensus algorithms and cross-chain protocols.

697 Limitations
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698 Despite the theoretical promise of the proposed solution, several practical limitations must be 

699 acknowledged. Implementing and maintaining the tripartite blockchain architecture and social 

700 blockchain in real-world scenarios is challenging, especially given the current performance and 

701 reliability issues of IPFS. Additionally, the high computational cost and low efficiency of the PoW 

702 consensus mechanism present further hurdles. While our experimental results support the 

703 feasibility of the approach, the controlled environment and specific dataset used may not fully 

704 capture real-world complexities. Future research should aim to address these challenges to enhance 

705 practical applicability.

706 Conclusion

707 In conclusion, the hybrid blockchain-based solution proposed in this study presents a robust 

708 approach to the pressing issue of patient privacy data security within the smart healthcare domain. 

709 The tripartite blockchain structure coupled with the application of IPFS technology ensures 

710 efficient data management and secure sharing of EMR data. Furthermore, the use of attribute 

711 encryption and BLS signature aggregation algorithms guarantees the safeguarding of patients and 

712 healthcare organizations' confidential data. Looking forward, it is anticipated that this system could 

713 be refined and optimized through continuous research, and its application could be extended 

714 beyond healthcare and potentially benefit other sectors requiring secure and efficient data 

715 management. Future studies could also explore the integration of advanced machine learning 

716 techniques for better categorization and analysis of data, ultimately improving the system's 

717 efficiency and security.
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Figure 1
Fig. 1. Blockchain infrastructure diagram
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Figure 2
Fig.2. Blockchain-Based Healthcare Architecture
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Figure 3
Fig. 3 Hybrid Blockchain-Based EMR Data Sharing Flow
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Figure 4
Fig. 4. Cross-chain signature SAs
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Figure 5
Fig. 5. Cross-chain signature SAf
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Figure 6
Fig. 6. Data-sharing process
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Figure 7
Fig. 7. Comparison of the minimum number of safe blocks
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Figure 8
Fig. 8. Comparison of the minimum number of safe blocks at P0.01
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Figure 9
Fig. 9. Comparison of the minimum number of safe blocks at P0.001
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Figure 10
Fig. 10. Latency vs. Number of Transactions for Each Blockchain
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Figure 11
Fig. 11. Latency vs. Number of Transactions for Each Blockchain
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al. [26]
2021

Hyperledge

r Caliper
PBFT

On-Chain, 

Off-Chain

Cloud 

Storage
╳ √ ╳ √ ++

Hegde et 

al. [27]
2023

Hyperledge

r Caliper
PBFT

On-Chain, 

Off-Chain
IPFS ╳ √ ╳ ╳ ++

Our 

solution
- Ethereum POS

On-Chain, 

Off-Chain
IPFS √ √ √ √ +++
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Table 2. List of Symbols and Notations
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1 Table 2. List of Symbols and N��������

Symbol Description�0 Bilinear pairing group 0�1 Bilinear pairing group 1�� Target group for bilinear pairing� Prime order of the groups�0 Generator of �0�1 Generator of �1�0 Hash function treated as a random oracle�1
Second hash function ��1→���� Secret key�� Public key�� M����� key for CP-ABE� M������� Bilinear pairing function �:�0 × �1→����� Personal information (��	�
 age, gender, etc.e�� Ciphertext of medical data�(��) Hash value of ciphertext ��� Symmetric key

EP��(�) Symmetric key  encrypted w��� the patientp� public key��� Dataset including ��= ��||�i
(��)||����(�)�� Aggregate signature��� Aggregate signature for enhancing data privacy

��� Aggregate signature for achieving data fitting�� Time at w���� a user uploads data� Attribute set

2
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Table 3. Overview of Attack Types, Descriptions, and Defense Mechanisms in the
Proposed Healthcare Blockchain Scheme
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1 Table 3. OvervieO of Attack Types, Descriptions, and Defense 
��������� in the Proposed Healthcare Blockchain 

2 Scheme.

3

4
Attack Type Description Defense 
�������� Effectiveness

Data Breach Unauthorized access to 

data

Attribute-based encryption, ciphertext 

distribution, independent signing

+++

Counterfeiting Forging user identity 

or signatures

Cross-chain signature, ECC, elliptic 

curve cryptography

+++

Man-in-the-

Middle

Message interception Digital signatures, private key 

management

+++

Replay Attack Re-sending processed 

transactions

Unique identifie  timestamp � � +++

Unauthorized 

Access

Unauthorized system 

access

Multi-factor authentication, access 

control

++

Sybil Attack Creating multiple fake 

identities

Reputation system, consensus 

algorithms

++

DDoS Attack Overloading system 

with excessive requests

Rate limiting, traffic analysis, 

distributed architecture

++
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Table 4. Performance comparison
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1 Table 4. P���������� comparison

2

Data generation time
Complexity of data 

generation
Storage space

K�� et al. [18]

Liu et al. [[ !

Our solution
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Table 5. Comparison of security and efficiency metrics
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1 Table 5. Comparison of security and efficiency metrics.

"

Metric Fortified Chain System (FC)
Three-Chain System 

(Proposed) (TC)

Minimum Secure Blocks N��� High ������ Low ��� ���
Throughput (tps) ��ℎ Moderate ����ℎ High ��� �ℎ

Latency (seconds) ���� High ������ Low ��� ���
Redundancy ���� High � ����� Low ��� ���
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