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Wearable technology, as an evolution of the Internet of Things (IoT), has played an
essential role in the smart health sector. The ability to monitor and analyze patient real-
time data provides a signiûcant improvement in healthcare and quality of life. In this
context, Machine Learning (ML) and Deep Learning (DL) are emerging as successful
technologies because they are suitable for application to advanced analysis and prediction
of healthcare scenarios. This work aims to systematically review and analyze the research
landscape on ML and DL approaches applied to the smart health domain. The aim is to
provide a clear understanding of current trends, ûndings, and challenges, thereby helping
to guide future research and development in this rapidly evolving ûeld. The search focused
on articles related to <Artiûcial Intelligence=, <Smart Health= and <Wearable Devices=
extracted from two main databases, IEEEXplore and ScienceDirect. Speciûcally, 46 articles
were selected and reviewed to answer the four research questions along which our study
is directed. In particular, the study focused on the ML or DL network architectures used,
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ABSTRACT13

Wearable technology, as an evolution of the Internet of Things (IoT), has played an essential role in

the smart health sector. The ability to monitor and analyze patient real-time data provides a significant

improvement in healthcare and quality of life. In this context, Machine Learning (ML) and Deep Learning

(DL) are emerging as successful technologies because they are suitable for application to advanced

analysis and prediction of healthcare scenarios. This work aims to systematically review and analyze

the research landscape on ML and DL approaches applied to the smart health domain. The aim is

to provide a clear understanding of current trends, findings, and challenges, thereby helping to guide

future research and development in this rapidly evolving field. The search focused on articles related

to “Artificial Intelligence”, “Smart Health” and “Wearable Devices” extracted from two main databases,

IEEEXplore and ScienceDirect. Specifically, 46 articles were selected and reviewed to answer the four

research questions along which our study is directed. In particular, the study focused on the ML or DL

network architectures used, the scope of the application, the accuracy and reliability achieved, and the

privacy and security aspects involved. A final discussion highlights research gaps yet to be investigated,

as well as the drawbacks and vulnerabilities of existing IoT applications in the smart health sector.
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INTRODUCTION28

The integration of artificial intelligence (AI) and wearable solutions has driven a significant transformation29

in the smart health industry. This dynamic synergy has captured the interest of both the scientific and30

industrial communities, promising revolutionary advances in healthcare and improved quality of life for31

people.32

Specifically, Wearable technology plays a central role in this transformation collecting and transmitting33

data in real-time, and promoting a more proactive approach to healthcare. Miniaturized sensors embedded34

in wearable devices can detect motion data to monitor human movements Rastegari and Ali (2020) and35

physiological and behavioral data, including heart rate Rahman et al. (2020), blood pressure Chiang36

et al. (2021), patterns of sleep Shen et al. (2022), physical activitiesStaab et al. (2022), SpO2 Chou37

et al. (2020) and more. These data streams, along with patient records Sabra et al. (2018), lifestyle38

and environmental data Wu et al. (2022), provide an invaluable resource for both healthcare providers39

and individuals, offering insights into trends in health and enabling early detection of potential health40

problems. Additionally, some studies have leveraged Internet traffic from IoT devices Yue et al. (2020)41

and social interaction data Ware et al. (2022) to develop depression prediction techniques.42

However, the process of collecting and transforming large amounts of raw data into useful information43

represents a significant challenge, mainly due to factors such as the risk of cyber-attacks and invasion of44

privacy Bi et al. (2022), along with issues related to data overload and real-time sensory data processing45
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latency Gupta et al. (2021). Furthermore, the substantial volume and complex nature of the data generated46

by wearable devices introduces a multitude of complexities that require the application of sophisticated47

analytical tools to transform it into meaningful information, and this is where artificial intelligence plays48

a critical role.49

These technologies are proving indispensable for extracting valuable patterns, predicting health trends,50

and facilitating personalized health interventions. Their ability to adapt and learn from data allows the51

development of robust models that can continuously improve their accuracy and efficiency.52

Therefore, our research strives to provide a systematic review of the current landscape where ML53

and DL are being leveraged to unlock the full potential of wearable applications in smart health. The54

analysis of the scientific literature aims to provide a comprehensive understanding of the prevailing trends,55

findings, and challenges in this rapidly evolving field. In this sense the following objectives have been56

defined, addressing five main goals:57

• analyze the most recent and relevant research accomplishments in the field of AI applied to smart58

health;59

• investigate which of the two most well-known AI methodologies, Machine Learning (ML) and60

Deep Learning (DL), is primarily employed in the specific research topic;61

• evaluate the accuracy and reliability achieved by AI-driven models in the smart health landscape.62

This assessment provides crucial insights into the real-world feasibility and efficacy of these63

technologies in improving healthcare outcomes;64

• assess critical aspects related to security and data privacy;65

• outlines the research gaps still to be investigated.66

In summary, through our systematic review, we aim to contribute to the current state of the literature,67

exploring the research landscape regarding Machine Learning (ML) and Deep Learning (DL) approaches68

applied in the smart health sector, to highlight challenges and vulnerability. These architectures form the69

backbone of the smart healthcare ecosystem, enabling the development of predictive models and decision70

support systems Yin and Jha (2017). In this way, we intend to highlight what future research efforts in71

this field should be.72

The document is structured as follows. In Section 1 we reported the related works, first analyzing the73

research papers that significantly influenced our study’s focus on the applications of artificial intelligence74

in wearable devices in the smart health sector and then the recent systematic reviews, placing the focus75

on the contribution of our work. In Section 2, we discussed the context related to the research topic and76

its current development. In Section 3, we outlined the search methodology employed by providing a77

comprehensive explanation of the search queries and selected databases, the search and filtering process,78

as well as presenting the distribution of analyzed articles by year and location. In Section 4, we report the79

results of our research work by classifying the selected articles based on the research questions outlined80

in the previous section. Section 5 involves interpreting the results of our systematic review, discussing81

their implications, and analyzing any limitations or potential future research directions. Finally, Section 682

summarizes the conclusions of the research work.83

1 RELATED WORK84

In this section, we present the results of an analysis of research articles identified in the literature that85

address the topic studied. The analyzed research documents show different application areas, some clearly86

defined to focus on specific pathologies or healthcare applications.87

The field of smart health encompasses a multitude of goals, each distinctly contributing to healthcare88

progress. These applications can be classified into primary domains which are “diagnosis and classifi-89

cation”, “prediction” and “monitoring”. Studies focusing on diagnosis and classification delve into the90

accurate identification of various medical conditions such as arrhythmia Cheikhrouhou et al. (2021);91

Yin and Jha (2017), type 2 diabetes Yin and Jha (2017), urinary bladder Yin and Jha (2017) and lung92

tumor pathologies Masood et al. (2018). These applications aim to improve the accuracy and efficiency93

of medical diagnoses, helping healthcare professionals provide better care to patients. Another critical94

aspect is the prediction of health-related risks and conditions. This includes predicting the risk of diseases95
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such as COVID-19 Neog et al. (2022), heart disease Chakraborty and Kishor (2022)-Sarmah (2020), viral96

infections Skibinska et al. (2021), Parkinson’s disease Goñi et al. (2022), diabetes Xiao et al. (2022);97

Ferdousi et al. (2021) and even exposure to an epidemic Ng et al. (2022). Other studies develop prediction98

systems for health conditions such as blood pressure Chiang and Dey (2019) and flat feet Kim et al. (2020).99

These predictive models enable both individuals and healthcare systems to take proactive measures for100

prevention and early intervention. AI-powered monitoring systems offer real-time insights that can help101

people and healthcare providers make informed decisions. The ability to continuously monitor vital signs102

and physiological parameters such as respiratory rate Shuzan et al. (2021), tidal volume Schoun et al.103

(2018), and brain oxygenation Chou et al. (2020) is vital for the management of chronic diseases and en-104

suring general well-being. Furthermore, a distinct set of research papers highlights the indispensable role105

of wearable devices that facilitate comprehensive health monitoring, cognitive assessment, and monitoring106

of conditions such as myotonic dystrophy type 1 Chapron et al. (2021). Numerous studies have emerged107

demonstrating the development of multi-objective systems that integrate monitoring, classification, and108

prediction capabilities, as they not only monitor various parameters and conditions in real-time but also109

classify and predict outcomes based on the monitored data Bellos et al. (2014); Prathaban et al. (2021);110

Sopic et al. (2018).111

Therefore, the combined efforts in these different fields illustrate the multi-faceted potential of112

artificial intelligence and wearable technology to revolutionize healthcare diagnosis, prediction, screening,113

monitoring, and patient care.114

Regarding the contributions of other recent systematic reviews related to artificial intelligence applied115

to smart wearable devices, or the healthcare sector, we have examined some of them to highlight their116

differences compared to the proposed investigation. For example, the Site et al. (2021) study focuses117

primarily on the application of machine learning algorithms in the analysis of data from wearable devices118

in eHealth, and the most notable limitation of this study is a significant lack of exploration of the use119

of Deep Learning (DL) techniques for smart wearable devices in the smart healthcare sector. The120

studies Ahmadzadeh et al. (2022) and Alam et al. (2018) do not adhere to the Kitchenham guidelines121

for systematic reviews Wu et al. (2022), as they do not offer details on the research databases used, the122

search queries performed, the exclusion and inclusion in the filtering process or the number of documents123

discovered. The study Mughal et al. (2022) delves into the use of wearable sensors for the management124

of pathological conditions underlining their usefulness, challenges, and results. The Alam et al. (2018)125

study, however, specifically focuses on the integral role of communication technologies in supporting IoT126

applications related to the healthcare sector. Both research papers do not investigate artificial intelligence127

methodologies, including Machine Learning (ML) and Deep Learning (DL), as they concern the analysis128

of data obtained from wearable devices in the field of smart health. Instead, the study Qaim et al. (2020)129

systematically examines energy efficiency considerations in the field of wearable devices integrated with130

the Internet of Things and incorporates the shortcomings identified in the previously mentioned studies.131

This research study proposes a systematic review, according to the guidelines of the Kitchenham132

method Wu et al. (2022), to explore the research landscape regarding the application of artificial intelli-133

gence, with its ML and DL techniques, in the smart health sector.134

2 BACKGROUND135

2.1 Artificial Intelligence Techniques136

Artificial Intelligence is a field of computer science that aims to develop systems capable of performing137

tasks that normally require human intelligence Winston (1984). These tasks include reasoning, learning,138

sensory perception, understanding natural language, and interacting with the surrounding environment.139

The goal of AI is to create machines and algorithms that can emulate or surpass human capabilities in140

specific domains.141

It is divided into two large classes Wang and Siau (2019). The first represents Weak Artificial142

Intelligence, also known as specialized AI, which refers to systems designed to perform specific tasks143

without necessarily understanding or imitating human intelligence in a general way. Examples include144

search engines, recommendation systems, and gaming algorithms. The second is Strong Artificial145

Intelligence which aims to reach a level of intelligence comparable to human intelligence. In contrast to146

weak AI, strong AI should be able to tackle any intellectual task. However, currently, strong AI is still147

largely a future goal and subject to debate.148
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There are four main generic approaches, Machine Learning and Deep Learning, natural language149

processing, which focuses on the ability of computers to understand, interpret, and generate human150

language, and computer vision which is the ability of machines to interpret and analyze visual data,151

often used in applications such as facial recognition, robotic vision and medical image analysis Dargan152

et al. (2020). AI is an ever-evolving discipline with a growing impact on multiple industries, including153

healthcare, industrial automation, transportation, marketing, and many others.154

More specifically, the application of Artificial Intelligence (AI) in medicine is revolutionizing the155

healthcare sector, offering opportunities to improve the diagnosis, treatment, and management of patients.156

The main application areas are medical diagnosis where machine learning algorithms, particularly157

convolutional neural networks (CNN), are used to analyze medical images such as X-rays, MRIs and158

computed tomography scans to identify abnormalities and aid in the early diagnosis of diseases like159

cancer; Clinical Decision Assistance, where machine learning algorithms are used to provide personalized160

recommendations to doctors, based on clinical data and test results, helping in choosing the most161

appropriate treatment options; treatment personalization where AI helps identify subgroups of patients with162

similar genetic or molecular characteristics or analyze historical patient data to predict treatment responses163

and optimize treatment protocols; and finally healthcare management and continuous monitoring, where AI164

facilitates the provision of remote medical care, allowing continuous monitoring of patients, management165

of chronic diseases and virtual medical consultancy, and introduces wearable devices that integrate with166

algorithms of AI can collect data on vital signs and report any anomalies, improving proactive health167

management.168

2.1.1 Machine Learning169

Machine Learning (ML) is a branch of Artificial Intelligence (AI) dealing with the development of170

algorithms and models that allow computers to learn from data and improve their performance without171

having been explicitly programmed Mitchell (1997). Instead of following explicit instructions, machine172

learning models draw insights from data so they can make decisions or make predictions based on new173

information.174

The fundamental goal of machine learning is to allow computers to autonomously learn and adapt175

to new data and situations, continuously improving their performance over time. This is achieved by176

identifying patterns and relationships in the training data, which are then used to make predictions or177

decisions on previously unseen data.178

There are three main types of learning in the context of machine learning: supervised learning,179

unsupervised learning, and reinforcement learning. In the first, the model is trained on a labeled dataset,180

where each input example is associated with a corresponding label or desired output. The goal is for the181

model to learn to map input features to desired outputs. Among the most used algorithms we find Support182

Vector Machines (SVM) which try to find the best hyperplane that separates the data into different classes183

in the feature space Noble (2006); the K-Nearest Neighbors (K-NN) which classifies a data point-based184

on the majority of labels of its nearest neighbors in the training set Peterson (2009); Decision Trees185

and Random Forests which recursively divide the data set into subsets based on decision criteria; and186

boosting algorithms that combine several weak models to create an overall stronger model. The idea is187

to iteratively train weak models, giving more weight to mistakes made earlier, so that the final model188

gives more attention to the more difficult cases. In unsupervised the model is trained on unlabeled data189

and tries to identify intrinsic patterns or structures in the data without having a specific output to predict190

Barlow (1989). The main goal is to identify hidden relationships or groupings in the data. Finally, with191

reinforcement learning the agent learns to make decisions by interacting with an environment. It receives192

feedback in the form of rewards or penalties based on actions taken, guiding the improvement of its193

strategies over time. Some examples of machine learning applications include facial recognition, machine194

translation, medical diagnosis, text classification, spam filtering, and many others. The advancement195

of computer technologies, accessibility to data and increasingly powerful computing capabilities have196

contributed to the growing importance and diffusion of machine learning in various sectors.197

2.1.2 Deep Learning198

Machine learning, which is basically a neural network with three or more layers, includes deep learning as199

a subset. These neural networks allow the system to ”learn” from large volumes of data by simulating the200

functioning of the human brain, although far from reaching its potential Deng and Yu (2014). Although201

a neural network with a single layer is small, it is capable of approximate predictions, while adding202
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additional hidden layers can support the optimization and improve accuracy. Instead, for deep learning203

Deep neural networks (DNN) try to mimic the human brain by a combination of data inputs, weights,204

and distortion. These components cooperate to precisely identify, classify, and characterize features and205

information inside the data. A DNN is made up of several layers made up of interconnected nodes; each206

layer builds on the results of the one before it in order to refine and improve the final classification and207

prediction. Forward propagation is the term used to describe this elaboration process as it progresses208

through the DNN layers. A DNN’s visible layers are the first and last layers, which designate the input209

and output layers, respectively. The neural network gathers data for the subsequent stages of the analysis210

in the first layer, known as the input layer, and elaborates the final prediction or classification in the last211

layer, known as the output layer.212

Specialized architectures are convolutional neural networks (CNNs) O’Shea and Nash (2015) and213

recurrent neural networks (RNNs) Medsker and Jain (2001). CNNs can identify characteristics and214

patterns within an image, enabling tasks like detection and recognition. CNNs are largely utilized in215

computer vision and image classification applications. In 2015, a convolutional neural network beat a216

human in an object recognition challenge. RNNs are typically used in natural language recognition and217

speech recognition applications as they leverage sequential or time series data.218

2.2 Smart Health219

E-health refers, generically, to the various processes of digitalization of healthcare and, therefore to the220

creation of electronic infrastructures for the administrative and not just clinical management of each221

citizen’s data, smart health focuses more on IoT devices, including smartphones, which implement those222

same processes and personalized models for monitoring and treating health conditions Tian et al. (2019).223

Smart health is the basis of the so-called 4P medicine: Preventive, Participatory, Personalized, and224

Predictive. It is a medicine capable of preventing the disease based on the intersection of the different225

biological profiles of the person, through a simple blood sample and/or the processing of data from IoT226

devices Aversano et al. (2022a). A medicine capable of making each person no longer a ”patient” but227

aware and involved in their state of health thanks to real-time communication with their doctors. But also228

to personalize diagnosis and treatment Aversano et al. (2021) based on the risk factors detected and the229

information received from the wearables and to predict the severity of the risk factors of pathology before230

it manifests itself.231

Smart health serves to automate procedures and simplify bureaucracy, contain costs, reduce times,232

optimize flows, make people aware of their health condition through the transparency of data, immediately233

consultable, and develop ”person-friendly” health paths. It is essential for monitoring the quality of air,234

water, and building safety.235

Smart health allows you to be assisted almost everywhere, realizing the famous transition from236

expectant medicine to initiative medicine, or from an emergency model to a proactive model, of reticular,237

”care-intensive” assistance, which sees the hospital as a high-intensity center for acute pathologies, and238

the ”low-intensity” territorial facilities as structures that manage chronic conditions, prevention and239

social-welfare services Aversano et al. (2022b).240

2.3 Wearable devices241

The term wearable devices refers to a wide range of intelligent devices that can be connected to other242

electronic devices such as smartphones, wirelessly or via Bluetooth technology, allowing not only the243

detection but also the storage and exchange of data of different like, immediately and often without the244

need for human intervention. Increasingly advanced, wearable devices are used for various purposes:245

from the detection of biometric signals, through sensors positioned on the skin, to quick access to online246

information Iqbal et al. (2021). Among these, we find wearable devices such as heart rate monitors,247

glucometers, or sphygmomanometers which are now able to offer a valid contribution when used in248

the healthcare sector. In fact, through sensors, actuators, and software connected from the device to a249

smartphone or tablet with the cloud, intelligent wearable devices worn by patients allow the collection,250

analysis, and real-time transmission of personal health data.251

Wearable healthcare is based on the collection of real-time or continuous 24-hour data on a person’s252

state of well-being and physical fitness Cho (2019). This data allows you to create a personalized health253

database. Anyone who wears a smart device capable of detecting health data can therefore use it to254

allow a healthcare worker to collect their data to obtain remote monitoring and to achieve health, fitness,255
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well-being, and physical fitness objectives that are not necessarily related to the control of pathological256

conditions.257

In healthcare, wearable devices such as healthcare smartwatches are often used to monitor patients’258

health conditions and related emergencies, allowing them to be recognized as soon as they occur. The259

use of wearable technology therefore creates the potential for a proactive approach to healthcare. This260

can help detect symptoms of an illness before they develop into larger problems and, therefore, can have261

dangerous health consequences. Even people with known pathologies can benefit from early identification262

of signs of possible anomalies.263

A typical example of a smart (i.e. intelligent) device for health monitoring is smart patches Segev-Bar264

et al. (2015). These are thin stickers containing electronic components (including sensors and actuators265

with appropriate processing, energy storage, and communication capabilities) that collect a patient’s vital266

signs: heart rate, body temperature, and more, and transfer them to appropriate apps for doctors and267

patients.268

Another example is a mobile ECG monitor Baig et al. (2013). This device records the electrocardio-269

gram via a wireless electrode that can be applied, for example, to the patient’s chest or finger. The ECG270

data is sent to the cloud and, then, to a doctor for appropriate evaluation.271

Therefore, wearable technologies can represent innovative and highly effective solutions for patient272

health, while also offering enormous potential benefits to healthcare workers and the entire healthcare273

system. But, to improve the usability and functions of the devices for practical use, issues such as274

acceptance by all users, security, ethics, and issues relating to the management of the big data generated275

still need to be addressed. from wearable devices. There are also elements of concern that arise from a276

large-scale wearable implementation, such as aspects of data privacy and security, but also supply chain277

management. When it comes to wearables and security, the medical Internet of Things opens the door278

to new attack vectors, including targeted malware and distributed denial of service threats. Therefore,279

to avoid privacy and security issues, it is necessary to establish robust authentication and authorization280

processes for collecting, sending, and analyzing data.281

3 RESEARCH METHOD282

We based our research approach on the principles outlined by Barbara Kitchenham in 2004 Kitchenham283

(2004) and consists of the following sequential phases:284

• definition of relevant research questions;285

• definition of appropriate search queries based on extracting keywords from search questions;286

• selection of databases in which to search;287

• definition of initial filtering criteria such as search time interval, quality of searched results, etc.;288

• screening of titles and abstracts to exclude irrelevant and duplicate articles;289

• definition of more in-depth eligibility criteria to apply them during the in-depth reading of the290

definitively selected documents;291

• analysis of the remaining articles based on the research questions defined at the beginning.292

3.1 Research questions and queries293

The purpose of this study is to explore the state of the art in integrating artificial intelligence (AI) with294

Internet of Things (IoT) wearable devices in the field of smart health. In this regard, four research295

questions were defined.296

The AI methodology used in the selected studies have been analysed to evaluate the complexity and297

depth of the model. Indeed, respect to their application with data collected from wearable IoT devices it298

is crucial the amount of data available. It is widely know that DL training often requires large amounts of299

data, while ML methods can work with smaller datasets. Therefore, in this study we also aim to evaluate300

which is the most suitable approach for wearable IoT applications in the field of smart health, addressing301

our first research question:302

RQ1: Does the study use an ML or DL approach?303
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Than the study focused more specifically to the DL approaches used, intending to evaluate which304

architectures are most common or suitable depending on the different application areas. Therefore, we305

address our second research question:306

RQ2: Which Neural Network architectures are used in IoT Smart Health considering the307

scopes of application?308

We also examined the performance of algorithms used in smart health applications. In particular,309

the accuracy and reliability of the algorithm result in the analysis, processing, and classification of data310

collected by IoT devices in the healthcare context were evaluated. Therefore, we address our third research311

question:312

RQ3: Which algorithms lead to better accuracy and reliability of Smart Health data collected313

from IoT device monitoring?314

Finally, health and medical data is highly sensitive and, therefore, its security and privacy are of315

paramount importance. Therefore, in order not to overlook the issues related to these approaches, we316

focused on the privacy and security issues faced in the collection and transmission of health data by IoT317

devices. Therefore, we address our fourth research question:318

RQ4: RQ4: What are the privacy and security issues taken into account while using health319

data collected from IoT devices?320

Once the directions in which to proceed to conduct the study were defined, the research questions321

mentioned above were transformed into a specific query, which was then used to examine the databases322

chosen and outlined in the following paragraph. The query used is shown below:323

Q: (Wearable) AND (Artificial Intelligence) AND (Smart Health)324

3.2 Databases325

To select the articles on which our research work focused, the following two main databases were used:326

• IEEEXplore1: a digital library and research database for discovering and accessing journal articles,327

conference proceedings, technical standards, and related materials in computer science, electrical328

engineering, electronics, and related fields.;329

• ScienceDirect2: which provides access to a large bibliographic database of scientific and medical330

publications from the Dutch publisher Elsevier.331

The databases listed above were affected by the query described in Section 3.1.332

3.3 Research and filtering process333

The whole search and filtering process is depicted in Fig. 1. It can be noted that the process consists334

of three substantial phases. The first consisted of applying the query to the chosen databases, while335

the second involved initial filtering of the selected documents based on the defined inclusion (IC) and336

exclusion criteria (EC), reported in Table 1. Finally, the third phase consisted of the actual analysis of the337

studies considered for the review.338

As shown in the Table, the search process involved selecting articles published in the year range from339

2014 to 2022 (IC2) from the databases listed in Section 3.2, using the input keywords consisting of the340

query (Q) defined in Section 3.1. This time frame was chosen because, before 2014, the literature lacked341

relevant publications regarding ML or DL approaches in smart healthcare. This first phase of the search342

produced a total of 228 articles, of which 107 came from IEEEXplore and 121 from ScienceDirect. The343

research work continued with the filtering process through (i) reading the titles, (ii) scanning the abstracts344

and (ii) removing duplicate documents, thus reaching a total of 105 selected articles. The selected studies345

had to fully meet the eligibility criteria in Table 1. In particular, they had to be written in English (IC1),346

published in the period 2014 - 2022 (IC2), they had to be focused on an Internet of Things scenario (EC2347

1https://ieeexplore.ieee.org/Xplore/home.jsp
2https://www.sciencedirect.com/
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Acronym Description of the criterium

Inclusion criteria

IC1 Studies written in English

IC2 Studies published in the range 2014-2022

IC3 Studies published in a press or in a journal

IC4 Studies should use ML or DL for Smart Health in IoT

Exclusion criteria

EC1 Studies are literature surveys or systematic reviews

EC2 Studies do not entail IoT

EC3 Studies are not related to Smart Health

EC4 Studies are not specifically focused on ML or DL

Table 1. Inclusion and exclusion criteria applied in the research process.

), had to be specifically focused on Deep Learning (DL) or Machine Learning (ML) approaches (EC4)348

in the Smart Health domain (IC3) and had to be neither a survey nor a review ( EC1). Furthermore, the349

search was limited to articles published or in press (IC1), thus excluding conferences and preprints. This350

decision was guided by the quality standards we aimed for in our systematic review. We took into account351

the fact that preprints have not been peer-reviewed and that solid and valid conference contributions are352

usually published in journals in more detail. Therefore, this final filtering phase allowed us to retain a353

total of 46 articles to analyze through the defined research questions.354

Figure 1. Research and filtering process for the paper selection

For completeness, Figure 2 presents the temporal distribution of the works definitively considered.355

This shows the years on the x-axis and the number of contributions on the y-axis, showing the total356

number of contributions with the blue bars, and the percentage with the orange bars. As can be seen from357

the figure, the number of articles addressing the topic of our research has become significant since 2017358

and has increased over the years.359

Furthermore, in Figure 3, we show the distribution of the articles considered per publisher, always360

reporting the name of the publisher in abscissa, the number in the ordinate axis. In particular, the blue bars361

take into account the number of papers published by the editor, instead of the orange ones the percentage.362

The analysis of the figure indicates the predominance of the articles of the IEEE publisher related to the363

topic of our research.364

In figure 4 we refer to the distribution of the journals of IEEE editor, reporting the name of the journal365

in abscissa; furthermore, the blue bars consider the number of papers published by the journal, instead of366

the orange ones the percentage. The figure shows that our research topic is predominantly presented in the367

IEEE Access journal while the remaining articles are quite evenly distributed across various other journals368

8/21PeerJ Comput. Sci. reviewing PDF | (CS-2024:01:96023:0:1:NEW 6 Feb 2024)

Manuscript to be reviewedComputer Science



)

Figure 2. Yearly distribution of the analyzed papers.

Figure 3. Distribution of the papers per editor

with some exceptions regarding journals such as IEEE Journal of Biomedical and Health Informatics,369

IEEE Internet of Things Journal, and IEEE Transactions on Biomedical Engineering.370

4 RESULTS371

In this section, we report the results obtained for each research question.372

4.1 RQ1: Does the study use an ML or DL algorithm?373

Different methodologies and approaches can be used to analyze health data. Among these, the best-known374

and most used in the literature are ML and DL algorithms and networks. There are the most disparate375

ML and DL techniques and there is also no shortage of customized implementations of basic algorithms,376

which makes the range of possible solutions truly wide.377

For this reason, first of all, it is important to investigate which methodology is most used in the378

selected studies to determine the complexity and depth of the model with a distinction between ML and379

DL approaches or to investigate whether the study investigates both methodologies, therefore considering,380

in this case, the number of ML/DL Algorithms evaluated.381

Figure 5 summarizes the absolute number of articles (in blue) and mass percentages (in orange) for382

each analysis method used in the study (ML, DL, or both algorithm types) plotted on the x-axis. It can be383

observed that the majority of articles (59.62%) concern ML methodology, followed by DL algorithms384

(25%). However, only in 8 studies (15.38%), the two approaches are used together.385

In Figure 6 we report the distributions of the number of algorithms used in the selected articles: in386

Figure 6 a) we report the distributions of the number of ML/DL classifiers evaluated in the studies that387

only used the ML or DL approach, and in particular the distribution of the ML classifiers evaluated in the388

selected articles is highlighted in blue and that referring to the DL algorithms is highlighted in orange. On389

the other hand, in Figure 6 b) we show the distributions of the ML/DL classifiers evaluated in the studies390

that used both methodologies.391
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Figure 4. Distribution of journals of IEEE editor

Figure 5. Distribution of the use of ML and DL techniques in the selected studies.

Figure 6. a) Distributions of the number of ML/DL classifiers evaluated in the studies b) Distributions of

the number of ML/DL classifiers evaluated in the studies that used both methodologies
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The analysis of the distributions of the number of ML/DL classifiers evaluated in the studies that used392

only of approach shows that in the majority of articles using ML algorithms, it is preferred to compare393

multiple classifiers of this type, at least more than 3 (median of the blue distribution). Instead, in studies394

where DL methodologies are used, it is preferred to use a single network selected according to the nature395

of the data. This choice is assumed to be made because DL algorithms require longer execution times and396

more computational memory than ML classifiers. Even in the case of articles that used the two approaches397

together, more ML classifiers are used than the DL approach which remains at the level of single network398

used.399

Figure 7. Distribution of the considered papers according to the data access policy

According to this research question, we also explored some aspects related to the data set used in the400

selected papers. Firstly we examine the possibility of accessing the data, specifically if the data set used is401

public or private/personal. Figure 7 displays the data access policy adopted by the authors. The larger402

number of the papers analyzed (58%) operate with private/personal data sets, while 42% of them analyze403

public data that in the majority of the cases are publicly available or can be released on request.404

Relating to the nature of the data used in the considered papers, we also investigated the number of405

instances/patients involved in collecting the data. Additionally, we also scrutinized the number of features406

used to train the models used in the collected papers. In table 2 we disclose the results of this investigation.407

In particular, in it, we have reported in line with the confidence interval of the average number, the modal408

value, the minimum and maximum value assumed by the number of instances/patients involved in the409

data collection (first column), and the features used in the model training (second column).410

Metrics N. of instances/patients N. of features

Mean 1588 ± 442,88 72 ± 19,99

Modal Value 40 6

Minimum 2 5

Maximum 42021 773

Table 2. Metrics relating to the analysis of the data used in the considered papers

Referring to the results obtained in table 2 we notice that for both analyses the minimum and maximum411

values differ greatly and for this reason, the mean and its relative confidence interval are extremely high;412

this is also the reason why we decided to study the modal value of the two distributions. In particular,413

taking this last value into account, we note that in general, the number of instances/patients in the papers414

is around 40 cases while the number of features used to train the models in the major of the papers is 6.415

4.2 RQ2: Which Neural Network architectures are used in IoT Smart Health considering416

the scopes of application?417

Neural network architectures play a significant role in IoT Smart Health by enabling the development of418

applications that improve health monitoring, diagnostics, and overall well-being of users. Furthermore,419
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Figure 8. Distribution of pathologies analyzed in the selection of articles

DL architectures, together with appropriate data pre-processing and model optimization techniques,420

contribute to the advancement of IoT Smart Health applications, enabling early disease detection and421

better management of chronic conditions. In the documents analyzed, we found that there are some key422

neural network architectures used in IoT Smart Health concerning specific types of data:423

• Convolutional Neural Networks (CNNs) are widely used for image-based diagnostics for example424

analysis of medical imaging data (X-rays, MRI, CT scans), and real-time video monitoring (e.g.,425

for patient movement analysis). They help in identifying patterns, anomalies, and potential health426

issues from visual data.427

• Recurrent Neural Networks (RNNs): are often used for time series analysis of health-related data,428

such as continuous monitoring of vital signs (heart rate, blood pressure)and patient activity tracking.429

• Long Short-Term Memory Networks (LSTMs), an extension of RNNs, are valuable for processing430

and analyzing sequential health data, such as medical history, and time-stamped sensor data.431

• Densely Connected Convolutional Networks (DenseNet) are a CNN architecture that connects each432

layer to every other layer in a feed-forward pattern. They are efficient for medical image analysis,433

especially when dealing with limited data or for transfer learning tasks.434

• Dense Neural Networks (DNNs) are often used in IoT Smart health for remote patient monitoring.435

DNNs can analyze data from wearable devices, sensors, and other IoT-enabled medical devices436

to continuously monitor a patient’s vital signs, detect anomalies, and provide real-time alerts to437

healthcare professionals for early intervention.438

Concerning the pathology analyzed, we report in Figure 8 the distribution of the papers we considered439

according to the disease having been tackled.440

In particular in Figure 8 the blue bars take into account the number of studies, while the orange bars441

take into account the percentage; the same figure also shows the table with the respective values. The442

results of this analysis show that in general, the most studied diseases are heart diseases (21.15%), mental443

diseases such as depression and panic attacks as well as neurodegenerative diseases such as Parkinson’s,444

amyotrophic lateral sclerosis (ALS), and myotonic dystrophy (17.31%) and lung disease (11.54%).445

In Figure 9 we have reported the distribution of the pathologies analyzed only with a DL approach.446

Also in this figure, we have displayed the number of studies in blue and the relative percentage in orange;447

at the bottom of the image we report the table of the relative values of both. This analysis shows that448

complex approaches such as DL are most used when dealing with heart and neurodegenerative disease449

data (20%), but also for mental health and lung disease data (15%). In particular, these diseases are450

the most difficult to diagnose because they present vast symptoms and therefore many characteristics451

that need to be managed during the analysis and classification of patients affected by them and all these452

aspects justify the use of complex techniques such as Neural Networks.453
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Figure 9. Distribution of pathologies analyzed with a DL approach

Figure 10. Number of papers and relative percentage, based on the type of Neural Network architecture

To understand which architectures are the most implemented in the case of medical data collected by454

IoT intelligent devices, we analyze the distribution of the most used DL approaches in paper selection.455

In Figure 10 we present the distribution of the type of neural network architecture used in the selected456

articles. In particular, the card numbers are shown in blue, while the percentages are considered in orange;457

furthermore, at the bottom of the figure, there is a table of the values assumed by the colored bars. The458

results show that the most used neural network architectures for IoT Smart Health problems are the459

Convolutional Neural Network, the Deep Neural Network, and the Short-Term Memory Network: in fact,460

these three different architectures alone cover almost 60% of the architectures used.461

For completeness, to understand which Neural Network architectures are used in IoT Smart Health462

considering the pathology, we carried out a cross-analysis between the type of neural network and the463

pathology, the results of which are presented in Figure 11. The analysis shows that CNNs are the most464

used when dealing with clinical data relating to neurodegenerative diseases, mental problems, diabetes,465

heart problems, and cancer. Furthermore, DNNs are more used in the case of walking problems, lung466

diseases, and neurodegenerative diseases, while LSTMs are used when the data is related to heart problems,467

COVID-19, mental health, lung diseases, and walking problems.468
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Figure 11. Distribution of Neural Network architectures based on the pathology analyzed by the

different types of Neural Network architectures

4.3 RQ3: Which algorithms lead to better accuracy and reliability of Smart Health data469

collected from IoT device monitoring?470

ML and DL algorithms play a vital role in improving the accuracy of the results produced and the reliability471

of healthcare data collected through IoT device monitoring. Algorithms can be trained using historical data472

to identify patterns and trends in healthcare data. Therefore, their application can be particularly useful473

for continuous monitoring of vital parameters such as blood pressure, heart rate, or blood sugar levels,474

or for long-term data analysis, allowing the identification of correlations between different parameters475

and risk factors. This can help develop personalized treatments and targeted preventive strategies, thus476

optimizing the effectiveness of treatments and improving patients’ quality of life. For all these reasons,477

the ML or DL methodologies used to analyze the data must provide truly accurate results.478

Consequently, we study the distributions of accuracy metrics obtained with the different approaches479

proposed in the selection of the analyzed documents to find out which algorithms bring better and more480

accurate results in the classification of healthcare data collected by IoT devices.481

In this regard, we conducted a quantitative analysis, the results of which are reported in Figure 12,482

which shows the distribution of the values of the accuracy metrics reported in the selected articles with the483

use of the different approaches used. In the 46 studies analyzed, the minimum accuracy value obtained is484

68% using multinomial logistic regression while the maximum accuracy obtained is 100% with Cubic485

SVM. On average, studies achieve an accuracy of 87% (confidence interval of the mean [79.80% - 96%]).486

Furthermore, Figure 13 reports the averages of the accuracies detected in the different studies that487

use the ML algorithm or the DL network (expressed in abscissa). The three best classifiers in terms of488

average accuracy are, in decreasing order: Cubic SVM (100%), J48 (99%), and custom classifier (97%).489

The first classifier, Cubic SVM, is a variant of Support Vector Machine (SVM) that uses a cubic kernel490

function to map data into a high-dimensional feature space. Using a cubic kernel function allows SVM to491

find more complex and nonlinear decision frontiers in feature space. This can be useful when the data492

is not linearly separable in the original space and requires a nonlinear representation to be accurately493

classified, as is often the case in medical/healthcare data.494
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Figure 12. Distribution of values of accuracy metrics obtained with the approaches used in the selected

papers

J48 is a widely used algorithm for creating decision trees. This algorithm requires a labeled dataset,495

meaning that each example in the dataset is associated with a class label. To select the best attribute, the496

J48 algorithm splits the dataset at each node of the decision tree allowing for better information gain; the497

data set is split to optimize the Gini index or gain ratio. The tree construction process continues until498

a stopping criterion is met. J48 is widely used due to its simplicity, interpretability, and effectiveness499

in a variety of industries, including the smart healthcare data space. Finally, a custom classifier is a

Figure 13. Average accuracy obtained by the approaches used in the selected papers
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customization of an already existing algorithm, implemented concerning the classification objective.500

Customization, however, must be done thoughtfully and it is important to evaluate the performance of501

the customized model through appropriate validations and testing to ensure improvements and avoid502

unintended errors.503

504

RQ4: What are the privacy and security issues taken into account while using health data505

collected from IoT devices?506

The use of health data collected by IoT devices raises significant privacy and security concerns that507

must be carefully addressed to ensure the protection of people’s sensitive information. For this reason, we508

also focused our analysis on this topic, evaluating in the selected documents whether privacy or security509

problems had been found and how these had been addressed during the phases of collection, transmission,510

and storage of health data by IoT devices.511

First of all, we found that the two topics, privacy and security, were addressed in only 24% of the512

works analyzed. This means that less than one in three articles using health/clinical data questions whether513

the privacy of users using the devices is respected, considering whether sensitive data is recorded and514

whether storage techniques comply with data security standards.515

In all the documents in which these issues were considered, the problems related to user privacy516

during the data recording phase by IoT devices were taken into account. Only 13.60% of the works also517

take into account the issue of data security addressed during the data archiving phase.518

These studies also provide treatments aimed at solving these problems. In particular, problems relating519

to user privacy during the data recording phase(s) have been resolved:520

• in 2.20% of cases considering only some characteristics extracted from the raw data stored and not521

using the starting data recorded by the device itself Ware et al. (2022),522

• when the video recordings of the users filming their faces and voices are also included in the original523

data, in 4.30% of the works these recordings were eliminated from the analyzed data set Wu et al.524

(2022); Cai et al. (2018),525

• in 2.20% of the other works, instead of recording user videos, a ’Radio Frequency Identification’526

(RFID) system was used, an automatic digital identification technology that allows the detection527

of objects, people, and animals, both static and moving, exploiting electromagnetic fields and not528

video recording Chen et al. (2022).529

As regards the studies that take into account the issue of data security also during data archiving530

during and after data analysis, the main solutions adopted for this problem were:531

• in 4.30% of cases the use of edge-fog architectures of the cloud Chakraborty and Kishor (2022);532

Sadhu et al. (2022),533

• in 4.30% of the works encryption techniques were used to ensure that data collected from IoT534

devices is encrypted both during transmission and while stored in databases Sarmah (2020);535

Cheikhrouhou et al. (2021),536

• in 2.20% of the papers high-security protocols of the storage clouds were adoptedYue et al. (2020),537

• in the remaining 2.20% of the studies conduct regular security checks and assessments to identify538

vulnerabilities and risks in the cloud system, plus implement monitoring mechanisms to detect any539

unauthorized access or suspicious activity Rahman et al. (2020).540

5 DISCUSSION541

Overall, the analysis we conducted highlighted the following results:542

• most of the research papers reviewed deal with ML methodologies rather than DL techniques, and543

only a small fraction of both;544

• most articles using ML algorithms use multiple classifiers, while those using DL algorithms545

typically use a single network, and this pattern remains true even in cases where articles use both546

approaches;547
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• the most used neural network architectures for IoT Smart Health problems are (i) CNNs when548

dealing with neurodegenerative diseases [Prince et al. (2019), Chen et al. (2022)], mental problems549

Gupta et al. (2021), problems heart problems Cheikhrouhou et al. (2021), diabetes Ramazi et al.550

(2021) and cancer Masood et al. (2018)], (ii) LSTM when it comes to heart problems Chiang et al.551

(2021), covid Neog et al. (2022), mental health Jung et al. (2021), lung disease diseases Schoun et al.552

(2018) and walking problems Staab et al. (2022), (iii) DNNs are mostly used in case of walking553

problems Kim et al. (2020), heart diseases Wu et al. (2022), diseases pulmonary Wu et al. (2022)554

and neuro-degenerative diseases Prince et al. (2019);555

• the minimum accuracy value obtained is 68% while the maximum accuracy obtained is 100% and556

on average the studies reach an accuracy of 87%;557

• privacy and security issues were evaluated in only 24% of the works analyzed.558

Our systematic review reveals a noteworthy emphasis on Machine Learning (ML) methodologies over559

Deep Learning (DL) techniques. This inclination can be attributed to several factors. ML algorithms,560

especially when dealing with traditional classification problems, are often more interpretable. Many561

researchers treat deep learning methods as an enigmatic system, lacking the means to justify its successful562

outcomes or make adjustments in instances of classification errors. Interpretability is crucial in healthcare,563

where clinicians and practitioners need to understand the reasoning behind AI-driven decisions.564

In addition, training reliable and effective DL algorithms requires large sets of data. Even though there565

has been a recent surge in the availability of healthcare data, not all medical applications—especially566

those concerning rare diseases or events—are ideally suited for deep learning Ravı̀ et al. (2017).567

ML models usually require fewer computational resources compared to Deep Learning (DL) models,568

especially those with multiple layers. These DL models often necessitate substantial computing power569

and have extended processing times.570

For what regards Deep Learning (DL) applications our research work highlights the most implemented571

architectures. Convolutional Neural Networks (CNNs), for instance, shine when confronted with problems572

involving image analysis since are adept at detecting intricate patterns in medical images, which are often573

pivotal in accurate diagnoses. Long Short-Term Memory Networks (LSTMs), with their sequential data574

processing capabilities, come to the forefront when tackling issues that involve time-series data. LSTMs575

can capture dependencies and trends in sequences of health measurements, enabling the prediction of576

deteriorating health conditions or the detection of subtle changes in a patient’s well-being. This makes577

them invaluable in real-time monitoring and early intervention. Deep Neural Networks (DNNs), on the578

other hand, are prominently featured in health problems that demand complex feature extraction and data579

representation. DNNs are characterized by their depth and capacity to learn hierarchical representations,580

making them suitable for problems that involve multifaceted data sources and complex relationships.581

Despite exceptional performance offered, the high computational demands associated with Deep Learning582

(DL) models, can hinder real-time deployment in resource-constrained healthcare environments, where583

timely interventions are critical. Balancing high accuracy with practical utility and real-world applicability584

remains an ongoing challenge in smart health research.585

Following all the aforementioned considerations, the adoption of Deep Learning (DL) techniques in a586

selection of research articles emphasizes their relevance in distinct healthcare contexts. As the volume of587

data grows, Deep Learning (DL) technologies can step in where human analysis might falter, enhancing588

the speed and intelligence of disease diagnosis. This can minimize ambiguity in clinical decision-making.589

Perhaps the ultimate challenge for deep learning lies in its ability to amalgamate data from various health590

informatics fields, paving the way for the next era of precision medicine.591

A critical avenue for future research revolves around enhancing the privacy and security of health592

data, as these topics remain insufficiently explored in the literature. With the rapid development and593

integration of AI technologies into the landscape of smart health, as well as the widespread use of IoT594

devices for health monitoring, the protection of sensitive patient information has become an essential595

and paramount concern. One promising research direction involves the development of robust privacy-596

preserving mechanisms that can safeguard personal health data throughout its lifecycle, from collection and597

transmission to storage and analysis. Additionally, research efforts should focus on ensuring compliance598

with evolving data protection regulations and standards in the healthcare sector. By addressing these599

privacy and security challenges, future research can pave the way for the responsible and effective600

deployment of AI in smart health, ultimately benefiting both patients and healthcare providers.601
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6 CONCLUSIONS602

Artificial intelligence in healthcare allows us to manage enormous quantities of data, finding connections603

between information that is apparently unconnected or so numerous that it cannot be analyzed otherwise.604

The system thus generates new concepts and new associations, for example by detecting, based on the605

repeated verification of images connected to the diagnostic data, that a certain conformation or color of606

the nevi corresponds to given tumor pathologies. It is evident, therefore, that the greater the number of607

data inserted in the learning phase or during the life of the system, the more accurate and precise the608

ability to create new connections, see hidden results, and reach conclusions that man would not be able to609

reach. arrived or would have arrived with extreme difficulty.610

In healthcare, artificial intelligence finds space in sectors such as diagnostics, prevention, rehabilitation,611

telemedicine, robotic surgery, the development of new drugs and vaccines, the organization of services, or612

the definition of collective behavior models affecting the ’assistance.613

The availability of wearable devices, capable of detecting important health parameters such as blood614

pressure, oxygenation, heart rate, or electroencephalogram, is also facilitating telemonitoring and remote615

assistance. The advantages are evident, allowing forms of control without changing habits or lifestyles616

and being able to acquire data from the context of the patient’s daily life,617

Therefore, the new frontier of wearable devices aims to exploit artificial intelligence not only to618

provide useful information for the present context, but to anticipate actions, or rather ”predict” them to619

help people even more.620

In this regard, in this study, we performed an in-depth systematic review of the application of ML and621

DL technologies to the advanced analysis and prediction of data derived from healthcare IoT devices. The622

main objective was to contribute to the current state of the literature by exploring the research landscape623

regarding Machine Learning (ML) and Deep Learning (DL) approaches applied in the smart health sector,624

to highlight challenges and vulnerabilities.625

Our approach began with the definition of a query, which allowed us to select the studies present in the626

literature relating to the keywords Artificial Intelligence, Smart Health, and Wearable. We subsequently627

defined the research directions, defining four very specific research questions, which helped us through628

the definition of the inclusion and exclusion criteria, in the various document screening phases to reach629

the final set of 46 documents analyzed during our review.630

The different analyses conducted first report whether the studies use ML, DL, or both models (i);631

which models are used specifically (ii); the accuracy and reliability of AI-based models in the smart632

healthcare landscape (iii); and evaluate important security and privacy issues related to data use (iv).633

The results show that there is a more widespread use of ML techniques, rather than DL, but that in the634

case of DL the most used networks are CNN, DNN, and LSTM. The minimum accuracy value obtained is635

68% while the maximum accuracy obtained is 100% and on average the studies achieve an accuracy of636

87%. Finally, it is clear that very few studies consider the issue of data privacy.637

Therefore, this review has helped to clarify several still unanswered questions on the topic we have638

chosen, demonstrating the need for further research in the near future to establish the use of ML and DL639

as a viable and mature strategy in the context of smart health.640
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