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Author Response:

Reviewer 1: 

· Basic reporting: The article, "Framework to Perform Taint Analysis and Security Assessment of IoT Devices in Smart Cities" is a novel, clear, and very good idea to be published in PeerJ Computer Science but it requires some changes. 
[Author response] Dear Reviewer, thank you for your support and positive response. 

· For example, some recent review papers have not been included for the Security of the Internet of Things, please add them in your references to make the paper self-sufficient: Recommended References:
1. https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=8742551
2. https://www.sciencedirect.com/science/article/pii/S2214212617302934
3. https://www.mdpi.com/1999-5903/12/3/55
4. https://ieeexplore.ieee.org/abstract/document/9902998
5. https://ieeexplore.ieee.org/abstract/document/8666588
[Author response] Dear Reviewer, thank you for suggesting the references. We have added all of them in the Literature Review section as follows:
In the study conducted by Hassija et al. (2019), the authors conducted an extensive examination of the security challenges and potential threats associated with IoT applications. Following their analysis of security issues, they delved into a discussion of several emerging and established technologies aimed at enhancing trust levels within IoT applications. Specifically, the authors explored the applicability of four distinct technologies: blockchain, fog computing, edge computing, and machine learning, all with the goal of bolstering security measures in the realm of IoT.
Ammar et al. (2018) conducted an extensive survey on the security aspects of prominent IoT frameworks, encompassing a total of eight such frameworks. Within their study, the authors provided detailed insights into each framework, elucidating aspects such as the proposed architectural designs, the fundamental requirements for developing third-party smart applications, the compatible hardware components, and the security features inherent to each. The comparative analysis of these security architectures revealed a common thread in terms of securing communications, while divergent methodologies were observed in the approaches taken to ensure other crucial security attributes.
Nebbione et al. (2022) conducted an extensive examination of security within application layer protocols. The primary focus of their research centered on the key challenges and discoveries in this domain. More specifically, their paper delves into the realm of IoT, scrutinizing the prevalent protocols employed for messaging/data sharing and service discovery. The authors dedicated considerable attention to dissecting the primary threats associated with these protocols, as well as delving into the realm of Common Vulnerabilities and Exposures (CVE) related to the products and services derived from them. Furthermore, they explored best practices and measures that could be implemented to mitigate potential threats and attacks. The study's findings underscore the considerable complexity of ensuring security at the application layer, particularly within the IoT context. IoT devices face an array of security risks due to the absence of adequate security provisions in the protocols themselves, coupled with vulnerabilities or misconfigurations in the products and services they deploy. Additionally, the limited capabilities of these IoT devices impose constraints on the types of security services that can be effectively implemented.
Numerous studies in the field have primarily focused on individual security techniques, often leaving gaps in addressing the broader challenges of securing an IoT network. Khan et al. (2022) conducted a comprehensive examination of current security issues, wireless communication methods, and technologies relevant to IoT security. The paramount aim of this research is to provide a holistic view of security aspects within the IoT landscape. To achieve this goal, the study scrutinizes research contributions from previous years to gain a deeper understanding of the subject matter. Additionally, the research meticulously analyzes countermeasures and challenges pertaining to security in light of prevailing industry trends. Within this context, the study explores potential solutions to secure IoT, such as blockchain, machine learning, fog computing, and edge computing. After a thorough evaluation of these techniques and their resilience against attacks, machine learning emerges as a promising candidate, particularly when integrated with end-to-end security measures. The outcome of this comprehensive review is expected to furnish a comprehensive understanding and knowledge base for establishing effective security strategies, ultimately facilitating the successful implementation of IoT systems.
Roopak et al. (2019) introduced deep learning models to enhance cybersecurity in IoT (Internet of Things) networks. IoT networks, which connect both living and non-living entities worldwide, hold great promise as a technology. However, despite rapid IoT implementation, cybersecurity remains a significant vulnerability, making these networks susceptible to various cyberattacks. To ensure the success of any network, comprehensive security is paramount, as users may be hesitant to embrace the technology otherwise. One prevalent threat in recent times has been Distributed Denial of Service (DDoS) attacks, which have inflicted substantial losses on IoT networks. The authors proposed deep learning models and assessed their performance using the latest CICIDS2017 datasets for DDoS attack detection. Their models achieved a remarkable accuracy rate of 97.16%, outperforming traditional machine learning algorithms. Moreover, the paper identified ongoing research challenges associated with the application of deep learning algorithms in IoT cybersecurity.

· Experimental design: The proposed schema is good.
[Author response] Dear Reviewer, thank you for your support and positive response. 

· Validity of the findings: Please make some comparative experiments to further validate the superiority of the scheme with some other works in the literature to bolster the experimental findings.
[Author response] Dear Reviewer, thank you for the suggestions, we have added more references as suggested in the Literature Review section.

· Additional comments: Please add some running time experiments, show power consumption details for the simulator, and also show the elapsed computational time as it is an important parameter for the resource constrained IoT.
[Author response] Dear Reviewer, thank you for the suggestion, we are looking to add more experiments and reviews in our future research that we are currently planning to perform. We will certainly add these parameters to the research as suggested.

Reviewer #2: 

· Basic reporting: The paper presents an interesting area of research. The authors have tried to showcase the taint analysis of IoT devices by presenting an algorithm and justifies by showing the results. 
[Author response] Dear Reviewer, thank you for your positive response and support.  

· Following are my comments/suggestions: In the introduction, the authors have claimed the statements about bootloader, firmware, and it's component withtout using a single citation. The identified research gap does not come from the limitations introduced in the introduction. There is a need of improving the flow of the introduction and connection of the research gap with some existing limitations.
[Author response] Dear Reviewer, thank you for the suggestion, we have added references for the bootloader, firmware, and IoT components as suggested. We have updated the research gaps in the last paragraph of the Introduction section as well as added a paragraph on research gaps in the Introduction section.
Research gaps in this area include the need for more secure and efficient bootloading mechanisms for IoT devices, as well as the need for better tools and techniques for analyzing and understanding the inner workings of proprietary bootloaders. Additionally, there is a need for more research on the impact of different types of attacks on the bootloading process, and the development of countermeasures to protect against these attacks. Reviewing the gaps, the highlights of this research are to enhance the state of firmware security by discovering new security vulnerabilities using unique tools and by decreasing the threat surface area and presenting new tools to discover bugs in embedded device bootloader, perform code de-bloating on firmware binaries and fuzz IoT devices.

· The related work, the short forms (FSDS, COTS, and others) are used directly without any prior knowledge. The critical analysis of the existing work is significantly missing. There is a need of huge improvement in the related work. For example, a summarized table can be added with pros and cons of the existing work while comparing it with the proposed methodology. More recent papers needs to be added that are directly related to the firmware security or the attacks that are targeted in the research.
[Author response] Dear Reviewer, thank you for this comment. Now all acronyms with their full forms have been mentioned. 
We have added the critical analysis of the previous work at the end of section 2.  
We improved the related work section as requested. We added a summary table as well. 
We added more recent papers that related to the research.

· The quality of figures needs to be improved. I do not understand why the authors have presented algorithms in the form of table? Is it the guideline of journal submission?
[Author response] Dear Reviewer, we have removed the use of tables for the pseudo code, added them as part of the research manuscript content. We have also updated the quality of the figures as much as possible. 

· The explanation of results does not conclude the statements provided in the introduction. The authors need to map the research gaps with the results provided in the paper.
[Author response] Dear Reviewer, thank you for the suggestion, we have updated the sections as advised.

· Experimental design: The authors did not mention any research questions.
[Author response] Dear Reviewer, the research questions are added and mentioned at the Introduction section.

· The methods and materials used in the paper is ambiguous. I do not understand if the authors wants to target all the discussed vulnerabilities or these are the possible ones? In the latter case, there is not a single citation. Moreover, which tool is responsible to detect these vulnerabilities? The details are not mentioned. If it is the one that the authors have proposed then, it needs to be clear in the text. The authors have mentioned such tools are hugely valuable then, they explained the steps to solve the problem. It creates a huge ambiguity in understanding the contribution of the authors.
[Author response] Dear Reviewer, thank you for the suggestion, we have mentioned the research performed in detail with steps in the Results section.

· In the methodology, the authors should mention which vulnerabilities are they targeting and explain how their proposed algorithm solves the problem.
[Author response] Dear Reviewer, thank you for the suggestion, we have proposed a new Taint Analysis algorithm. This detects several IoT vulnerabilities which are mentioned in the Methodology section as follows:
The implementation of the algorithm is complex since the lines of code, functions, and parameters depend upon the actual implementation, which the authors have witnessed to vary depending on the specific implementation of the proposed bootloader analysis tool and the type of IoT device being analyzed. The specific vulnerabilities that this tool can detect will depend on the firmware image being analyzed, but this detects the following IoT vulnerabilities such as:
· Memory corruption vulnerabilities: These include buffer overflow, stack overflow, and heap overflow vulnerabilities.
· Authentication and Authorization vulnerabilities include hardcoded credentials, weak or easily guessable passwords, and lack of proper access controls.
· Insecure Communication: This includes the use of unencrypted communication protocols or easily guessable encryption keys.
· Insecure data storage: This includes storing sensitive data in unencrypted or easily accessible locations.
· Insecure update mechanisms: This includes unauthenticated or unencrypted update mechanisms that can allow an attacker to install malicious firmware on the device.
· Insecure configuration: This includes insecure default configurations, such as open network ports or easily guessable default credentials.
· Insecure Cryptographic Storage: this includes weak encryption algorithms or weak keys.
· Insecure randomness: this includes the use of weak random number generators, which can make encryption keys or session tokens predictable.

· The authors should include a figure of their overall framework which shows the complete work flow of their methodology. The presented figures are quite general.
[Author response] Dear Reviewer, we have already added Figures 1 and 2 to illustrate this aspect.

· I don't know from nowhere the zeek detected app layer protocol. The explanation of results needs to be clear.
[Author response] Dear Reviewer, we conducted this research on IoT vulnerabilities and have used Zeek-based network analysis to study the security of various IoT devices, including a wireless doorbell. Electric monitor, Colour Thing, BLE energy and auto assistant. Here are some of the aspects we encountered:
· In our research, we utilized Zeek, known as Bro, an open-source network security monitoring tool, to conduct a comprehensive analysis of network traffic generated by various Internet of Things (IoT) devices. The focus of our study involved understanding the dynamics and interactions within an IoT ecosystem through the lens of network traffic analysis. The IoT environment consisted of diverse device categories, each contributing unique functionalities to the network.
The ecosystem encompassed several types of IoT devices, ranging from smart doorbells to electric monitors, color-changing devices (referred to as "color things"), Bluetooth Low Energy (BLE) devices for energy monitoring, and voice-activated assistants. Smart doorbells, equipped with cameras and internet connectivity, enable remote door monitoring and interaction. Electric monitors are systems that observe and transmit electricity consumption data for analysis and management. "Color things" suggest devices that offer color-changing features, such as smart lighting systems or other visual IoT devices. BLE energy devices potentially include fitness trackers or environmental sensors leveraging Bluetooth technology. Auto-assistant devices, like voice-activated smart speakers, use natural language processing to control other connected devices in a user's environment.
Throughout our network analysis using Zeek, we encountered instances of malware captures, signifying the presence or attempted infiltration of malicious software within the network. These captures denote records or logs of suspicious or potentially harmful network activities observed during the analysis. Additionally, our research highlighted specific malicious scenarios where vulnerabilities within the IoT ecosystem were exposed or when instances of malware attempted to compromise the devices in our study. These scenarios were documented to showcase potential risks and vulnerabilities prevalent in the IoT landscape, elucidating the need for robust security measures within these networks.

· Validity of the findings: If the methodology and results are focused and mapped with the research questions then the findings will be valuable. There is no doubt the authors have targeted an extremely important problem in the field of IoT security.
[Author response] Dear Reviewer, thank you for your suggestion, we have updated the research paper as advised.  

· Additional comments: There is no doubt the authors have targeted an extremely important problem in the field of IoT security. I encourage the authors to apply the changes to improve the readability and quality of paper in terms of technical and grammatical mistakes as well.
[bookmark: _Hlk148877545][Author response] Dear Reviewer, thank you for your positive response and support, we have updated the paper with your suggestions.  

