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For the past few years, the concept of the smart house has gained popularity. The major
challenges concerning a smart home include data security, privacy issues, authentication,
secure identification, and automated decision-making of IoT devices. Currently, existing
home automation systems address either of these challenges, however, home automation
that also involves automated decision-making systems and systematic features apart from
being reliable and safe is an absolute necessity. The current study proposes a deep
learning-driven smart home system that integrates a Convolutional neural network (CNN)
for automated decision-making such as classifying the device as “ON” and “OFF” based on
its utilization at home. Additionally, to provide a decentralized, secure, and reliable
mechanism to assure the authentication and identification of the IoT devices we integrated
the emerging blockchain technology into this study. The proposed system is fundamentally
comprised of a variety of sensors, a 5V relay circuit, and Raspberry Pi which operates as a
server and maintains the database of each device being used. Moreover, an android
application is developed which communicates with the Raspberry Pi interface using the
Apache server and HTTP web interface. The practicality of the proposed system for home
automation is tested and evaluated in the lab and in real-time to ensure its efficacy. The
current study also assures that the technology and hardware utilized in the proposed
smart house system are inexpensive, widely available, and scalable. Furthermore, the
need for a more comprehensive security and privacy model to be incorporated into the
design phase of smart homes is highlighted by a discussion of the risks analysis'
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implications including cyber threats, hardware security, and cyber attacks. The
experimental results emphasize the significance of the proposed system and validate its
usability in the real world.
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ABSTRACT26

For the past few years, the concept of the smart house has gained popularity. The major challenges

concerning a smart home include data security, privacy issues, authentication, secure identification, and

automated decision-making of IoT devices. Currently, existing home automation systems address either

of these challenges, however, home automation that also involves automated decision-making systems

and systematic features apart from being reliable and safe is an absolute necessity. The current study

proposes a deep learning-driven smart home system that integrates a Convolutional neural network

(CNN) for automated decision-making such as classifying the device as “ON” and “OFF” based on its

utilization at home. Additionally, to provide a decentralized, secure, and reliable mechanism to assure the

authentication and identification of the IoT devices we integrated the emerging blockchain technology into

this study. The proposed system is fundamentally comprised of a variety of sensors, a 5V relay circuit,

and Raspberry Pi which operates as a server and maintains the database of each device being used.

Moreover, an android application is developed which communicates with the Raspberry Pi interface using

the Apache server and HTTP web interface. The practicality of the proposed system for home automation

is tested and evaluated in the lab and in real-time to ensure its efficacy. The current study also assures

that the technology and hardware utilized in the proposed smart house system are inexpensive, widely

available, and scalable. Furthermore, the need for a more comprehensive security and privacy model to

be incorporated into the design phase of smart homes is highlighted by a discussion of the risks analysis’

implications including cyber threats, hardware security, and cyber attacks. The experimental results

emphasize the significance of the proposed system and validate its usability in the real world.
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1 INTRODUCTION46

The Internet of Things (IoT) refers to the network of peculiar physical objects that are embedded with47

sensors, software, and other technologies and are rendered virtually in a network or cyberspace Zeinab48

and Elmustafa (2017); Kang et al. (2015). IoT is an immaculate information rectification and gathering49

technique that comprises nanotechnology, smart technology, sensor machinery, RFID Darianian and50

Michael (2008) sensor technology and a variety of other technical advancements. IoT is not an individually51

superlative technology, rather, it overcomes significant technological advancement and brings forth the52

capabilities that are suitable in conjunction to subdue the gap between physical and virtual worlds Wang53

et al. (2019). With the development of technology and the world, people are living highly busy lives54

and they require to be facilitated in every aspect of life. IoT covers a wide area of research, and this55

study is not capable of covering the whole field of research. However, because of the simplicity with56

which people may use it, smart home and smart environment is the first domain that springs to mind.57

A smart home Lobaccaro et al. (2016); Abdulrahman et al. (2016) is an automated home that refers to58

the mechanism of automating the working of all home appliances by controlling them using a computer,59

tablet, or smartphone with an internet connection. In recent years, home automation has been receiving60

immense attention as people prefer to control and maintain the utilization of home appliances by changing61

their status from anywhere around the world. Eventually, home automation is becoming a necessity of the62

current times.63

IoT improves the life of a user by providing low-cost and highly flexible solutions for problems64

occurring in everyday life. Although, earlier studies have proposed a variety of home automation systems65

by integrating a variety of combinations of sensors Gill et al. (2009); Al-Ali and Al-Rousan (2004),66

however, given the limitations of those researches we listed some reasons for the rationale behind67

proposing an effective and systematic system for home automation.68

• The formerly devised systems for home automation are costly and difficult to implement.69

• The Bluetooth home automation system proposed in an earlier study necessitates unwanted installa-70

tion.71

• Internet connectivity is required for the previously proposed home automation systems; however,72

the Internet is not available in some areas.73

• Previous studies failed to devise a secure and safe home automation system.74

• Home automation systems proposed by earlier studies are inadequate for intelligent decision-making75

mechanisms especially in dealing with security threats.76

Integrating security measures while designing a home automation system is not a simple and straight-77

forward method and requires a formal risk analysis approach. In fact, one of the main challenges to the78

automation of smart homes has been recognized as the challenge of providing security in IoT environ-79

ments, highlighting the complexity of this challenging but crucial task. To ensure the effective functioning80

of a home automation system, the key parameters that might make the system complicated must be81

checked. One of the important parameters that lacks in a previously devised home automation system is82

the absence of a Graphical User Interface (GUI) environment due to which the working of the system is83

not understandable by the users. Moreover, device restoration is available in the existing home automation84

systems which are detrimental to home appliances. In addition to this, prior home automation solutions85

are incapable of predicting the electricity bills and are highly expensive for the users. In consideration of86

this, we propose an effective and efficient solution to fill the previously discussed gap by pursuing the87

following objectives.88

• This study proposes a cost-effective home automation system that remotely controls electrical89

devices and does not utilize IP-based devices.90

• The proposed home automation solution is an Internet-based system. An app for smartphones has91

been created to assist users in creating automated homes by dragging and dropping components.92

• Global System for Mobile Communication (GSM) modem is integrated into the proposed home93

automated system to control the home appliances including security systems, light, and conditional94

systems by using short text messages called SMS.95
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• The proposed system also facilitates the user with a device restoration feature that reinstates an96

electronic device such as a computer into the previous state when restored.97

• The devised system involves implementations for Arduino and Raspberry Pi which have become98

indispensable tools for anyone who enjoys tinkering with electronics. In addition to being popular,99

these tools are also relatively affordable. Raspberry Pi facilitates an easy internet connection100

whereas, Arduino is appropriate for real-time implementation of software and hardware applications.101

• Data logging is offered to assist users in improving appliance performance and energy efficiency.102

• The proposed smart home automation system involves an intelligence-based decision-making103

mechanism for the classification of IoT devices’ status.104

• Blockchain technology is integrated into the suggested solution to provide secure authentication105

and safe identification of the users.106

The rest of the paper is organized as follows: Section 2 discusses a brief literature review and the107

significant contributions in the domain of smart buildings and smart home solutions. Section 3 presents108

the proposed methodology utilized in this study to provide an effective solution, Section 4 provides an109

overview of the implementation of the proposed approach, as well as, the software and hardware used in110

the solution. Experimental results are presented in Section 5 along with a detailed discussion. Section 7111

concludes the paper.112

2 BACKGROUND113

This section highlights the research gap in the field of smart environments and home automation systems.114

A considerable number of researches have been conducted in the domain of smart buildings and smart115

homes. For instance, the ZigBee microcontroller was utilized by Gill et al. (2009) to enable the user to116

connect the devices within the home. However, the system does not support long-range and the data117

speed is low. Along the same lines, Al-Ali and Al-Rousan (2004) utilized Personal Computer (PC)118

based webserver to provide remote connectivity for home appliances. The installation of the system is119

expensive due to the integration of wires. Another study Coskun and Ardam (1998) proposed a phone-120

based controller of home appliances. It did not include GUI which limited its functionality for the users.121

authorsBaudel and Beaudouin-Lafon (1993) devised a novel home automation system that utilized hand122

gestures to control the objects. However, the system failed to accurately detect the hand gestures causing123

inconvenience for the users.124

The authors of Kumar and Pati (2016) integrated electrical switches and the Internet to provide a125

monitoring system for electronic devices at home. However, the system lacked secure transmission and126

communication between devices in a network. Researchers in Sangeetha et al. (2015) incorporated GPRS127

and speech recognition into their proposed home automation system but the system did not provide a128

secure identification and authentication for the user. Similarly, the authors of Javale et al. (2013) focused129

on providing the old-age and handicapped persons with a system to remotely control their home appliances130

using Android APK, however, the system is limited in functionality. It only automated the light controls131

and in turning the electronic device on and off.132

Bluetooth technology was employed by Piyare and Tazil (2011) in an attempt to design a cellphone-133

based home automation system but the GUI only supported cell phones with Symbian OS and the range134

of Bluetooth was limited to 50-100m. Similarly, authors in Sriskanthan et al. (2002) utilized Bluetooth135

technology but the proposed system did not perform well due to the obtrusiveness of the installation.136

Blockchain technology is getting attention due to its reliability. The technology selection problem is137

solved by using blockchain in Farshidi et al. (2020). Researchers applied blockchain technology in138

e-government service Geneiatakis et al. (2020).139

The threat to network security has gotten much worse with the rise of cyber-attacks and intrusion140

tactics. An effective technique for detecting anomalies was proposed in Ding and Li (2022), which takes141

into account the intricate communication patterns between the network topology and node attributes.142

Researchers looked at recent cyber-attacks that used AI-based methods, and they discovered a number143

of mitigation approaches that may be used to counteract such AI attacks Yamin et al. (2021). Authors144

designed authentication scheme for RFID system Akleylek and Soysaldı (2022). Authors investigated145

IoT-based cyber-attacks and discussed defense mechanisms and challenges Meng et al. (2021). A tool146
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based on the branch and bound technique and tuned for GPU systems for block cipher security evaluation147

is proposed in Yeoh et al. (2022). Authors used the blockchain method to build an effective certificate-less148

signature framework Wang et al. (2021).149

ArduinoTmega2560 and IoT technologies were utilized to help handicapped individuals to supervise150

and control their home appliances Abdulraheem et al. (2020). However, the proposed system failed to151

provide a secure authentication system for the users. Consequently, an automated system for the opening152

of the door in an office or home was proposed by Hoque and Davidson (2019) by integrating Elegoo153

Mega 2560 and a web server that required retaining information about the signals between a variety154

of transmitters. In an attempt to provide a smart system for home automation that enables the users to155

control the electronic devices at home by integrating ESP-8266, Arduino UNO, and Wi-Fi for connectivity156

Satapathy et al. (2018), the system consumed more time in turning on and off an appliance. Another study157

Pirbhulal et al. (2017) utilized a wireless sensor network to devise an energy-efficient and secure home158

automation system. However, the proposed system is high-priced and is only limited to the temperature.159

3 PROPOSED APPROACH160

The current study proposes an automation system for smart homes that facilitates the users to monitor and161

adjust the state of devices installed in homes such as air-conditioners, ventilation, heating, and lighting162

along with the operating state of the sensors. The proposed system is not limited to being time-effective163

but also accommodates the user with a viable energy-efficient solution by providing insight regarding the164

energy consumption of the devices. This energy-efficient and cost-effective solution can also be deployed165

in hotels, restaurants, and domestic, or industrial places. The proposed system incorporates an easy GUI166

environment and notification system which involves an icon-based interface that enables the user to be167

notified and connected with his home from anywhere around the world. This system is cost-effective due168

to its capability of automating the ordinarily installed electronic devices at home instead of specific IP169

devices like RJ-45 Chong et al. (2011). Figure 1 illustrates the operation of the proposed system for home170

automation.

Smart
phone User

Raspberry Pi

GSM
Module

Figure 1. Workflow of home automation.

171

From the admin panel, the user can draw a complete layout of his/her home by utilizing an easy-to-use172

drag-and-drop interface. To begin with, the interface of the proposed system allows users to add the floors173

of the house. Afterward, he/she can add the rooms on the particular floor by selecting the corresponding174

added floor. Then, the user can add appliances to the room and can position them in accordance with the175

real-time structure of the room. The interface also provides additional functionality to add custom devices,176

rooms, or floors to the layout of the house. Once the user is finished setting up the home layout from177

the admin panel, the database of the user’s home structure is synced with our server in JSON Haq et al.178

(2013) format where it is updated using VOLLEY Hang and Kim (2018). The user will be able to fetch179

the home structure from the admin panel after 30 seconds of syncing the database by logging in using the180

credentials. The interface of the application allows the user to see the details regarding the floor, as well181

as, the electronic devices placed at the home. Apart from this, the application involves other three tabs as182

well on the bottom of the main screen. The second tab displays the state of the sensors. The third tab183

shows the history of the device as well as the individual’s name who changed the status of that particular184
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device. The fourth tab enables the user to log out of the application. Credentials are controlled via shared185

preferences, and the data is preserved.186

Furthermore, the status of the devices being utilized in the home is classified into two categories such187

as “OFF” and “ON” using a supervised learning classifier based on the usage of the device. The input188

data contains categorical as well as continuous numeric values. The input data contains floor id, room id,189

device id, room temperature, room light, device time, and status. We also performed a comparative190

analysis of the predictive model utilized in this study with other conventional models and selected191

the model with maximum performance. Moreover, the system provides authentication and secure192

communication between IoT devices and the user requesting the change in the device’s status by integrating193

blockchain technology. It assures the secure transmission of data between applications, servers, devices,194

and users of the proposed smart home.195

3.1 Blockchain Technology for Secure Home Automation System196

The primary goal of an automated system for homes is to provide IoT devices with safe, trustworthy197

authentication, and identification. We employed blockchain technology in order to ensure these goals. In198

2008, Nakamoto introduced blockchain technology Nakamoto (2008). The significant features of this199

technique include decentralization, anonymity (anonymity), and security Christidis and Devetsikiotis200

(2016). Blockchain technology can be leveraged by IoT to provide a highly secure central server resulting201

in reduced dependency. Additionally, this technology incorporates timestamp and data encryption which202

ensures a moderate data structure. The proposed approach implements the blockchain module in Java203

by utilizing hash as the unique identifier of the block’s contents. To compute a block hash, each block204

is utilized which then computes the hash SHA-256 from it. When a threshold is reached, the block is205

created by granting permission for connectivity by means of managing the blockchain. The hash value206

of the preceding block is verified against the hash value of the succeeding block in order to validate the207

whole blockchain. Whenever a user generates a connection request, it is authenticated following the208

steps illustrated in Figure 2. Algorithm 1 elaborates on the working of blockchain technology works. A209

flowchart illustrating the blockchain implementation process is presented in Figure 2.210

Start

Stop

Block Creation

Hash Generation

Block Storage

Blockchain 
 validity

Grant Access

No

Yes

Figure 2. Workflow of blockchain implementation.

To begin, a block is constructed by utilizing a block class that has been implemented in Java which211

5/19PeerJ Comput. Sci. reviewing PDF | (CS-2022:10:78291:1:1:NEW 14 Jan 2023)

Manuscript to be reviewedComputer Science



calculates the hash value based on the preceding hash, data string, and timestamp. Following the creation212

of a block, a hash is created by integrating the SHA256 algorithm. Afterward, the generated blocks213

are stored. Finally, the blockchain is validated to evaluate whether the value of the hash is equal to the214

calculated value. The user will be granted access if the preceding and succeeding hash is equal, otherwise,215

the entire procedure is repeated from the beginning.216

4 IMPLEMENTATION DETAIL217

Figure 1 depicts the complete functionality of the proposed model along with the integration of various218

devices with each other to get an in-depth understanding of the working of the proposed smart home219

solution. The flow of the project is represented by the arrows from an application on the user’s smartphone220

to switching the electronic device’s state. There are two different modules in which the user can221

communicate with the Raspberry Pi server Maksimović et al. (2014); Leccese et al. (2014) depending on222

the user’s location. The first module allows the user to interact with the IoT devices without connecting to223

the Internet given the user is residing inside the house and using a local network resulting in high-speed224

communication between the user and devices. The second module requires the user to connect to the225

Internet and is employed if the user is located outside of the house, at any place around the world. The226

connection request is then processed and forwarded to the Azure Cloud Wei et al. (2010). Afterward, the227

user inputs his/her credentials which are coordinated with the help of the Azure database and directed228

to the corresponding Raspberry Pi server for further processing. The Microsoft Azure Cloud databases229

maintain the account of each user separately. Each user is provided with the services in accordance with230

the inputted credentials by the user to initiate the request. APIs are accessed from the cloud if the user is231

not connected to the home. However, the Raspberry P server stores similar APIs if the user is residing in232

the house i.e., having a home network connection.233

The data is shared between the user and the server in JSON format. A variety of hashing techniques234

are utilized to secure the APIs. Raspberry Pi GPIO Brock et al. (2013) pins are utilized to modify the235

status of any electronic device in the system. The server’s request is received by the Raspberry Pi which236

responds to the devices in accordance with the user’s request which is being maintained in a database at237

the cloud servers. This enables the user to view the entire history by inputting the time period on his/her238

smartphone. The sensors which are installed in the house update their status after every 30 sec and adapt239

accordingly to the Raspberry Pi server. Regarding this, the Raspberry Pi server synchronizes the entire240

database data saved in the cloud server and updates the values on the mobile application.241

4.1 Hardware Components242

A variety of sensors and electronic components are utilized in the proposed system as shown in Figure243

1. This section presents a complete description of the hardware components integrated into the system244

which are also summarized in Table 1.245

Table 1. Performance of Machine Learning Models.

Components Specification

Raspberry Pi 2B 40 GPIO pins, 1 GB RAM A 900 MHz quad-core

ARM Cortex-A7 CPU, operational voltage 7–12 V

Relay circuit pack The 5 V operational 8-relays circuit pack

L293D motor control shield Supply-voltage range: 4.5–36 V; output current: 600

mA/channel

Smartphone mobile Android supported

DS18B20 temperature sensor Temperature range: -55 to 125°C (-67°F to +257°F)

LM393 LDR sensor Digital switching outputs (0 and 1), external 3.3 V–5

V vcc

MQ2 smoke sensor Combustible gas, smoke

The Raspberry Pi is an inexpensive compact single-board computer (SBC) that is designed to assist246

educational institutions and underdeveloped countries teach the fundamentals of computer science. It247

comprises a quad-core ARM Cortex-A7 CPU running at 900 MHz in addition to 1 GB RAM, which248

supports Ethernet (100 Mbps) and includes a card interface, 4 USB ports as well as 40 GPIO-pins,249
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complete HDMI compatibility with the camera along with SD card compatibility. It supports composite250

video and consists of a 3.5 mm-sized audio jack.251

A relay is operated using electricity and is often utilized in the control circuit which is automatic.252

Relay has an input circuit (also known as a control system or input contractor) and an output circuit (also253

known as a controlled system or output contractor). It is an automated switching device that utilizes a254

low-current signal to control a high-current circuit.255

L223D Quadri and Sathish (2017) is a 4-channel, high-current, high-voltage, and monolithic integrated256

driver. This implies that by using L293D, we can integrate power supplies and DC motors with a voltage257

of up to 16 V, that is, quite large motors, and per channel. The chip circuit can deliver a current of a258

maximum of 600 mA. The L293D chip is a series of H-Bridge that is an electrical circuit that supplies the259

voltage across a load in any output direction such as the motor.260

The DS18B20 is a temperature sensor comprised of a 1-wire which enables the user to record the261

temperature using a very convenient interface. It utilizes a bus to communicate which allows the user to262

connect multiple devices and use only a single Raspberry Pi GPIO pin to read their values.263

MQ2 or chemiresistor is a widely used Metal Oxide Semiconductor smoke sensor in the series of264

MQ2 sensors. When the smoke comes in contact with the sensor it works by detecting the variation in265

resistance of the sensing element. The concentration of the smoke can be sensed by using a primary266

voltage divider network. MQ2 can detect carbon monoxide, methane, hydrogen, propane, alcohol, smoke,267

and LPG in the range of 200 to 10,000 ppm. It operates at 5V DC and consumes roughly 800 mW.268

GSM module has a dual mode that is typically utilized for creating embedded applications and IoT. It269

operates between frequencies of 900 MHz and 1800 MHz. It does not require high-power consumption270

and includes a multislot class feature, for instance, class 8, and class 10th. The data is received and271

transmitted using the TXD and RDX pins. It consumes low voltage within the range of 3.4 V to 4.5 V and272

might be damaged if the voltage is increased.273

4.2 Software Components274

Many platforms have emerged for mobile application development such as Windows Mobile, IOS,275

Android, and Symbian. In the current study, we utilized the Android platform to develop the entire276

project. The use of the Android platform in this study is mainly motivated by its extensive use around the277

world. Android applications are supported by nearly every manufacturing brand of smartphones. Android278

applications. To develop and implement the proposed smart home system, an Android development kit279

called SDK is utilized in Java.280

Android studio Esmaeel (2015) is utilized to create Android APK since it involves the tools which are281

necessary for mobile application development such as handset emulators, libraries, and debuggers. For282

the services of all sensors, the Volley library is integrated. Android application is made more interactive283

by incorporating a material design library.284

LAMP which is an acronym of Linux, Apache, MySql, and PHP is utilized to offer complete backend285

functionalities for server-side development on the cloud within the Raspberry Pi.286

4.3 Mobile Applications287

The mobile application has two modules for the operation. In the admin module, the user can utilize a288

simple interface (drag-and-drop) to draw a prototype of his/her home. A Raspberry Pi pin is allocated to289

the devices in order to regulate the operation of the electronic devices at the backend.290

Whereas, the user module allows the users to visualize the home prototype which he/she designed in291

the admin panel. This module also enables the user to operate the electronic devices based on the pin that292

he/she configured on the admin module as illustrated in Figure 3. The mobile application’s main screen293

displays information regarding the names of floors, the number of rooms inside a particular floor, and294

devices placed or installed in the home. Switching between the mobile application services is carried out295

via tab layout.296

Figure 4 demonstrates a well-designed and interactive graphical user interface with appealing icons297

which facilitates the user in the understanding of its working. The icons are programmed to change298

according to the electronic device’s present state along with an active touch button to switch the status of299

the device. The app also enables the user to set the brightness of light or fan speed with an interactive300

intensity bar. The status of working devices is shown as “active” and the passive state is displayed as301

“active ago”. The second tab of the mobile application’s home screen enables to user to view the status of302

each sensor as well as their current values. Sensors are refreshed after every 30 seconds and the values are303
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Figure 3. Workflow of home appliances.

Figure 4. Graphical User Interface of User screen.

updated in the mobile application by integrating the backend services as illustrated in Figure 5. Currently,304

we deployed two sensors such as temperature and light to visualize their live status. Figure 6 shows that305

the value of the light sensor is 0.0 indicating the “OFF” state of the sensor and that currently, daylight is306

present. The third tab n the home screen enables the user to view comprehensive information regarding307

the device’s history. Complete information regarding the user who modifies the state of the device is308

maintained in the form of a log along with the time-stamped details. It also enables the user to see the309

active and inactive duration of electronic devices. Another prominent aspect of the proposed system is310

that it notifies the user if any device is in an “ON” state for more than two hours. It functions similarly as311

a reminder or an alarm for the user to monitor and maintain the electricity usage of each device in either312

the case of a person being in a room or the case of electricity waste as displayed in Figure 7. The mobile313

application also facilitates the user by calculating the electricity based on the power consumption by the314

electronic devices and the duration for which the power was consumed.315

4.4 Predictive Models316

In this study, extensive experiments have been performed to make decisions about the status of appliances317

using state-of-the-art models. Various machine learning and deep learning models employed for this318

purpose are discussed below.319
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Figure 5. State of home appliances

Figure 6. Sensor data

4.4.1 Random Forest320

Random Forest works using decision trees and building numerous trees to avoid variance. RF has been

widely used in literature in solving regression and classification problems. The bagging technique is used

by RF in predicting final results based on majority voting. A bootstrap dataset is used by RF which is a

subset of original data Breiman (1996). The workflow of RF is presented as follows.

p = mode{T1(y),T2(y), . . . ,Tm(y)} (1)

p = mode

�

m

∑
m=1

Tm(y)

"

(2)

Here p represents the final output, calculated by majority voting T1, T2, and Tm trees.321

4.4.2 Support-vector machine322

The support-vector machine is a machine learning algorithm that can be applied for regression as well323

as classification problems. It transforms data using kernel trick and determines the optical border line324

between output. Borderline is called hyperplanes, these planes distinguish one type of data from other.325
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Figure 7. History log

4.4.3 Logistic Regression326

Logistic Regression Wright (1995) is mostly used to solve classification problems. It is a statistical model327

and analysis algorithm based on the probability concept. It finds output using one or more variables with328

binary data. It uses a sigmoid function to produce a connection between categorical data.329

4.4.4 Stochastic Gradient Descent330

Stochastic Gradient Descent Gardner (1984) joins various classifiers in the one-versus-all technique. It331

uses all samples of data in each iteration and is more suitable for large-sized datasets. It is very easy to332

implement because of its basic principle. It is highly sensitive in feature scaling and hyperparameters333

require suitable values.334

4.4.5 Decision Tree335

Decision Tree Breiman et al. (1984)is simple tree bases supervised machine learning algorithm that336

shows good results on both numerical and categorical data. A decision tree is very easy in terms of337

implementation and has been extensively used in various fields.338

4.4.6 Gradient Boosting Machine339

In a Gradient Boosting Machine Friedman (2001) various weak classifiers are combined to make a strong340

learning classifier. It works on the decision tree and creates independent trees and takes more time for341

execution. It improves the working after several tweaks to it that improves the algorithm which is called342

PAC (probability approximately correct learning). It shows good results on un-processed data and handles343

missing values of data efficiently.344

4.4.7 Extra Trees classifier345

Extra Trees classifier Sharaff and Gupta (2019) works like a random forest but creates trees in a different346

way and constructs trees from the original sample data instead of the bootstrap data sample. Decisions are347

made on random data samples of the k-best feature. Selection of the top feature to split the tree is done by348

the Gini index.349

4.4.8 Long Short Term Memory350

Long Short Term Memory (LSTM) is a deep learning model and is an extended variant of Recurrent351

neural network (RNN) Sherstinsky (2020). LSTM comprises three gates; one is input gate ik, the second352
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is output gate ok and the third is forget gate fk. Data is passed through these gates, important information353

is retained by the gates and unimportant is forgotten according to dropout value. Important information is354

saved in a memory block named Ck. LSTM has different variants, the one used in this study is presented355

in eq. 3, 4 and 5.356

ik = σ(Wisk +Vihk−1 +bi) (3)

fk = σ(Wf sk +Vf hk−1 +b f ) (4)

ok = σ(Wosk +Vohk−1 +bo) (5)

ck = tanh(Wcxk +Vchk−1 +bc) (6)

where W and V presents associated weights with matrix elements. h presents the hidden state up to k−1357

time step,whereas sk shows the input of specific time and b presents the bias. c is the memory block cell358

which is updated at k−1 time steps. In the output layer of LSTM, all neurons are connected to every359

neuron of the dense layer.360

4.4.9 Convolutional Neural Network361

Convolutional Neural Network (CNN) is a deep neural model and its convolution layers and pooling layers362

learn complex features Yamashita et al. (2018). Most of the time CNN is used in image classification363

and image segmentation tasks. The end-to-end training of the layered CNN model makes it more robust.364

Features are mapped by applying filters on the output of the layers as it is a feed-forward network model.365

Moreover, the CNN model consists of activation layers, hidden layers drop out and fully connected layers.366

The output of the previous layers is fed to the fully connected layers for determining the final result.367

Pooling layers play a role in feature selection by reducing them and it can be max-pooling or average368

pooling. ReLU function is utilized as an activation function and presented in eq. 7.369

y = max(0, i) (7)

where y shows the output of activation and i is the input. High-level features for training are extracted370

by convolutional layers using weights. Cross entropy is a loss function that is computed as presented in371

equation 8.372

crossEntropy =−(i log(p)+(1− i) log(1− p)) (8)

where i presents class labels and p is the predicted probability. As CNN is an extended version of373

the backpropagation model output is predicted using the sigmoid error function. CNN model generates374

output for two target classes. For the ON status of the device, the output will be 1 for the first neuron and375

0 for other neurons. In the case of OFF status, the values of neurons will be reversed.376

5 EXPERIMENTS AND RESULTS377

The functionality of the project is elaborated in figure 8. The proposed framework consists of two378

scenarios. The first scenario deals with remote access of the users outside the home and uses a cloud379

database by Microsoft Azure. The request of the user is sent on the cloud according to the user’s APIs.380

The second scenario deals with the users inside the home directly connected to Raspberry Pi. Requests of381

users are sent to the server (Raspberry Pi) rather than on the cloud or internet as shown in figure 9. Local382

processing makes the process fast without the implication of the cloud.383

5.1 Data Collection and Visualization384

Data is collected using the developed app and stored in an excel sheet. Data is further analyzed to explore385

the relationship between different attributes. The attribute data include light, temperature, and smoke.386

Whereas, in the status column 0 means ”OFF” and 1 means ”ON”.387

Figure 10 presents the scatter plot of temperature with smoke and temperature. Different readings, if388

the temperature is presented on X-axis while smoke is along Y-axis and with temperature are given on389
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Figure 9. Local database server

the y-axis and values of light, are given along the x-axis. Figure 11 presents a scatter plot between light390

and smoke. Values of smoke are shown along the x-axis and the value of light is shown along the y-axis.391

The kernel density plot is presented in figure 12. The status of light and smoke and smoke is presented in392

figure 13, where 1 represents ”ON” and 0 represents ”OFF”. Status is presented on the x-axis and relevant393

values are along the y-axis.394

All devices are set in a way that these devices are set to the previous state in case of an electricity395

outage or restart of Raspberry Pi. Device states are maintained by involving a database server. The last396

state of each device is retained accordingly from the server. Installed in the home will make updates at397

regular intervals. In situations like the rising of home temperature to a specific threshold will cause the398

starting of ventilation fans. Light sensors are installed to control the on and off timings of lights according399

to day and night. Features like sensor updates, data logs, Raspberry support, cloud database, and deep400

learning models make the project robust and unique. Customized design of devices according to the house401

makes the system flexible and easy to operate.402
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Figure 10. Scatter plot of temperature with smoke and temperature.

Figure 11. Scatter plot between light and smoke.

5.2 Results403

Extensive experiments have been performed to make decisions about the status of appliances in a smart404

home using state-of-the-art classifiers. Classifiers used in experiments include Random Forest, Support405

Vector Machine, Logistic Regression, Decision Tree, Gradient Boosting Machine, Extra Tree Classifier,406

Voting Classifier (that combines Support Vector Machine and Logistic Regression), Long Short Term407

Memory (LSTM), and Convolutional Neural Network (CNN). Recorded data has been divided into408

train and test sets in a 70:30 ratio. All the experiments are carried out on a 2GB Dell PowerEdge T 430409

GPU on 2x Intel Xeon 8 Cores 2.4Ghz machine which with 32 GB DDR4 RAM. Python programming410

language by Anaconda using the Jupyter notebook environment has been used to perform experiments.411

Classifiers are implemented using Tensorflow, sci-kit learns, and Keras. Table 2 presents the result of the412

classifier in predicting ”ON” and ”OFF” classes for home appliances. Random Forest, Support Vector413

Machine, Logistic Regression, Stochastic Gradient Descent, Voting Classifier (that combines Support414

Vector Machine and Logistic Regression), Decision Tree, Gradient Boosting Machine, and Extra Tree415

Classifier have achieved 93.9%, 91.4%, 93%, 90.8%, 92.6%, 92.7%, 87.7% and 93.8% accuracy values416

respectively. Deep learning models LSTM and CNN have achieved 91.6% and 96.6% respectively. It417
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Figure 12. Scatter plot between light and smoke.

Figure 13. Scatter plot between light and smoke.

Table 2. Classification report of supervised learning models.

Classifiers Accuracy Precision Recall F-score

Random Forest 93.9% 89.69% 90.67% 90.11%

Support Vector Machine 91.4% 85.17% 87.74% 86.29%

Logistic Regression 93.0% 91.29% 93.44% 92.54%

Stochastic Gradient Descent 90.8% 83.33% 84.77% 84.32%

Voting Classifier 92.6% 91.34% 92.66% 91.97%

Decision Tree 92.7% 89.59% 90.57% 90.01%

Gradient Boosting Machine 87.7% 80.97% 83.35% 81.99%

Extra Tree Classifier 93.8% 89.89% 90.87% 90.34%

Long Short Term Memory (LSTM) 91.6% 89.17% 90.74% 90.09%

Convolutional Neural Network (CNN) 96.6% 95.57% 97.74% 96.45%

can be noticed that CNN outperforms in predicting the status of home appliances with 96.6% accuracy.418

Random forest is less complex in terms of computation and mostly shows better performance using an419

interpretation of decision trees. Deep neural networks require more data for training to show better results.420

CNN has high feature compatibility when compared with RNN. RNN performs better in arbitrary input or421

output while CNN performs better in input and out of fixed size. LSTM handles sequential data while422

CNN explores spatial correlation among features and shows better results in categorical data. Therefore,423

CNN is the most suitable classifier for predicting the status of home appliances and can be effectively424

used for decision-making.425
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6 RISK ANALYSIS426

Smart home automation is seen as a crucial component of the Internet of the future. Investigating possible427

computer security attacks and their effects on occupants is necessary as houses become more comput-428

erized and loaded with gadgets like smart TVs and home energy management systems. Jacobsson et al.429

Jacobsson et al. (2016) categorized risks into five categories that are: software, hardware, information,430

communication, and human-related risks. In software risk, the in-house gateway’s insufficient account-431

ability, or the fact that system events are not logged so they may be traced afterward, poses the most432

likely challenge. The worst effect is related to the API’s insufficient authentication. The greatest risk433

value relates to unauthorized changes being made to system operations in mobile apps, which means434

that end users may access system resources without the necessary authorization. Hardware risk involves435

unauthorized modification or tampering with physical sensors. Information risks include the insufficient436

distinction between user accounts’ privileges. Communication risks involve the deletion of the server.437

Human-related risks relate to poor or weak passwords and gullible end-users.438

The issue of privacy risk points to the necessity of integrating security throughout the design stage439

of developing smart home systems, i.e., a model for security and privacy in design. The question that440

arises next is how such a model should be created, including what the key elements should be to maintain441

privacy and security. This study leads the readers to recommend that the model should at the very least442

contain the following steps:443

• In smart homes, personal data in transit is identified and categorized.444

• The key privacy and security threats are analyzed and described.445

• Finding and implementing risk-reduction strategies that are proactive, investigative, and reactive446

• A plan for managing information in smart homes while protecting privacy.447

To specify a mechanism for categorizing the personal data that is produced, saved, updated, and dissemi-448

nated in conjunction with the smart home, further work is still required. The design of a user-generated449

information management strategy for smart homes and its link to the digital ecosystems they interact with450

both fall under this category.451

6.1 Performance Comparison of the Proposed System452

The proposed system is described in relation to the earlier proposed models of the home automation453

system. For performance comparison, a number of significant factors are taken into account. One crucial454

component that determines a system’s cost-effectiveness and convenience of installation, for instance, is455

the sort of devices or sensors employed. Similarly, useful controls are real-time sensor data, data logs456

of sensors for optimization, automatic implementation of the user-set preferences, system recovery, and457

remote access. Table 3 highlights the benefits of the proposed system over competing home automation458

systems and displays the performance criteria utilized for the comparison. The proposed system stands459

out from other systems due to all the characteristics and functionality listed in Table 3. It is simpler460

for a user to use an electronic device by creating a model of their own home and putting each piece of461

equipment up in accordance with the layout of their rooms.462

7 CONCLUSION463

In this study, a project of complete home automation is explained along with its functionality. The464

main aim is to design a user-friendly and flexible design in making decisions about the status of home465

appliances. The proposed framework comprises two modes; the admin mode makes the user able to466

design a house and the other is user mode which makes the user able to control each home appliance467

using the graphical user interface. The status of each device is controlled by users based on previous track468

records.469

A CNN-based deep learning model is applied for decision-making about the ”ON” and ”OFF” status470

of the home appliances. The proposed approach also authenticates the use of blockchain in IoT devices.471

Intelligent and flexible decision-making in home automation is the need of the current time. Overall, it472

has also been determined by risk analysis that a model’s security and privacy are necessary for smart473

home design. Furthermore, this home automation project is a simple, flexible, reliable, and affordable474
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system. In the future, more deep learning models will be tested in decision-making steps to improve the475

efficiency of the system.476
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