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ABSTRACT
We present a robustness analysis of an inter-cities mobility complex network,
motivated by the challenge of the COVID-19 pandemic and the seek for proper
containment strategies. Brazilian data from 2016 are used to build a network with
more than five thousand cities (nodes) and twenty-seven states with the edges
representing the weekly flow of people between cities via terrestrial transports. Nodes
are systematically isolated (removed from the network) either at random (failures) or
guided by specific strategies (targeted attacks), and the impacts are assessed with
three metrics: the number of components, the size of the giant component, and the
total remaining flow of people. We propose strategies to identify which regions
should be isolated first and their impact on people mobility. The results are compared
with the so-called reactive strategy, which consists of isolating regions ordered by
the date the first case of COVID-19 appeared. We assume that the nodes’ failures
abstract individual municipal and state initiatives that are independent and possess a
certain level of unpredictability. Differently, the targeted attacks are related to
centralized strategies led by the federal government in agreement with municipalities
and states. Removing a node means completely restricting the mobility of people
between the referred city/state and the rest of the network. Results reveal that random
failures do not cause a high impact on mobility restraint, but the coordinated
isolation of specific cities with targeted attacks is crucial to detach entire network
areas and thus prevent spreading. Moreover, the targeted attacks perform better than
the reactive strategy for the three analyzed robustness metrics.

Subjects Epidemiology, Computational Science, Spatial and Geographic Information Science
Keywords Complex networks, Mobility networks, Geographical networks, Robustness analysis,
COVID-19, SARS-CoV-2

INTRODUCTION
Since early 2020, the SARS-CoV-2 quickly spread to the entire world and became a
pandemic in a short time. As of 2 September 2020, the virus has reached more than 180
countries, with more than 26,065,382 confirmed cases of COVID-19, the disease caused by
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the virus, and about 863,826 deaths, globally (JHU Database, 2020). In Brazil, there are
more than 4,003,441 confirmed cases and nearly 123,926 deaths, with the first documented
case located in the city of São Paulo on 25 February 2020 (Cota, 2020).

The design of containment strategies promoted in federal, state and municipal actions
became an enormous challenge to prevent community transmission. In this context,
the analysis of the inter-cities terrestrial mobility network is useful for decision making
since the coordinated isolation of specific cities and states is crucial to spreading
prevention.

The complex networks (Estrada, 2012) emerge as a natural mechanism to treat mobility
data, taking areas as nodes and movements between origins and destinations as edges
(Barbosa et al., 2018). A complex network is a graph (set of nodes and relations between
them) that represents a complex system. A mobility network is a set of areas connected
by the flow of people and, unlike physical networks (such as transportation
infrastructures), they are social networks (Santos et al., 2019a).

The structure of the underlying network of a system reveals its ability to survive to
random failures and coordinated attacks. Knowing which and how many nodes can be
removed until the network completely fragments into small pieces is of great importance
(Barabási, 2016). In this paper, we present a robustness analysis (Barabási, 2016;
Callaway et al., 2000) on Brazilian mobility networks, motivated by the challenge of
the COVID-19 pandemic and the seek for proper containment strategies. We propose
strategies to identify which regions should be isolated first, their impact on people
mobility, and how they compare to the so-called reactive strategy, which consists of
isolating regions ordered by the date the first case of COVID-19 appeared.

We effectively damage the network structure through different strategies by
systematically removing the cities (or states) that have more impact on mobility. Within
the context of robustness analysis, a failure is the random removal of a node, and a targeted
attack is the removal of a node based on a specific strategy. The local initiatives are
here modeled as random failures because there is no central/global orchestration. It is
possible that some cities (states) start to care about an epidemic before the others and/or
before the country itself, either because their mayors (governors) have more political
influence than the others, or due to local popular pressure. In both cases, the outcome
for the city (state) is likely to diverge from the announced measures for the country at
the federal level. Contrarily, the cooperation between cities, states, and the federal
government characterize the targeted attacks, so that a federal level scheme guides the
isolation process.

The present study employs the IBGE data from 2016 (Instituto Brasileiro de Geografia e
Estatística (IBGE), 2017), which contains the flow of people between cities, considering
only terrestrial vehicles from companies that sell tickets to passengers. Another data
source, commonly used, is the pendular travels (Brasil, 2020) of people moving from home
to work/study. Yet, the former is more recent and captures the flows of people between
all pairs of Brazilian cities in a more general scenario. The data we use concerns the
flow of people and does not cover the transport of supplies. The isolation of a region
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consists of closing the borders to the flow of people to/from other regions, as performed in
Wuhan, China. (Li et al., 2020a).

Our contributions are the robustness analysis of the Brazilian inter-cities mobility
network, where random failures abstract local actions from cities or states, and the targeted
attacks are the federal’s. We assess the impacts of nodes’ removal with three metrics: the
size of the giant component, the number of components, and the total remaining flow
within the network. Strategies based on centrality measures such as degree, betweenness,
and topological vulnerability guide the targeted attacks. Lastly, we compare both the
random failures and the targeted attacks with the reactive strategy. While the nodes’
removals through targeted attacks follow the sorted values of the centrality measures, from
the higher value to the lower, in the reactive strategy, the removal starts from the first node
that notified COVID-19 in its territory, followed by the next, until the last node in a
temporal order.

MATERIALS AND METHODS
The complex network approach is often applied to treat mobility data, taking areas as
nodes and movements between origins and destinations as edges. Formally, a network is
defined as an undirected graph G(V,E), consisting of the set V of vertices (or nodes) and set
E of edges, with the total number of nodes N = |V| and the total number of edges |E|.
The edges’ weights are represented as the matrixW = {wij}, for i, j = 1, : : : , N, so that wij is
the weight between edges i and j. The mean value and standard deviation of this matrix are
w and σ, respectively.

The network flows (weights) (Instituto Brasileiro de Geografia e Estatística (IBGE),
2017) are here aggregated within the round trip, which means that the number of
travels from city A to city B is the same as from B to A. We produce three types of
undirected networks with a different number N of nodes to capture actions in distinct
scales (country and state):

1. N = 5,420—Brazil (BR): nodes are cities and edges are the flow of direct travels between
them. The dataset encompasses almost all Brazilian cities.

2. N = 620—São Paulo state (SP): a subset of the previous network, containing only cities
within the São Paulo state, the first Brazilian state with a confirmed case.

3. N = 27—Brazilian states (BS): in contrast with the others, in this network, each state is a
node, and the edges are the accumulated flows between them.

Several networks are analyzed from the three models (BR, SP and BS), with flow
thresholds employed in three levels: (i) original data with all recorded flow, (ii) only edges
of at least an average flow, and (iii) a more restricted topology with the higher flows.
The chosen thresholds are η0 = 0, h1 ¼ w and h2 ¼ wþ r. Edges with flows below these
values are discarded. We thus end up with nine networks in total, as described in Table 1,
where N is the size of the network, and |E| is the number of edges/links. The motivation
behind the threshold levels is the fact that most centrality measures we investigated do not
account for the flows and thus consider all edges with the same importance. Besides,
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neglecting some small flow connections may help to approximate the network measures to
the real spreading dynamics of SARS-CoV-2 (Freitas et al., 2020).

Measures of complex networks
The degree k is the number of cities (or sates) that a city (state) is connected to, showing
the number of possible destinations for the SARS-CoV-2. The betweenness centrality b
considers the entire network to depict the topological importance of a city in the routes
more likely to be used. The vulnerability V accounts for the impact in the network
efficiency when a particular city (state) is isolated. Lastly, the strength s captures the
total number of people that travel to (or come from) such places in a week. From a
probability perspective, the cities that receive more flow of people are more vulnerable to
SARS-CoV-2.

The topological degree k of a node presents its connectivity: it is the number of edges it
has to other nodes. The networks are undirected with no distinction between incoming
and outgoing edges. On the other hand, the betweenness centrality captures the
importance of a node. Between any pairs of nodes l andm of a connected network, there is
at least one shortest path, and the betweenness bi is the rate of such paths that pass
through i (Barthélemy, 2004):

bi ¼
X

l 6¼m6¼i

glmðiÞ
glm

; (1)

in which l, m, i ∈ V, glm is the total number of shortest paths (or geodesic paths) between l
and m, and glm(i) are those that pass through i.

The efficiency eij in the communication between a pair of nodes i and j can be defined as
the inverse of the shortest path length between them, and the network efficiency E

(Goldshtein, Koganov & Surdutovich, 2004; Wang, Du & Deng, 2017) is

E ¼
P

i6¼j eij

NðN � 1Þ ; (2)

the average of all efficiencies, with i, j ∈ V. The vulnerability indexVi (Santos et al., 2019b),
quantifies how vulnerable to the removal of node i a network is:

Table 1 Networks’ statistics.

Network

BR SP BS

N = |V| 5,420 620 27

w 48.04 73.20 2,032.29

σ 100.21 122.79 4,397.86

|E| for η0 65,264 9,592 474

|E| for η1 15,505 2,610 108

|E| for η2 4,217 758 44

Note:
The Brazilian (BR), Sao Paulo state (SP) and Brazilian states (BS) networks, with three flow thresholds: η0 = 0, η1 = w and
η2 = w+s, where w is the average flow and s is the standard deviation.
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Vi ¼ E� E�
i

E
; (3)

in which E�
i is the average network efficiency after the removal of node i. In brief, the flow

of information is considered more efficient in networks with small shortest path lengths.
The strength si of a node is the accumulated flow from incident edges:

si ¼
XN

j¼1

wij: (4)

Robustness
The robustness of a network is its capacity to keep connected even after the removal of
nodes and/or edges (Barabási, 2016). A breakdown (for example, an energy drop) of some
computers in computer networks, or a car accident on an important road, are usually
unpredictable events that depend on several internal and/or external causes, thus
characterizing a system failure. Conversely, an intentionally removed node to disrupt the
network structure typifies an attack (Schneider et al., 2011). We propose strategies to
identify the municipalities (states) that play a key role in mobility. Our motivation is
the fact that real networks are robust to random failures but are fragile to attacks (Barabási,
2016; Callaway et al., 2000; Cohen et al., 2000; Iyer et al., 2013). The main question is to
figure out how many and which nodes must be removed until the network collapses.
Understanding which cities are important for mobility to know exactly which node to
isolate in a disease outbreak is of major interest.

We keep track of three measures to quantify the network response to both random
failures and targeted attacks when a rate f of nodes are removed: the number of nodes
in the giant component P∞(f), the total number of components C(f), and the total
remaining flow Wk kðf Þ ¼ P

ij wij. Within this framework, whether a single node or a
small group is isolated from the rest, it is considered a component itself.

There are different ways to choose which node to remove. Random failures are the
trivial case for which nodes are randomly selected. However, targeted attacks demand
some strategy like always removing the nodes with higher degrees. We propose four
strategies: deleting nodes with a higher degree (max k), betweenness (max b), vulnerability
(maxV), and strength (max s). Attacks oriented by higher degrees are effective to reduce
the size of the giant component and produce better results than non-local measures in
most cases (Iyer et al., 2013).

The BR network (N = 5,420) has a degree distribution that follows a power-law with a
coefficient γ = 2.57, which characterizes a scale-free topology. This means that, under random
failures, the critical threshold fc = 0.9911, for fc = 1 − (1/(k - 1)) with k ¼〈k2〉/〈k〉,
gives the exact fraction of random 155 node removals that break the network. This structure
is strongly robust to failures, that is, almost all nodes must be removed before the giant
component takes apart (Barabási, 2016). On the other hand, such networks are vulnerable to
attacks, especially when they target higher degree nodes (hubs).
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Robustness is measured by Iyer et al. (2013)

R ¼ 1
N

XN

i¼1

�ði=NÞ
�ð0Þ ; (5)

for R ∈ (0,1/2) and C(f) is the network response function after removing a fraction f of its
nodes. The higher the R, the more robust the network is according to the function C,
which could be either P∞ or Wk k. Note that the normalization factor 1/N allows the
comparison of networks of different sizes. For P∞, the star-like topology reaches the
minimum value R = 1/N, and the complete graph achieves the maximum

R ¼ 1
2
ð1� 1=NÞ.

The R measure cannot be computed from C(f), since this function does not always
decrease like in P∞ and Wk k. The number of components and their number of participants
may oscillate instead. Two components with dozens of nodes each or two components
with a single node are evaluated alike with C(f), thus not giving a direct notion of
connectivity or flow.

The simulations of the next section were carried on an Intel(R) Core(TM) i5-4210U
CPU 1.70 GHz × 4, with 8 GB Ram, using Python programming language. The respective
data and source code are available at https://github.com/vanderfreitas/network_
robustness.

RESULTS
The measures related to the BR, BS, and SP networks for each flow threshold are
summarized in Table 2 and Fig. 1 presents a sketch of the national network with two
different flow thresholds.

All measures (degree, betweenness, vulnerability and strength) for the BR network
under η0 exhibit the cities of São Paulo and Belo Horizonte within the top-five higher
values and most present Campinas and Brasília. Concerning the SP network, the measures
rank the cities of São Paulo, Campinas, São José do Rio Preto, and Ribeirão Preto within
the top-five values as well. Differently, the BS network does not display a clear pattern
for the degrees, but the states of São Paulo and Minas Gerais come out in the first positions

Table 2 Networks’ measures.

Network

η0 η1 η2

BR SP BS BR SP BS BR SP BS

kh i 24.08 15.47 17.56 5.72 4.21 4.0 1.56 1.22 1.63

bh i 5,574.09 504.24 4.56 4,828.08 397.67 13.04 2,177.91 125.7 6.41

sh i 1,156.86 1,132.35 35,677.91 845.23 813.66 30,162.76 504.93 473.9 21,043.46

hVi 4.18E−4 3.62E−3 7.57E−2 4.97E−4 4.6E−3 8.11E−2 6.95E−4 6.53E−3 0.1

Note:
Average degree hki, average betweenness hbi, average strength hsi and average vulnerability hVi for the Brazilian (BR),
Sao Paulo state (SP) and Brazilian states (BS) networks under flow thresholds η0, η1 and η2.
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for betweenness, vulnerability and strength (see the corresponding Tables in the
Supplemental Material).

The reactive strategy (COVID-19 curve of Fig. 2) reaches an intermediate performance,
with both R values and C curves amid random failures and targeted attacks. Despite not
better, the results for the reactive strategy are comparable to the targeted attacks when
the remaining flow Wk kðf Þ is at stake (bottom of Fig. 2). However, the targeted attacks are
more effective when it comes to P∞(f).

We normalized C(f) according to the initial number of components (before removing
nodes). There is about 25 times the number of components observed in C(0), when half of
the nodes (f = 0.5) are removed under the guidance of the betweenness centrality in
the BR network with η0 (blue curve of Fig. 2A). The C(0) does not equal 1 (one) necessarily
since some cities are either isolated or compose small components that do not have
terrestrial flows of people to the rest.

The number of components C(f) increases almost linearly under random failures for BR
with η0 (black curve of Fig. 2A) and only decreases in the end, with f ≈ 0.9. The giant
component for the same network is initially well connected and does not break easily, then
the number of components remains closely the same. On the other hand, C(f) only
decreases for η1 and η2, due to the lower number of links. This results in a maximum
number of components that is smaller than in η0, since the initial number of clusters is
higher in the former cases. The same is observed in Figs. 3 and 4 for SP and BS network,
respectively.

Attack-wise, the degree is more well-succeeded in decreasing the size of the giant
component, and strength performs better regarding the total remaining flow in both BR
and SP networks. The degree (yellow curves) indeed decreases the size of the components,

Figure 1 Brazilian mobility network (BR) under (A) η1 and (B) η2. The larger nodes are state capitals.
Nodes with smaller degrees are blue, with higher degrees are red and intermediate values are dark red.
The figure for η0 is not properly visible due to its 65,254 edges.

Full-size DOI: 10.7717/peerj.10287/fig-1
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because it targets the most connected nodes. The betweenness, on the other hand,
generates a larger number of components (blue curves), since it detects the shortest paths
between groups of well-connected nodes, which coincide with their bridges. Some methods
for community detection - like the Girvan-Newman—systematically remove the edges
with higher betweenness (Easley & Kleinberg, 2010).

Although some cities have not reported COVID-19 cases until 2 September 2020, we
computed the R related to the reactive strategy, since the number of remaining cities is
negligible: 61 for BR (1.1% of its nodes). Note that Eq. (5) takes into account the entire
curve of C(f) for f ∈ [1/N,1]. We verified that the remaining nodes of the BR network would
impact in fluctuations of a maximum of 10−2 in R for P∞(f), and 10−3 for Wk kðf Þ.
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Figure 2 Robustness analysis for the Brazilian mobility network (BR). Attack strategies: max s
(strength), max k (degree), max V (vulnerability), max b (betweenness), and the reactive (COVID-19
curve). The failure curve is the average behavior for 50 random simulations. Three connection thresholds
are considered: (A, D and G) η0; (B, E and H) η1 and (C, F and I) η2, as in Table 1. Functions to evaluate
the impact of removing a fraction f of nodes: the normalized number of connected components C(f)/C(0),
the normalized size of the giant component P∞(f)/P∞(0), and the normalized remaining flow in the
system ||W||(f)/||W||(0). Full-size DOI: 10.7717/peerj.10287/fig-2
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The reactive strategy has a low impact on the number of connected cities in the giant
component, but has a strong effect in the remaining flow in BR. There is an important
feedback mechanism in this case: the emergence of COVID-19 cases is possibly associated
with both imported cases and community transmission between cities in the country.
Thus, the flow of people is on both sides of this relation.

The São Paulo mobility network (SP) produces similar results as the BR, but the
topological vulnerability starts to play a more significant role than in BR, being the
second-best under η0 and P∞.
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Figure 3 Robustness analysis for the Sao Paulo mobility network (SP). Attack strategies: max s
(strength), max k (degree), max V (vulnerability), max b (betweenness), and the reactive (COVID-19
curve). The failure curve is the average behavior for 50 random simulations. Three connection thresholds
are considered: (A, D and G) η0; (B, E and H) η1 and (C, F and I) η2, as in Table 1. Functions to evaluate
the impact of removing a fraction f of nodes: the normalized number of connected components C(f)/C(0),
the normalized size of the giant component P∞(f)/P∞(0), and the normalized remaining flow in the
system ||W||(f)/||W||(0). Full-size DOI: 10.7717/peerj.10287/fig-3
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The differences between failures and attacks are only noticeable for higher thresholds in
the network formed by the Brazilian states (BS)—see Fig. 4. Removing nodes with the
attacking strategies does not cause much more impact than picking by chance under η0
and P∞. The results differ for other thresholds when the shortest paths between nodes
increase.

Notice that some plateaus represent regions where the removal of nodes does not
impact on robustness. An example is the interval f ∈ [0.2, 0.75] of Fig. 4F, where attacking
nodes under the betweenness guidance does not cause any harm, because the referred
nodes do not belong to the giant component. Interestingly, the attacks and failures perform
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Figure 4 Robustness analysis for the Brazilian states’ mobility network (BS). Attack strategies: max s
(strength), max k (degree), max V (vulnerability), max b (betweenness), and the reactive (COVID-19
curve). The failure curve is the average behavior for 50 random simulations. Three connection thresholds
are considered: (A, D and G) η0; (B, E and H) η1; and (C, F and I) η2, as in Table 1. Functions to evaluate
the impact of removing a fraction f of nodes: the normalized number of connected components C(f)/C(0),
the normalized size of the giant component P∞(f)/P∞(0), and the normalized remaining flow in the
system ||W||(f)/||W||(0). Full-size DOI: 10.7717/peerj.10287/fig-4
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similarly, and sometimes the failures are even more effective (Figs. 4E and 4G).
The strategies follow the same order of efficacy for Wk k under all thresholds: strength,
degree, vulnerability, and betweenness, with strength being the best and betweenness the
worst. The reactive strategy is even better than betweenness for η0.

Regarding P∞, there is an increasing importance of the vulnerability measure from
BR to BS. Besides, while the degree is the best measure to guide the attacks for the National
and São Paulo networks, it is not for the BS, where vulnerability and betweenness have
more importance. Similarly, in BR and SP, for Wk k, the strength is the leading measure for
attacks, and vulnerability is the worst. Conversely, although strength is also the best for BS,
betweenness is the worst.

DISCUSSION
As expected (Barabási, 2016), random failures do not break the network until almost all
nodes are removed, due to its scale-free structure, and all targeted attacks dismantle the
networks for small f, except for the reactive strategy. The higher the threshold, the fewer
nodes must be removed to break the network structure since the giant component is
initially smaller than the observed for η0. The R measure shows that the more effective
attack strategy for P∞ is guided by degree, and by strength for Wk k for all thresholds.
The smaller the R, the more destructive the corresponding attack strategy is.
The maximum number of components arises in targeted attacks guided by the
betweenness centrality for BR and SP networks. When it comes to the BS network, the
same happens for η0, but other measures also hit the maximum for other thresholds.

The reactive strategy produces an impact similar to that of targeted attacks on
decreasing the flow of people, although slightly worse. The number of remaining
connected cities is always higher. Therefore, despite reacting to the disease spreading is a
valid action, targeted attacks provide better results in terms of the size of the giant
component and remaining flow in the system.

The cities from the state of São Paulo that have higher values are also cited in recent
studies (Freitas et al., 2020; Guimarães et al., 2020) on the most vulnerable cities to
COVID-19 due to the intensive traffic of people.

Quickly breaking the transmission network is vital to contain any highly contagious
disease, which demands the rapid implementation of control measures such as travel
restrictions. Cities that preemptively adhered to the measures reported fewer cases than
the others, and the virus reached them later (Tian et al., 2020). The city of Wuhan was
the main focus in China, and the complete isolation of the area was essential to mitigate the
virus spreading (Li et al., 2020a). On the other hand, the rest of the world received the
SARS-CoV-2 concurrently at different places and had to divide efforts to restrain it.

The targeted attacks are especially relevant in areas where people are not sufficiently
tested for COVID-19 since the reactive strategy strongly depends on effective epidemic
surveillance. Li et al. (2020b) estimate that 86% of infections were undocumented in
China before the travel restrictions of 23 January 2020, and the undocumented infections
were the source of 79% of the documented cases. Underreporting is also present in
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Brazil, as Hallal et al. (2020) pointed out in a nationwide seroprevalence survey they
conducted.

The US response to COVID-19 is mostly guided by Governors and Mayors primarily
because of their political system. Korea and Taiwan implemented a centralized national
strategy with the support of other government instances (Haffajee & Mello, 2020; Kim,
Oh & Wang, 2020). Canada has the Health Portfolio Operations Centre (HPOC),
which concentrates the operations at different levels of government. While in UK
the response to the crisis was diverse in the different regions, in Switzerland, the
communication and agreement between all levels of government was strong from the
very beginning, based on mutual learning and integration (Gaskell & Stoker, 2020).
The Organisation for Economic Co-operation & Development OECD (2020) argues that
coordinated response across regions and states minimize coordination failures since they
avoid the “pass the buck” behavior.

We assume that the targeted attacks represent the centralization of the efforts to
isolate municipalities and states following specific and well-engineered strategies. Such
coordination is only possible with a consensus at federal, state, and municipal levels
since systematized isolation rely on the adherence of all involved parts. The random
failures, on the other hand, abstract independent and decentralized actions. Within this
framework, the federal initiatives towards SARS-CoV-2 containment are more effective
in breaking the transmission network than leaving the cities (or states) on their own.
We have shown that random failures usually take longer to dismantle the networks than
choosing the nodes with some criteria.

However, both the targeted attacks and the reactive strategy are possibly not feasible
in some regions due to the widely divergent kinds of issues they may face (Gaskell &
Stoker, 2020), where the authorities must tailor specific strategies at the local level.
The conducted robustness analysis points out the more central cities according to the
network metrics and how their isolation impacts in connectivity and the flow of people.
We thus present action plans that depend on cooperation and could conceivably rearrange
in real-world scenarios.

CONCLUSIONS
Based on the robustness analysis, the reactive strategy is not effective in reducing the size
of the giant component nor breaking the mobility network into disconnected groups
when compared to the targeted attacks. Moreover, the federal actions have a substantial
impact on the network, while the local ones usually do not break it before almost all cities
are isolated. Choosing the cities with higher degrees for the targeted attacks is the best
option in most cases, considering the size of the largest component, especially for the
two largest networks (N = 5,420 and N = 620 cities). However, there is a transition,
showing that the vulnerability index performs nearly the same as the degree for the
São Paulo State network, and it is the best choice for the network of the Brazilian states
(N = 27 nodes) under most threshold levels. The total flow of the network is affected
similarly by both the targeted attacks and the reactive strategy, but the former is more well
succeeded when guided by the strength measure. Lastly, the removal of regions ordered by
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their betweenness centrality generates a higher number of disconnected islands in the
mobility network, which ensures the containment of the disease within small isolated
groups.

ACKNOWLEDGEMENTS
We thank Catia S.N. Sepetauskas, Jeferson F. Mendes, Jussara Angelo, and Thais C.R.O.
Konstantyner for the valuable discussions. Besides, we appreciate the reviewers and the
editor for their detailed examination of our manuscript, which helped us to improve
important aspects of the presentation.

ADDITIONAL INFORMATION AND DECLARATIONS

Funding
This work was supported by the Sao Paulo Research Foundation (FAPESP), Grant
Numbers 2015/50122-0 and 2018/06205-7; DFG-IRTG Grant Number 1740/2; CNPq
Grant Number 420338/2018-7; CAPES Grant Number 23038.014333/2020-46.
The funders had no role in study design, data collection and analysis, decision to publish,
or preparation of the manuscript.

Grant Disclosures
The following grant information was disclosed by the authors:
Sao Paulo Research Foundation (FAPESP): 2015/50122-0 and 2018/06205-7.
DFG-IRTG: 1740/2.
CNPq: 420338/2018-7.
CAPES: 23038.014333/2020-46.

Competing Interests
The authors declare that they have no competing interests.

Author Contributions
� Vander L.S. Freitas conceived and designed the experiments, performed the
experiments, analyzed the data, prepared figures and/or tables, authored or reviewed
drafts of the paper, and approved the final draft.

� Gladston J.P. Moreira analyzed the data, prepared figures and/or tables, authored or
reviewed drafts of the paper, and approved the final draft.

� Leonardo B.L. Santos conceived and designed the experiments, performed the
experiments, analyzed the data, prepared figures and/or tables, authored or reviewed
drafts of the paper, and approved the final draft.

Data Availability
The following information was supplied regarding data availability:

Data and source code are available at https://github.com/vanderfreitas/network_
robustness

Freitas et al. (2020), PeerJ, DOI 10.7717/peerj.10287 13/15

https://github.com/vanderfreitas/network_robustness
https://github.com/vanderfreitas/network_robustness
http://dx.doi.org/10.7717/peerj.10287
https://peerj.com/


Supplemental Information
Supplemental information for this article can be found online at http://dx.doi.org/10.7717/
peerj.10287#supplemental-information.

REFERENCES
Barabási A-L. 2016. Network science. Cambridge: Cambridge University Press.

Barbosa H, Barthelemy M, Ghoshal G, James CR, Lenormand M, Louail T, Menezes R,
Ramasco JJ, Simini F, Tomasini M. 2018. Human mobility: models and applications. Physics
Reports 734:1–74 DOI 10.1016/j.physrep.2018.01.001.

Barthélemy M. 2004. Betweenness centrality in large complex networks. European Physical
Journal B 38(2):163–168 DOI 10.1140/epjb/e2004-00111-4.

Brasil. 2020. Censo demográfico 2010: resultados gerais da amostra. Available at https://censo2010.
ibge.gov.br/resultados.html (accessed 6 April 2020).

Callaway DS, Newman ME, Strogatz SH, Watts DJ. 2000. Network robustness and fragility:
percolation on random graphs. Physical Review Letters 85(25):5468–5471
DOI 10.1103/PhysRevLett.85.5468.

Cohen R, Erez K, Ben-Avraham D, Havlin S. 2000. Resilience of the internet to random
breakdowns. Physical Review Letters 85(21):4626–4628 DOI 10.1103/PhysRevLett.85.4626.

Cota W. 2020. Monitoring the number of covid-19 cases and deaths in Brazil at municipal and
federative units level. São Paulo: Scientific Electronic Library Online (SciELO).

Easley D, Kleinberg J. 2010. Networks, crowds, and markets: reasoning about a highly connected
world. Cambridge: Cambridge University Press.

Estrada E. 2012. The structure of complex networks: theory and applications. Oxford: Oxford
University Press.

Freitas VLS, Konstantyner TRO, Mendes JF, Sepetauskas CSN, Santos LBL. 2020.
The correspondence between the structure of the terrestrial mobility network and the spreading
of COVID-19 in Brazil. Cadernos de Saúde Pública 36(9):e00184820
DOI 10.1590/0102-311X00184820.

Gaskell J, Stoker G. 2020. Centralized or decentralized. Democratic Theory 7(2):33–40
DOI 10.3167/dt.2020.070205.

Goldshtein V, Koganov G, Surdutovich G. 2004. Vulnerability and hierarchy of complex
networks. arXiv. Available at http://arxiv.org/abs/cond-mat/0409298v1.

Guimarães PR, Muniz D, Giacobelli L, Maia K, Gaiarsa M, Assis AP, Santana P, Santana EM,
Birskis-Barros I, Medeiros L, Burin VV, Marquitti G, Dáttilo W, Cantor M, Lemos-Costa P,
Raimundo R, Andreazzi C, Pires M, Cartes M, Migon E. 2020. Vulnerabilidade das
microrregiões do estado de são paulo à pandemia do novo coronavírus (sars-cov-2). São Paulo:
Scientific Electronic Library Online (SciELO).

Haffajee RL, Mello MM. 2020. Thinking globally, acting locally—the U.S. response to covid-19.
New England Journal of Medicine 382(22):e75 DOI 10.1056/NEJMp2006740.

Hallal P, Hartwig F, Horta B, Victora GD, Silveira M, Struchiner C, Vidaletti LP, Neumann N,
Pellanda LC, Dellagostin OA, Burattini MN, Menezes AM, Barros FC, Barros AJ,
Victora CG. 2020. Remarkable variability in sars-cov-2 antibodies across brazilian regions:
nationwide serological household survey in 27 states. medRxiv
DOI 10.1101/2020.05.30.20117531.

Instituto Brasileiro de Geografia e Estatística (IBGE). 2017. Ligações rodoviárias e hidroviárias:
2016. Rio de Janeiro, Brazil: IBGE, Coordenação de Geografia.

Freitas et al. (2020), PeerJ, DOI 10.7717/peerj.10287 14/15

http://dx.doi.org/10.7717/peerj.10287#supplemental-information
http://dx.doi.org/10.7717/peerj.10287#supplemental-information
http://dx.doi.org/10.1016/j.physrep.2018.01.001
http://dx.doi.org/10.1140/epjb/e2004-00111-4
https://censo2010.ibge.gov.br/resultados.html
https://censo2010.ibge.gov.br/resultados.html
http://dx.doi.org/10.1103/PhysRevLett.85.5468
http://dx.doi.org/10.1103/PhysRevLett.85.4626
http://dx.doi.org/10.1590/0102-311X00184820
http://dx.doi.org/10.3167/dt.2020.070205
http://arxiv.org/abs/cond-mat/0409298v1
http://dx.doi.org/10.1056/NEJMp2006740
http://dx.doi.org/10.1101/2020.05.30.20117531
http://dx.doi.org/10.7717/peerj.10287
https://peerj.com/


Iyer S, Killingback T, Sundaram B, Wang Z. 2013. Attack robustness and centrality of complex
networks. PLOS ONE 8(4):e0059613 DOI 10.1371/journal.pone.0059613.

JHU Database (2020). 2020. Coronavirus resource center. Available at https://coronavirus.jhu.edu/
map.html (accessed 10 August 2020).

Kim Y, Oh SS, Wang C. 2020. From uncoordinated patchworks to a coordinated system: mers-cov
to covid-19 in korea. American Review of Public Administration 50(6–7):736–742
DOI 10.1177/0275074020942414.

Li Q, Guan X,Wu P,Wang X, Zhou L, Tong Y, Ren R, Leung KSM, Lau EHY,Wong JY, Xing X,
Xiang N, Wu Y, Li C, Chen Q, Li D, Liu T, Zhao J, Liu M, Tu W, Chen C, Jin L, Yang R,
Wang Q, Zhou S, Wang R, Liu H, Luo Y, Liu Y, Shao G, Li H, Tao Z, Yang Y, Deng Z, Liu B,
Ma Z, Zhang Y, Shi G, Lam TTY, Wu JT, Gao GF, Cowling BJ, Yang B, Leung GM, Feng Z.
2020a. Early transmission dynamics in wuhan, china, of novel coronavirus–infected pneumonia.
New England Journal of Medicine 382(13):1199–1207 DOI 10.1056/NEJMoa2001316.

Li R, Pei S, Chen B, Song Y, Zhang T, Yang W, Shaman J. 2020b. Substantial undocumented
infection facilitates the rapid dissemination of novel coronavirus (SARS-CoV-2). Science
368(6490):489–493 DOI 10.1126/science.abb3221.

Organisation for Economic Co-operation and Development OECD. 2020. The territorial impact
of COVID-19: managing the crisis across levels of government. Available at http://www.oecd.
org/coronavirus/policy-responses/the-territorial-impact-of-covid-19-managing-the-crisis-across-
levels-of-government-d3e314e1/ (accessed 10 April 2020).

Santos LBL, Carvalho LM, Seron W, Coelho FC, Macau EE, Quiles MG, Monteiro AM. 2019a.
How do urban mobility (geo) graph’s topological properties fill a map? Applied Network Science
4(1):1–14.

Santos LBL, Londe LR, de Carvalho TJ, Menasché DS, Vega-Oliveros DA. 2019b. About
interfaces between machine learning, complex networks, survivability analysis, and disaster risk
reduction. In: Towards Mathematics, Computers and Environment: A Disasters Perspective.
Berlin: Springer, 185–215.

Schneider CM, Moreira AA, Andrade JS, Havlin S, Herrmann HJ. 2011.Mitigation of malicious
attacks on networks. Proceedings of the National Academy of Sciences of the United States of
America 108(10):3838–3841 DOI 10.1073/pnas.1009440108.

Tian H, Liu Y, Li Y, Wu C-H, Chen B, Kraemer MUG, Li B, Cai J, Xu B, Yang Q, Wang B,
Yang P, Cui Y, Song Y, Zheng P, Wang Q, Bjornstad ON, Yang R, Grenfell BT, Pybus OG,
Dye C. 2020. An investigation of transmission control measures during the first 50 days of the
COVID-19 epidemic in china. Science 368(6491):638–642 DOI 10.1126/science.abb6105.

Wang S, Du Y, Deng Y. 2017. A new measure of identifying influential nodes: efficiency centrality.
Communications in Nonlinear Science and Numerical Simulation 47:151–163
DOI 10.1016/j.cnsns.2016.11.008.

Freitas et al. (2020), PeerJ, DOI 10.7717/peerj.10287 15/15

http://dx.doi.org/10.1371/journal.pone.0059613
https://coronavirus.jhu.edu/map.html
https://coronavirus.jhu.edu/map.html
http://dx.doi.org/10.1177/0275074020942414
http://dx.doi.org/10.1056/NEJMoa2001316
http://dx.doi.org/10.1126/science.abb3221
http://www.oecd.org/coronavirus/policy-responses/the-territorial-impact-of-covid-19-managing-the-crisis-across-levels-of-government-d3e314e1/
http://www.oecd.org/coronavirus/policy-responses/the-territorial-impact-of-covid-19-managing-the-crisis-across-levels-of-government-d3e314e1/
http://www.oecd.org/coronavirus/policy-responses/the-territorial-impact-of-covid-19-managing-the-crisis-across-levels-of-government-d3e314e1/
http://dx.doi.org/10.1073/pnas.1009440108
http://dx.doi.org/10.1126/science.abb6105
http://dx.doi.org/10.1016/j.cnsns.2016.11.008
http://dx.doi.org/10.7717/peerj.10287
https://peerj.com/

	Robustness analysis in an inter-cities mobility network: modeling municipal, state and federal initiatives as failures and attacks toward SARS-CoV-2 containment ...
	Introduction
	Materials and Methods
	Results
	Discussion
	Conclusions
	flink6
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


